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Worldwide airport chaos after Tesla in fatal California crash was on Up to 270 women may have died after
computer check-in systems crash Autopilot breast cancer screening IT error

Knight Capital Says Trading Glitch Cost It $440 Million
BY NATHANIEL POPPER AUGUST 2, 2012 9:07 AM 356

: (e .
Runaway Trades Spread Turmoil Across Wall St. (F share ) ( y) @ 559 3
31 March 2018 f © ¥ [ < shae Health secretary says computer errors led to 450,000 missed
5 screenings in England since 2009
Have you been affected?

$1.81 trillion  $2.41 trillion  $1.52 trillion 21 days

(Cost of Operational (Total CPSQ) (Technical Debt) (Avg. Ransomware
Failures) Downtime)

The Cost of Poor Software Quality in the US: A 2022 Report. CISQ
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(testing / fuzzing / symbolic execution)
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int double (int v) {
return 2xv;
s

void testme(int x, int y) {
z := double (y);
if (z==x) {

if (x>y+10) {
Error;
I3
I3
I3

|. Error-triggering test!

2. Probability of the error?
(assume 0 < x,y < 10,000)

13
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int double (int v) {
return 2xv;

}

void testme(int x, int y) {

3
z 1= double (y);

2
if (z==x) {
3
if (x>y+10) {

4 Error;
} else { 5 .} K////// \\\\\\\\\\\\\\*
I3

6} X:a,y: f,z: 2 X:a,y: f,z: 2

pc:2f=aAna> [+ 10 pc:2f=aAna<l [+ 10

15
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Benchmarks Versions

Error Types

Bug-Triggering Inputs

8.1% Non-termination K1!11000100100111110(
vim Abnormal-termination H:w>>""'\  [press ‘Enter’]
>7 Segmentation fault =ipI\-9~qOqw
Non-termination v(ipaprq&Ts$T
4.2.1% Memory-exhaustion '+E_Q$h+w$8==++$6E8# '
gawk 3.0.3 Abnormal-termination 'f[J[J[J[1Ly]*/#['
N Non-termination '$gPE24=-E-2"27+$="":/2/#[""
3.1* Abnormal-termination '\ (\)\T1*?*x?\ | \Wx\TWx'
grep Segmentation fault "NODNTA*@AN 2N T\ +x\?!
29 Segmentation fault "_AARON ANV N\ TES"
Non-termination "N ({xxHxAN\) A\ HHR\Tx\+]
sed 1.17 Segmentation fault "{:};:C;b"

See “Concolic Testing with Adaptively Changing Search Heuristics. FSE 2019”
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* Dynamic analysis (testing): 459

e Static analysis: a variety of answers

2. "Execute” the program with

abstract values

eXeFtoXo

— 0
® "iﬂteger" ) A
odd Integer value (domain) eXo=e edo=o0
e “positive integer” ke—e ote=o
0X0=0 04+0=

e “integer between 400 and 500"

18
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e By contrast to testing, static analysis can prove the absence

of bugs
- T (don’t know)
ven
. o
volid £N\(int x) {

y:X*12+9*11}%Odd

O

assert (y & 2 == 1);

J A
Odd
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* |nstead, static analysis may produce false alarms

T (don’t know)

N

void f (int x) {

J

T (don’t know) }>y = X t Xy
assert (y 5 2 == 0);

©)

A

false alarm

20
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SMT(P A —® )

Higy|
(counterexample)
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Lnt f(bool
tnt f(bool a) 1 Verification Condition:

et (Ca n ) v ( »
if (@) { aAnXx)Vv (-anA=x)) A
X = 1: :i> (Cany)v(=an-y) A
1 -(X == y)
1t (a) {
y = 1;
1 @ SMT solver: unsatisfiable!

assert (X == y)

¥

22



Lnt f(g: b)_{g. Verification Condition:
:L(f_COS >{/ - @ ((a A X)Vv (ma A =xX)) A
_Tq. ﬁ> (b Ay)v (=b A=y A
} o 1, ﬁ(X - y}
1t (b) {
! y =1 @ SMT solver:

assert (x == y) satisfiable when a=1 and b=0

¥



bool BubbleSort (int a[]) {

}

int[] @ := ag

for (intz:=|a| —1;¢>0;t:=17—1){
for (int 5 —O]<z j =

if (al3] > alj +1]) {
int t := alj];
int a[j] := alj + 1];
int alj + 1] :=¢;
t
}
}
return a;

7+1){

Q@pre : T
@post : sorted(rv, 0, |[rv| — 1)
bool BubbleSort (int a[]) {

int[] a := ao

—1 <1< |al
@L; | A partitioned(a,0,%,7+ 1, |a| — 1)
A sorted(a, i, |a| — 1)
for (inti:=|a|l—1;1>0;,42:=17—1) {
[ 1<i<|al ANO0<jFj<i
A partitioned(a, 0,7, + 1, |a| — 1)
A partitioned(a, 0,5 — 1,7, 7)
A sorted(a, i, |a| — 1)
for (intj:=0;j <4 j:=4+1){
if (a[j] > alj +1]) {
int t := alj];
int a[j] := alj + 1];
int a[j + 1] :=t;
}
}
}

return a;

}

QLo

sorted(a,l,u) <= Vi,j.l <i<j<u— ali < alj]

24
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|) The art of software testing (3rd edition). 2012

2) Reversible debugging software. University of Cambridge. 2013

3) How long did it take to fix bugs? Mining Software Repositories. 2006
4) Stack overflow developer survey 2025

5) Many SWE-bench-passing PRs would not be merged into main. METR 2026

Designing Code
[0)

Debugging
50%
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in = malloc(1)

LiI‘IUX KEI"I‘IE' AI'E:" out = malloc(lg;

... // use 1n, out
free(out):w
free(in);

in = malloc(2);
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {

free(in);\>

goto err;

1 double-free
. // use 1n,| out

err:

free(in);
free(out); HE2| =2 5%

return; (double-free)

20



Linux Kernel Al

USB: fix double frees in error code paths of ipaq driver
the error code paths can be enter with buffers to freed buffers.
Serial core would do a kfree() on memory already freed.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>

P master © v4.15-rc1 ... v2.6.24-rc1
Oliver Neukum committed with gregkh on 18 Sep 2007 1 par
T — e

A ClH ol 27 1
Q=7 HHE|QH=X| BHAl5| 02

in = malloc(1);
out = malloc(1l);
... // use 1n, out
free(out);
free(in);

in = malloc(2);

if (in == NULL) {
out = NULL;
goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;
¥
... // use 1n, out
err:
free(in);
free(out);
return;
27



in = malloc(1);

LiI‘IUX Kernel AI-E:" out = malloc(1);

... // use 1n, out
freetout)
free(in);
memory leak
in = malloc(2);
if (in == NULL) {
out = NULL;

== C|Hde| &X| 2: goto err;
QE AH WHM M2 QET} 2 ;

free(out);

S e oo Kiras i o out = malloc(2);
: TIX doupie Kiree In ipaq In error case :
| > b . if (out == NULL) {
in the error case the ipaq driver leaves a dangling pointer to already .
freed memory that will be freed again. f ree( ln ) ;
Signed-off-by: Oliver Neukum <oneukum@suse.de> ln —_ NULL;
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>
goto err;
P master  v4.15-rc1 ... v2.6.27-rct }
Oliver Neukum committed with gregkls on 30 Jun 2008 1 t 35 -
paren ... // use 1n, out
err.
k= = A2 .
g =0l CiA| @F =TS Al free(in);
free(out);
return;

28



Linux Kernel A

=& LHZL =X 3:

QB NAFX|Dt AE ZX0| HO{ZE

fix for a memory leak in an error case introduced by fix for double free

The fix NULLed a pointer without freeing it.

Signed-off-by: Oliver Neukum <oneukum@suse.de>

Reported-by: Juha.Matarsporicom <juha_motorsportcom@luukku.com>

Signed-off-by:# Linus Torvaldsg<torvalds@linux-foundation.org>

P master  v4.15-re1 ... v2.6.27-rct

Oliver Neukum committed with torvaldion 27 Jul 2008

Ol M =&KX & 10713 &

1 parent 9ee@8c2

O
il

in = malloc(1);
out = malloc(1l);
..« // use 1n, out
free(out);
free(in);
out = NULL:;
in = malloc(2);
if (in == NULL) {
out = NULL;
goto err;
¥
free{out):
out = malloc(2);
if (out == NULL) {
free(in);
1n = NULL;
goto err;
¥
..« // use 1n, out
err:
free(in);
free(out);
return;
29
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in = malloc(1); in = malloc(1);
out = malloc(1); out = malloc(1);
... // use 1n, out ... // use 1n, out
free(out); freefout);
free(in); free(in);

in = malloc(2): in = malloc(2);
if (in == NULL) { if (in == NULL) {

» goto err:
}

goto err;

¥
free(out);

out = malloc(2); HFEAH A LA out = malloc(2);
if (out == NULL) { ‘ﬂHE_O'—C’T if (out == NULL) {

free(in); vSW=ZE — freel{din)=

x| Zd=

goto err; VIIX| 23 goto err;
¥ F

. // use 1in, out ... // use in, out
err: err:

free(in); // double-free free(in);

free(out):// double-free free(out);

return; return;
30
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Top programming languages Top 10 fastest growing
on GltHub languages in 2024

GitHub Octoverse report 2024
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PYTER: Effective Program Repair for Python Type Errors

Wonseok Oh Hakjoo Oh*
Korea University Korea University
Republic of Korea Republic of Korea
‘marinelay@korea.ackr hakjoo_oh@korea.ackr
ABSTRACT Table 1: Top 5 runtime exceptions in Python. We counted
the number of osts and GitHub issues (in
We present PYTER, an automated program @ > .
the repositories used in Section 4) containing the keyword
for Python type errors. Py ypecror  1he TP e

tofix.
tance, however, automatically repairing type errors in dynamically
typed languages such as Python has eceived little attention in the

for practical use. PYTER is the first technique that is carefully de-
signed to fix diverse type errors i real-world Python applications.

ValueError, KeyE:
their relative proportions.

Type Attrbute Value Key Import
SackOverlow | 315% 1945 278% 83%  130%

“To this end, we present a novel APR approsch that uses dynamic Gitib | 292%  loan 7% 129% 103%
toinfer correct and et types of program
bles, and y
locations and patch candidates. We evaluated PYTER on 93 type 0o day

PYTER s able to fx 43.4% of them with a precision of 77.6%

CCS CONCEPTS

Software testing and debugging.
KEYWORDS

Program Repair, Program Analysi, Debugging
ACM Reference Format

Wonseukohmdluk,uuoh 022 PTER v Progam Repi o
Pythor

mere than a day.
o34 than 3 week

more than a wek.
fess than & morit more than a month

Figure 1: Statistics on the time period between reporting

CIFSE 22) November 14 .
New York,NY,USA, 13 pages.hitps/doLorg/10.145/3510250 35491

1 INTRODUCTION

Python has become one of the most popular programsming lan-

guages. According to the [EEE Spectrum’s ranking ofthe top pro-
0 dominant languag

e 2 wide varey of applictins ncluding we,entrpris,
pan o

error. For bugs
tion 1), it took 82 days on average and about 30% took more
than a month. The worst case took 1,277 days, more than
three years.

As a dynamic language, however, Python suffers from an im-
portant class of run-time crrors, namely type error exceptions.In
Python, a type exror occurs when an operation s performed on

ue of an unsupported type. For example, applying primitive

astring (e, 14"tw0") s

rocketed in recent years, driven by efned in Python and Python
and data science applications. Table 1

tgpear ot ety mong bl exeptons i Python
T———

B y ixing a type oiding he

given fault, but in advance

o8 Requet permisions o permisionsoun o
ESECHSE 22 Nevmber .18 202 Sigopr. Sngopre
© 2 Nt o Compuing Wainer

(see Section 4.3); (2 In practice, type exrors commonly get fixed
weeks or months afer they are reported (Figure 1.

PATER I s o we e P the e

{ance,n technues o ool re readly avaabe fo ising type

ython Type o

Wonseok Oh

Korea University

Republic of Korea
wonscok_oh@koreaackr

ABSTRACT

Python. T

Towards Effective Static Type-Error Detection for Python

Hakjoo Oh*
Korea University
Republic of Korea
hakjoo_oh@korea.ackr
ing Tools. Various static type analysis tools have been

developed for Python to address this challenge. The most popular
onctare Ny (4], Pt 7} Py 1)1 yight 7] Moy

i,

four key staic-anlysi features that are crucial for the cfective

Pyre,and
oot ey Thcse ol when plm)d:d\ulhAl’\lhm\

detection of Python

we present a tool called Pyinder, which 0
outof the 68 bugs, compared to existing type analysis tools that
collectively detect only 16 bugs. We also discuss the remaining
34 bugs that Pyinder failed to detect,offering insights into future
directions for Python type analysis tools. Lastly, we show that
Pyinder can uncover previously unknown bugs in recent Python
projects

ACM Reference Format:

However, the performance of these tools remains unsatisfac-
tory in practice. For instance, when we tested these tools on our
benchmark.whic ncldes 6 developer confimed e crors

s g Moy, g, . and
e <oy dereced oy s o o 88

In this paper,
of-the-artin tati type analysi tools for Python. To achieve this,

1 INTRODUCTION
In secent years, Python has seen a notsble surge in populari

Aeeoring o EE Spectra (57, Py secwed e g v
ing as the most popular language in 2023, Moreover, Python has
consistently outpaced Java and C/C++ in popularity on GitHub
since 2019 [41], The popularity of Python is primarily atributed
toits intrinsic flexibility s a dynamically typed language, which
reduces developmment i and facitates the rpid prottyping of

53).
However, the fleibilit of dynamic languages such as Python
T

s Type ror .
e g 55Ot Noenber B4 e C. i with automated ype nfrence el ecause res-word
w Yor NY, USA, 13 pags. hitps/doiorg 1011453491620, Python programs often lack manual type hints [5]. Consequently,

fectively detet rel ug: (1) type preservation when mergig, ()
costffctive inerproceduralanalysi, (3 usage-based infrence
ofhly ypes nd ) e o cndedmember e
Builng on thee insights, we developed  new type analy
ool caled Pinder. Evluation an the 6 bugs demonsirates that

bined). Additionally, when applied 109 latest open-source Python
projects, Pyinder successfully found 19 previously-unknown bugs
whill the existing tools colletively found 13. Finaly, we analyze
the remaining 34 bugs Pyinder filed to detec from our benchmark,
illuminating the future directions toward more practical satc type

comes ata. - P ype erors,

types in operat . *1"+2), stand out as the most prevalent
lummve ertorsin mm comprsin over30% ofall l-in o
[42) t

In summary, this paper makes the following contributions:

‘o We present adataset of 68 developer-confirmed Python type
morsand demstae tht xsting st nalysis ols
have mprovement.

whichdetects type rrors i compile fme i the most wanted e
ture among Python developers.

Tom———

oo vt gt wihout o rovidd it cpes s okl o i

Fo ot e cotat the ovnerthort,

© W o e s ol Byide,whih i
corporates four key features identified through our manual
investigation of the benchmarks.

« We highlight futur research directions for Python type ansl
ysis, identifying unresolved issues that need to be addressed
to enhance practica type error detection

2 REAL-WORLD PYTHON TYPE ERRORS

Inthis paper, a “type ervor” denotes cither a runtime TypeError

F i

TypeCare: Boosting Python Type Inference Models via
Context-Aware Re-Ranking and Augmentation

Wonseok Oh
Korea University
Seoul, Republic of Korea
wonseok_oh@korea.ackr

Abstract

‘Type annotations improve Python code quality by enabling better
readabilty, tatic analysis, and developer producti

‘manually snnotating existing code is abor-intensive and error.
prone. While recent learning-based models have advanced auto-

are underrepresented in training data.
‘We present TypeCare, a model-agnostc post-processing tech-
nique that refines the outputs of existing type inference models
using code context, without requiring retraining or fine-tuning
existing models. TypeCare combines two key components: (1) Re.
Ranking, which proritzes semantically and syntactially relevant
types, and (2) Augmentation, which generates additional contex-
type

Hakjoo Oh
Korea University
Seoul, Republic of Korea
hakjoo_oh@korea.ac ke

1 class Docstore.
: def read(self, doc.id)
¢ retum doc id
+  retunet Model Output
s x

[ e o L 5
b el ancsrae0 # tnientint, w3 X
1 def got(selr, project_id: SFILLIN)

doc = sl doc. resdroect 19

return doc +

Ticen, and
ssteily rproves tog-1 sceuracy,schieving up o 40.1% gains ou
Comple types that cxstin models o i predit cornely

Figure 1: As goal
projec.1d at line 11 The correet .,,,: is int, but Tice [30]
predicts str as the top-1 candidat

CCS Concepts
motivated a growing body of research aimed at automating the
; type annotation process 5,6, 22,23, 30-32].
ging
ACM Reference Format; Existing Approaches. To automatically annotae types, riot re-
Wonseok 2026 Typec prion e works

IEEAC

infer types
16,17, 25]. However,

20
April 12-18, 2026, Rio de Janelr Brazil.ACM, New York,NY, USA, 12 ages.
bispsdoLorg/10.145/37MO1637T3213

1 Introduction

Pton s e o e st ity it progrming s

Pyth

models that leverage machine learning techniques o predict ypes

based on the context o the code [1, 11, 13, 19, 22-24, 3, 32,35].
By wors tJaming buedype snotion focued sndcp

i the world,and its popularity hieis  simiait oftypes in a progra
qucy 011922 Recnt works have s advanced s field by lever:
debugeing, and
the Pyth d . pe
wal typing [29] fine-
progressively add type information to their codebases. The type rod

Snnotations nlock s varity or et s mprovs e
dabiliy, 4
iy, However, addin type nnotations o xiing codebases
a time-consuming and error-prone task [21] This challenge has

oRom]

v graph. Tice [30]
grates a fine-tuned language model with a deep similarity model
to reasn about types beyond the input context provided to the

Limitation. Despite their advancements,these state-of-the-art
el shi limitation: they

© ol M mr o
st

p or unseen typ
the trsining or ine-tuning data. While they excel at predicting sta-

Program Repair (FSE 2022

PYSTAAR: An End-to-End, E ible F k for A d
Python Type Error Repair
Wonseok Oh Hyobin Park Miryeong Kang
Universit Kyungpook National University Korea Universit
Seoul, Republic of Korea Dacgu, Republic of Korea Seoul, Republic of Korea
wonseok_oh@korea.ac k k
Seunghin Choi Yunja Choi Hakjoo Oh
1 University K I University Korea University
e Repue o Koves e Repubeof Ko Seoul, Republic of Korea
hakjoo_oh@korea.ackr
Abstract Bython'sflexibilty sems from s dynamic type system, where
We present PYSTAAR, an end-to-end, for au
por declarations. This not only smplifis the language syntax bt lso
PISTAAR tch syn s duck typin.
he p functons,alof which
aging large i cof et x 3

ey e et s e ok, making it
all

able re s i ways ncompatble with

at runtime when v
b I types. These errors

that PYSTAAR can automatially dtect and repir type erors in
real-world Python applications, achieving high repair rate with.
out m.mn.\l Intevesion Ot tol demonsrtion s aalable t
by fbe/VizRQsrt

€CS Concepts

Keywords
Python, Type Errr, Automated Program Repae

M Reference Format:

time-consuming bugs for Python developers. A recent study i

ix, sometimes remaining unresolved for weeks or even months
“To address these challenges, we present PYSTAAR,  framework
for automatically detecting and repairing type errors in Python
programs. PYSTAAR offersthree key features:
« Fully automated: PYSTAAR is an end-to-end, fully auto-
mated tool that unifis test generation, ault localization,

ok O, Hyobin Park, Mirycon Ki gbin Chai,Yunja Chai,
i Fatioo O 126 PSTAAR o . Exenil Framcen o
Automaed Pylhon Type Ertoe Repai In 2126 EEE/ACM 43h Inerationl
onfrence on Software Engineering ICSE Companion 26, Apil 1218, 202,
RiodeJaner,Brzil. ACM, New Yok, NY,USA, 4 page.hitps:do org/10.

ST 87613

s ol exensible
iy swap out componcnts
for different ereor detection and repair techniques.

 User-friendly: PYSTAAR includes an casy-to-use web nter
face, allowing users o upload Python programs and receive
1 Introduction patches for delected type errors, makin the tool accessible
Pythonis currently the most popular programming ngmur i lln to developers ofall experience levels.
world. According (41 Python  Intended U
ed asthe most widely used and astest- »mwmwmar-m rchers.Fis, it sves a3 a practcal endto-end tol or begianer-
umwmw mge. The populrty i gely dueto s ; = ntermediateleve developers cspecilly ity tings
appli
oo, el 1 machie g type ertors, Insuch cases, PYSTAAR can significantly reduce the
manual effort required to address those errors.
[onon| Second,PSTAAR pports rsashrswaking oo Phn
air. The
P A extensbilyenn ,m.m researchersofocus on developng ndividual
tgener

© 200 Copigh el e v
[t

components such as te

stion, faut localization, or support

n

o Speciled Type Ansyis & Automtc Repic.

Type Error Detection (ASE 2024

Type E

rror Detection & Repair

ICSE 2026 Demo

Pig: Leveraging Large Language Models for Python Library
Migrations

MIRYEONG KANG, Korea University, Republic of Korea

WONSEOK OH, Korea University, Republic of Korea

GABIN AN, Korea University, Republic of Korea
HAKJOO OH, Korea University, Republic of Korea

We present Pic, a novel approach to a
(L) Library migration isan incesinly cominon {ask in modern Pyvhon development et it remsing
lack !

dncumcn!auon or code exampls. To addmss "his chllnge, i cmploys  ourscp ppelne tha cectivly
‘hamnesses the capabilities of LLMs. First, Pic decomposes the migration task into smaller units by performing
level slicing, allowing the LL d, it guides LL

informed by common falure palterns in naive LLM-based migrations and plausible API candidates. Third,
Prc selectively extracts the migration-related code fragments from the LLM outputs. Finally it transplants
the migrated code back into the original program with post-processing to ensure semantic correctness and
consistency. We demonstrate the effectiveness of P1G by evaluating it on 364 AP-level migration tasks, where
it improves the rate of the baseline hby 53 even different LLM models

CCS Concepts: « Software and its engineering — Maintaining software.

‘Additional Key Words and Phrases: Library Migration, Python, Large Language Model, Code Transformation
ACM Reference Format:

Miryeong Kang, Wonseok Oh, Gabin An, and Haljoo Oh. 2026, Pig; Leveraging Large Language Models
for Python Library Migrations. Proc. ACM Softw. Eng. 3, FSE, Article FSE044 (July 2026), 22 pages. hitps
idoi.org/10.1145/3797072

1 Introduction

Application Programming Interfaces (APIs) n thir-party libraries help developers by “encap-
sulating” complex d ity. During developers often need to
replace APIsfrom one library with those from a different ibrary or version (e, Library Migration).
This need can arise due to discontinued maintenance, the availability of superior alternatives,
compatibility issues, or shifts in community support. As such, library migration is a common
and essential task in software development for adopting more cffective libraries and maintaining
software quality.

However, substituting the original APIs while preserving the intended behavior of the program
is a non-trivial task it requires decp understanding of both the source and target APIs, as well as
the ability to produce semantically equivalent code. Moreover, migration often entails modifying
not just API function calls but also surrounding code, adjusting data transformations, control flow,
or usage patterns, rather than simply replacing identifiers. These challenges make library migration

s Comtact oo i K. ors Uiy Seol epel oK
Sk O o Uy Seo ek ootk o one ey, ot
R ores ki anhores ek Huo O ors vy e .
[Omom

© 2026 Copyright held by the owner/author(s).
ACM 2994-970X/2026/7- ARTFSE044.
hitps/fdoiorg/10.1 1453797072

Library Migration (FSE 2026

Type Inference (ICSE 2026

Need for Python IR
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Challenge

e Developing program analysis for Python is challenging.

(1) Complex: Diverse and complex language features, e.g.,
operator overloading, metaclasses, generators/coroutines.

(2) Implicit: Even seemingly simple operations can trigger
intricate dynamic behaviors.

(3) Informal: No formal spec. Tool developers must rely on
incomplete docs or examine the CPython implementation.

e Consequence: Building a sound and rigorous program
analysis for Python remains difficult.
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Example

e Consider a simple expression: a + b.

(1) Let A and B denote the types of a and b, respectively. If B is a subclass of A and __radd__ is
defined in class B, then Python calls B.__radd__(b, a).

(2) If the above conditions do not hold, or if the call returns NotImplemented, and __add__ is
defined in A, then Python calls A.__add__(a, b).

(3) IfA.__add__is undefined or returns NotImplemented, __radd__is definedin B, and __radd__
was not tried in step (1), then B.__radd__(b, a) is called (even if B is not a subclass of A).

(4) If __radd__ is undefined or returns NotImplemented, a TypeError is raised.

e Call expression £ (x,..) behaves differently depending on
whether £ is a function, a callable object, or neither:

(1) If £ is a function, the body of the function is executed.

(2) If £ is not a function and it is not a callable object (the type of £ does not define __call__),
a TypeError is raised.

(3) If £ is not a function but defines __call__, and __call__ is a function, then __call__({,
x, ...) is evaluated by executing the body of the function.

(4) If f is not a function, defines __call__, and __call__ is not a function, then __call__(f,
X, ...) is evaluated recursively by going back to step 2.

Even analyzing a+b involves about a dozen semantic cases
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Limitation of Existing Analysis Tools

e Most, if not all, existing program analysis tools built on top
of Python AST ftail to correctly analyze Python programs.

e Example 1: Static call graph analyzer (abstract interpreter)

1 class A: _ A._add__ J -
y def __add__(self, other): —main__| Ground-trut
3 return self B.__radd__
4
5 class B(A): A. add _
6 def __radd__(self, other): __main__ PyCG (ICSE 2021%)
7 return self B.__radd__
8
0 a =40 A dd
.__ddd__
1(1) 2 j 5() _ main__ — Pyright (Microsoft)
B.__radd__

* Salis et al. PyCG: Practical Call Graph Generation in Python. ICSE 2021 36



Limitation of Existing Analysis Tools

e Example 2: Building a deductive verifier on top of Python
AST is notoriously difficult

A B R4

assert a ==

Verification

buggy code Nagini (CAV 2018%*) Succeeded

Google

VeriGuard: Enhancing LLM Agent Safety via
Verified Code Generation
Lesly Miculicich!, Mihir Parmar!, Hamid Palangi’, Krishnamurthy Dj Dvijotham?, Mirko Montanari®, Tomas

Pfister!” and Long T. Lel”
1Google Cloud Al Research, 2Google DeepMind, % Google Cloud Al

* Marc

The danlavmant oof antftoanomntic AT acante in cancitive domaine ci1ich ac haaltheare intradiicec oritical
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Goal: Easy and Rigorous Python Analysis

e Qur Solution: MIR, a formal, minimal, and explicit IR.
* Formal: Precise, mathematical reasoning is now possible
e Minimal: Frees developers from huge implementation burden

e Explicit: Eliminates subtleties that complicate static reasoning

As-Is To-Be
Informal, complex, and implicit Formal, minimal, and explicit
Python P —| Python-to-MIR Compiler — é MIR
PyCG Nagini PyCG Nagini

Unsound Sound
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MIR: Syntax

skip
assume(E)
alloc(x, E)
bil‘ld(Ll, Lz)
env(x)

del(L)
call(x,E, L, Ly)

L[E]

(skip)

(prune / assume)
(allocation)
(binding / aliasing)
(environment)
(delete reference)
(function call)

(variable)
(attribute access)
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Example

e How a + bistranslated into MIR (excerpted):

Initialization

~

BIND %left =
BIND %right = b
ALLOC %result = NotImplemented

Inheritance and reflected addition

N

ASSUME %left["__class__"] != %right["__class__"]

ALLOC %args = [%right["__class__"]["__mro__"], %left["__class__"]]
ALLOC %kwargs = {}

CALL  %check = tuple["__contains__"]J["__call__"](%args, %kwargs)

~

ASSUME %check

~

ASSUME "__radd__" in %right["__class__"]




MIR: Operational Semantics

tenyv, 0 + E || true

I-Sk1p - I-ASSUME
leny, 0 F skip = o {eny, 0 F assume(E) = o

¢’ ¢ Dom(o) fgp,oFE|

[-ALLoC
fEny, 0 F alloc(x, E) = EnvUpdate([ ¢’ — a |0, fgpy, X, £)

lenv, O F L — ¢

I-BINDVAR
eny, 0 + bind(x, L) = EnvUpdate(o, lgpy, X, £)

env, 0 Ly —> 8 fgp, 0 R E U T Lleny, 0 F Ly —> b

ey, 0 F bind (L[ E], L) = ConUpdate(o, #1, 7, £)

[-BINDATTR

I-ENVREF
ey, 0 F env(x) = EnvUpdate(o, feny, X, CEny)

o(tgnv) =p  x € Dom(p)
leny, 0 F del(x) = [leny — p \ {x} ]o

I-DELVAR

tenv, 0 F L — ¢ o(f) =1 ftgp,orE|n n<l|l|
{eny, O F del(L[E]) - [f = <ll,. --:ln—laln+1s- . .,l|l|>]0'

[-DeLL1ST

tenv, 0 b L —> ¢ o(f)=a o€ DictUObjUEnv fg,,0+E|s s € Dom(a)

[-DELMAP
tenv, o Fdel(L[E]) = [t a\{s}]o
fllinv ¢ Dom(o) {Lgnv.0+ E || (A(ak, p)°(G’ z), {]]/E,nv>
LC lenv, 0 F L1 > 0 fgpy, 0 F Ly — £y fénv,[féan[al—>f1,kaz,pré;lv]]UI-GWO'/
-CALL

Cenv, 0 F call(x, E, Ly, L;) = EnvUpdate(o”, tgny, X, 0" (£f,,,)(2))
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Language Coverage

Feature category Representative constructs MIR A, [39] Ranson et al. [42]
Literals 1, "s", None C ) @

Operations X+y,X==y,X 1S y o O ®
Containers [1, 2],{"a": 3}, d[k] @ @ X
Variables and binding X, x=e, del x O @ O
Control flow if, for, break, continue @ @ @
Functions and calls def, lambda, @dec, *args, **kwargs O @

Iteration and generators for, yield, __next__ @) o X
Objects and classes class C(A),obj.x @' @ X
Exceptions raise, try, except, finally ® @ X
Comprehensions [x for x in y].,{x: y for x, y in z} @) @, X
Imports and modules import, from m import x o'

Scoping declarations global, nonlocal o ® X
Context managers with ® ® X
Reflective/dynamic features getattr, setattr, locals o X X
Asynchronous constructs async def, await X X X
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Instance Analyses

e MirCG: A static call-graph analyzer for Python
® Re-implementation of PyCG atop MIR

e MirCheck: A deductive verifier for Python
e Re-implementation of Nagini atop MIR

e Soundness formally proved in Lean

Theorem (MirCG soundness).

Let C.(P) be the least solution of the abstract constraints. For every finite MIR execution
prefix 7 from the initial state of P,

Calls(t) C C.(P).

Theorem (MirCheck soundness).

If the generated VCs are valid, every terminating MIR execution from a state satisfying S
with valid permissions admits a final ghost mask for which 7" and permission validity hold:

|: VCK(P, S, T) — 'Zpar {Vath /\S} P {Vath /\T}
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Evaluation

e Research questions
e Fidelity: Does MIR faithfully capture Python’s semantics?
e Differential testing against CPython
o Utility: Is MIR effective for building program analyses?

e MirCG: Re-implementation of PyCG atop MIR

* MirCheck: Re-implementation of Nagini atop MIR
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Fidelity

Benchmark Total Applicable Compiled Executed Correct

MiRr benchmark 266 266 266 266 266
MBPP 974 619 619 619 619
HumanEval 163 116 116 116 116
Total 1,403 1,001 1,001 1,001 1,001

e MIR benchmarks: 266 Python programs covering various
features—especially corner cases

e MBPP and HumanEval: 735 programs after filtering out the
programs that use built-in functions that our MIR interpreter

does not currently support
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Utility: MirCG

 Soundness and completeness

MirCG PyCG [45]
Benchmark Total Sound  Complete Time (s) Sound  Complete Time (s)
MIrCG benchmark 100 87 77 5.2 15 77 4.9
Micro-benchmark 112 107 106 6.7 46 106 5.9
Total 212 194 (91.5%) 183 (86.3%) 11.9 61(28.8%) 183 (86.3%) 10.8
e Analysis cost

MIrRCG PyCG [45]

Project LoC Compile (s) Analyze (s) Analyze (s)

asciinema 1,553 4.5 1.3 0.3

autojump 3,287 6.3 3.0 0.2

fabric 2,888 3.2 1.0 0.3

face classification 1,895 3.8 2.6 0.3

Sublist3r 1,672 4.2 2.3 0.2

Average 2,259 4.4 2.0 0.3




Utility: MirCheck

® Soundness and completeness

MIRCHECK Nagini [7]
Spec. Type Total Accept Reject Inconc. Time (s) Accept Reject Inconc. Time (s)
Correct 25 25 0 0 4.4 16 4 4.5
Incorrect 25 0 25 0 4.4 4 17 4 4.5
e Verification cost
MirCHECK Nagini [7]

ID Description LoC Spec. Verified Time (s) Verified Time (s)

005 Insert delimiter between elements 10 13 v 5.3 v 4.9

023 Return string length 2 1 v 4.3 v 4.3

027 Swap character case 20 17 v 7.7 v 6.7

041 Count car collisions 2 2 v 4.4 v 4.4

046 Compute Fib4 number 26 9 v 4.9 v 5.0

051 Remove vowels 9 18 v 9.6 v 7.9

119 Match concatenated parentheses 26 43 v 10.0 v 13.2

127 Check prime intersection length 21 6 v 4.6 v 4.7

134 Check final standalone letter 5 4 v 4.7 v 4.6

139 Compute special factorial 19 13 v 4.9 v 4.9
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