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contract Netkoin {

HE 2

mapping (address => uint) public balance;

uint public totalSupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

function transfer (address to,
returns (bool) {

uint value) public

require (balance[msg.sender] >= value);

balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;
return true;
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contract Netkoin {
[mapping (address => uint) public balance;| ArEXe| A= HE
uint public totalsupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;

function transfer (address to, uint value) public
returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;
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contract Netkoin {
mapping (address => uint) public balance;| ArEXe| A= HE
uint public totalsupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;
}

: : : A
Ifunctlon transfer (address to, uint value) pub11c| 25%%

returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;
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contract Netkoin {
|mapping (address => uint) public balance;l Af%XfEﬂ 72”_7F_|- QE
uint public totalSupply,

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;
}

: : : A
Ifunct1on transfer (address to, uint value) pub11c| 25%%

returns (bool) { ~
Irequire (balance[msg.sender] >= value);l I|_|'__IL7|-§—E—8|-E
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;
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contract Netkoin {
mapping (address => uint) public balance;| ArEXe| A= HE
uint public totalsupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;
}

: . : A
Ifunct1on transfer (address to, uint value) pub11c| ES%%

returns (bool) {

| require (balance[msg.sender] >= value);l A7 =26HH
alancelmsg.sender ] -= value, = =
EHE &2

balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;

45




- 40| dSolH Ythet X Lo/t &

. L 22iololM AATE B2 THSHIRIE 47 E7)

A $00 MILLION HACK JUST
SHOWED THAT THE DAO WAS

ALL '|‘00 HUMAN BatchOverflow Exploit Creates Trillions of
Ethereum Tokens, Major Exchanges Halt ERC20

Deposits

News

Hackers Seize $32 Millio
o s ooxsces Ethereum in Parity Wallet Bre

The DAO (2016) Parity Wallet (2017)
75024 35042
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(?) Timestamp:

?) From:

@ To:

(?) Tokens Transferred:

(2 ERC-20 Transfers found)

® 592 days 17 hrs ago (Apr-24-2018 07:16:19 PM +UTC)
0xd6a09bdb29e1eafa92a30373c44b09e2e2e0651e [
Contract 0x55f93985431fc9304077687a35a1ba103dc1e081 (SmartMesh: Token Sale) @ (U

» From 0xdf31a499a5a8358... To 0xdf31a499a5a8358...For
65,133,050,195,990,400,000,000,000,000,000,000,000,000,000,000,000,000,000,000.891004451135422463
($223,066,504,429,629,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) AN SmartMesh (SMT)

» From Oxdf31a499a5a8358... To 0xd6a09bdb29e1ea... For
50,659,039,041,325,800,000,000,000,000,000,000,000,000,000,000,000,000,000,000.693003461994217473
($173,496,170,111,934,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) AN SmartMesh (SMT)

https://etherscan.io/tx/0x |abab4c8db9a30e703 1 14528e3 | dee 129a3a758f7f8abc3b6494aad3d304e43f
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1 function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {

2 i1f (balance[from] < fee + value)
3 revert () ;
4 if (balance[to] + value < balance[to] ||
5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;
7 balance[to] += value;
8 balance[msg.sender] += fee;
9 balancel[from] -= value + fee;
return true;
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function transferProxy (address from,

value, uint fee) public returns (bool) {

S0 2|7t
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if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to]
balance[msg.sender] + fee < balance[msg.sender])

revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
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address to,

9
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return true;

uint



SmartMesh Alg{| (2018)

o N4 QHEZSR (mteger overflow) F| A

H0{Mo2 AT S AN 2XTH E AL

0|

°
18

1 function transferProxy (address from, address to, uint
value, uint fee) public returns rEELHL_ }EHﬂleﬂw

2 if (balance[from] < fee + value)|=_ b ZE5HK| M3

3 revert () ; _

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;

7 balance[to] += value;

8 balance[msg.sender] += fee; %l =1

9 balancel[from] -= value + fee;

10 return true;
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function transferProxy (address from,

value ,

uint fee) public returns

artMesh AlZ{| (2018)

address to, uint

if (balance[from] < fee + value)|=
revert () ;

L=

7t =X A3

ra+o| S|

1f (balance[to] + value < balancel[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;

balance
balance
balance

[ to] += value;
' msg.sender ]
 from] -= val

+= fee;
ue + fee;

)
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return true;
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1 function transferProxy (address from, address to, uint
value, uint fee) public returns HLl= Af2to| Xt

2 if (balance[from] < fee + value)|=_ e e

3 revert () ;

4 if (balancel[to] + value < balancel[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])

6 revert () ;

7 balancel[to] += value; A

8 balance[msg.sender] += fee; % =1 CHEEZEL
9 balance[from], -= value + fee; M=
10 return true;F/\

11 3
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SmartMesh Alg{| (2018)

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
return true;




SmartMesh Alg{| (2018)

balance[from] = balance[to] = balancelmsg.sender] = 0

1 function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {

2 i1f (balance[from] < fee + value)

3 revert () ;

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;

7 balance[to] += value;

8 balance[msg.sender] += fee;

9 balancel[from] -= value + fee;

10 return true;

e
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balance[from] = balance[to] = balancelmsg.sender] = 0

value: 8fffffffffffffffffrfrffrffrffffffrfrfrfrfrfrfrfrfrffrfrfrfrfrfrere
fee : 7000000000000000000000000000000000000000000000000000000000000001

1 function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {

2 i1f (balance[from] < fee + value)

3 revert () ;

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;

7 balance[to] += value;

8 balance[msg.sender] += fee;

9 balancel[from] -= value + fee;

10 return true;

e
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balance[from] = balance[to] = balancelmsg.sender] = 0

value: 8fffffffffffffffffrfrffrffrffffffrfrfrfrfrfrfrfrfrffrfrfrfrfrfrere
fee : 7000000000000000000000000000000000000000000000000000000000000001

1 function transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
if (balancel[from] < fee + value Ol

2

3 revert () ;

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;

7 balance[to] += value;

8 balance[msg.sender] += fee;

9 balancel[from] -= value + fee;

10 return true;

e
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balance[from] = balance[to] = balancelmsg.sender] = 0
value: STFffffffffffffffffffffffffffffffffffffffffffffffffffffffffffees

fee
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: 7/000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

revert () ;

if (balance[to] + value < balance[to] ||

balance[msg.sender] + fee < balance[msg.sender])

revert () ;

balance[to] += value;

balance[msg.sender] += fee;

balancel[from] -= value + fee;

return true;
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balance[from] = balance[to] = balancelmsg.sender] = 0
value: STFffffffffffffffffffffffffffffffffffffffffffffffffffffffffffees

fee
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: 7/000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

revert () ;

-mkE%4balance[to] + value < balancel[to] ||

balance[msg.sender] + fee < balance[msg.sender])
revert () ;

balance[to] += value;

balance[msg.sender] += fee;

balancel[from] -= value + fee;

return true;
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balance[from] = balance[to] = balancelmsg.sender] = 0

value: 8ffff
: 7000000000000000000000000000000000000000000000000000000000000001

ffffffffffrffrffrffffffrfrfrfrfrfrffrffffrfrfrfrfrfrfrefefrffee

function transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

re

vert () ;

f&&a}i

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||
balance[msg.sender] + fee < balance[msg.sender])

vert ();

nce[to] += value; = Bfffff-ff
ncelmsg.sender] += fee;
ncelfrom] -= value + fee;
rn true;
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balance[from] = balance[to] = balancelmsg.sender] = 0

value: 8ffff
: 7000000000000000000000000000000000000000000000000000000000000001

ffffffffffrffrffrffffffrfrfrfrfrfrffrffffrfrfrfrfrfrfrefefrffee

function transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

re

vert () ;

f&&a}i

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||
balance[msg.sender] + fee < balance[msg.sender])

vert () ;

nce[to] += value; = Bfffff-ff
- (

ncelmsg.sender] += fee; = 70000

ncelfrom] -= value + fee;

rn true;
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balance[from] = balance[to] = balancelmsg.sender] = 0

8ffffffffffffffffrfrffrffrffffffrfrfrfrfrfrffrffrffrfrfrfrfrfrfrefes

: 7/000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint

value ,

uint fee) public returns (bool) {
%% 0]

'hk@%%balance[From] < fee + value

revert () ;

-mkE%4balance[to] + value < balancel[to] ||

balance[msg.sender] + fee < balance[msg.sender])

revert () ;
balance[to] += value;
balance[msg.sender] +=
balance

feeT = 70000
[ from] -= value + feéTL_:{Ei:

return true;

Sfffff---tf
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totalSupply += value;

HR|E BOAM =X {2 E S
balance[msg.sender] -= value;

CVE s==! #E tF=0| 3+ LHE=ZR0|M H|X

Arithmetic
Over/underflow

Bad
Randomness

Access
Control

Unsafe Input
Dependency

Others

Total

487 (95.77 %)

10 (1.9 %)

4 (0.8 %)

4 (0.8 %)

4 (0.8%)

509

(2019.05)



. QF AE7| (bug-detector)
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Using Solidity’s
SMTChecker

manticore

Osiris

10
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RF HE7|(e.g., Mythril, Osiris, Oyente): =X|= FH0| &=

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balancel[from] < fee + value}&l OsiristF A= 71
revert () ;
if (balance[to] + value < balancel[to] ||
balance[msg.sender] + fee < balancel[msg.sender])
revert () ;
balance[to] += value;
balancel[msg.sender] += fee;
balance[from] -= value + fee;

return true;

CVE-2018-10376

11
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.- QF ZHZE7|(e.g., Mythril, Osiris, Oyente): EX|= FfHO0| =X}

function multipleTransfer (address[] to, uint value) {
require(value * to.length > 0);
require(balances[msg.sender] >= value * to.length);

for (uint i = @; i < to.length; ++i) {

balances[msg.sender] -= value x* to.length;‘A
oto

balances[to[1]] += value; s
} ojX|gtds 2F &

return true;

3
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CVE-2018-14006
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.+ QF AZ7|(SMTChecker, Zeus): 519/ 8E &

1 contract Netkoin {

2 mapping (address => uint) public balance;

3 uint public totalSupply;

4

5 constructor (uint initialSupply) {

6 totalSupply = initialSupply;

7 balance[msg.sender] = totalSupply;

8 3

9

10 function transfer (address to, uint value) public
11 returns (bool) {

12 require (balancel[msg.sender] >= value);

13 balance[msg.sender] -= value

14 balance[to] += value; <{6‘|-?—| 7c:>|E (Fa|se a|arm)
15 return true;

16 }

17

18 function burn (uint value) public returns (bool) {
19 require (balancel[msg.sender] >= value);

20 balance[msg.sender] -= value

21 totalSupply -= value; <[3-|-C|’—| AH (False alarm)
22 return true;

23 }

)
o~
-
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CVE-2018-10376

function transferProxy (address from, address to,
value, uint fee) public returns (bool) {
if (balancel[from] < fee + value)
revert();
if (balance[to] + value
balance[msg.sender] +
revert();
balance[to] += value;
balance[msg.sender] +=
balance[from] -= value
return true;

uint

CVE-2018-14006

function multipleTransfer (address[] to,
require(value * to.le

require(balances[msg.

balances[msg.sender] -

for (uint i = 0; 1 < t

balances[to[i]] +=

uint value) {
value * to.length);
* to.length;

th; ++i) {

3

return true;

I
DEEE U=

contract Netkoin {

mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;

}

function transfer (addr uint value) public

returns (bool)
require (bala
balance[msg. se
balance[to] +=

return true;

}

ender] >= value);

value;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;
return true;
}
=10 = ‘)\~.:;
519 4= x[e

14
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VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]
No. CVEID Name LOC  #Q | gamzrm #FP CVE [#Alarm #FP CVE [#Alarm #FP  CVE |#Alarm #FP CVE [#Alarm #FP CVE
#I  2018-10299 BEC 299 6 2 0 VvV 0 0 X I 0o A 2 0 vV 0 0 X
#2  2018-10376 SMT 294 22 13 0 e 1 0 v 2 0 X 1 0 X timeout (> 3 days)
#3  2018-10468 UET 146 27 14 0o v 9 0o X 8 0o v 5 0o Vv 0 0o X
#4  2018-10706 SCA 404 48 33 0o v 9 0 X 4 0o A 2 0 X internal error
#5 2018-11239 HXG 102 11 7 0o v 6 0o v 2 0 X 3 0o v 2 0o v
#6 2018-11411 DimonCoin 126 15 7 0 v 5 0 X 5 0 v 5 0 v 3 0 v
#7  2018-11429 ATL 165 9 4 0o v 3 0o v 2 0o A 0 0o X 0 0o X
#8  2018-11446 GRX 434 39 24 2/ 8 2 X 12 4 X 4 2 X internal error
#9  2018-11561 EETHER 146 10 5 0o v 4 0o v 2 0o A 2 0o v 0 0o X
#10 2018-11687 BTCR 99 20 4 0 v 2 0 v 2 0 A 3 2 X 0 0 X
#11 2018-12070 SEC 269 40 8 0o v 6 0o v 4 0 X 3 1 X 0 0o X
#12 2018-12230 RMC 161 9 5 0 v 3 0 Ve 5 0 v 0 0 X 0 0 X
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0o v 0 0o X 0 0 X 0 0o X 0 0o X
#15 2018-13127 DSPX 238 6 4 0 v 3 0 v 3 0 A 1 0 X 0 0 X
#16 2018-13128 ETY 193 10 4 0o v 3 0o Vv 3 0o A 0 0o X 0 0o X
#17 2018-13129 SPX 276 9 6 0o v 5 0o v 3 0o A 1 0 X internal error
#18 2018-13131 SpadePreSale 312 4 3 0o v 0 0 X 0 0 X 0 0o x internal error
#19 2018-13132 Spadelco 403 9 6 0o v 0 0o X 0 0 X 0 0 X internal error
#20 2018-13144 PDX 103 5 2 0o v 2 1 v 2 1 v internal error 0 0 X
#21 2018-13189 UNLB 335 4 3 0o v 2 0o v 3 0o v 1 0o X 0 0o X
#22 2018-13202 MyBO 183 17 11 0o v 5 0o v 3 0 X 1 0o x internal error
#23 2018-13208 MoneyTree 171 17 10 0 v 4 0 v 2 0 X 2 0 X 0 0 X
#24 2018-13220 MAVCash 171 15 10 0o v 4 0o Vv 2 0 X 1 0o X 0 0o X
#25 2018-13221 XT 186 15 10 0 v 4 0 v 2 0 X 2 0 X 0 0 X
#26 2018-13225 MyYLCToken 181 17 11 0o v 5 0o Vv 6 0 X 0 0o X 0 0o X
#27 2018-13227 MCN 172 17 10 0 v 4 0 v 2 0 X 2 0 X 0 0 X
#28 2018-13228 CNX 171 17 10 0o v 4 0o Vv 2 0 X 2 0o X 0 0o X
#29 2018-13230 DSN 171 17 10 0o v 4 0o v 2 0 X 2 0 X 0 0o X
#30 2018-13325 GROW 176 12 2 0o v 4 2 Vv 1 1 X 0 0o X 0 0o X
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0o v 2 | 2 1 v 0 0o X 0 0o X
#33 2018-13493 DaddyToken 344 40 22 0o v 8 0o X 2 0 X 3 0 X internal error
#34 2018-13533 ALUXToken 191 23 13 0o v 8 0o Vv 2 0o v 1 0o X 1 0o X
#35 2018-13625 Krown 271 22 9 0o v 1 0o X 3 0o v 0 0 X internal error
#36 2018-13670 GFCB 103 14 11 0o v 6 | 3 1 v 1 0o X 0 0o X
#37 2018-13695 CTest7 301 17 8 0o v 0 0o X 0 0 X 0 0o X 0 0o X
#38 2018-13698 Play2LivePromo 131 8 7 0o v 7 0o Vv 7 0o v 5 0o X 5 0o X
#39 2018-13703 CERB_Coin 262 17 8 0o v 5 0o Vv 2 0 X 2 1 X 0 0o X
#40 2018-13722 HYIPToken 410 8 3 0o v 2 0o v 2 0 v 0 0 X internal error
#41 2018-13777 RRToken 166 8 3 0 v 2 0 v 2 0 v 0 0 X 0 0 X
#42 2018-13778 CGCToken 224 13 6 0o v 4 0o Vv 4 0o v 1 0o X 1 0o X
#43 2018-13779 YLCToken 180 17 11 0o v 5 0o Vv 6 0o v 0 0o X 0 0o X
#44 2018-13782 ENTR 171 17 10 0o v 4 0o v 2 0o v 2 0o X 0 0o X
#45 2018-13783 JiucaiToken 271 19 11 0o v 6 0o v 4 0 v 0 0 X internal error
#46 2018-13836 XRC 119 22 7 0o v 5 0o X 3 0o A 3 | timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0o Vv 4 0o X 3 0o A 3 0o v 0 0o X
#48 2018-14002 MP3 83 12 4 0o v 2 0o X 2 0o A 2 1 X timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0o v 3 0o X 2 0o A 3 0o v 1 0o X
#50 2018-14004 GLB 299 40 8 0o v 5 0o v 1 0o A 0 0o X 0 0o X
#51 2018-14005 Xmc 255 29 11 0o v 8 0o v 1 0o A 3 0o A 0 0o X
#52 2018-14006 NGT 249 27 13 0o v 1 0o X 5 0o A 0 0o X timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0o v 1 0o v 1 0o v 4 2/ 0 0o X
#54 2018-14084 MKCB 273 17 10 0o v 5 0o v 4 0 X 2 0o X 1 0o X
#55 2018-14086 SCO 107 16 14 0o v 7 2/ 5 2 X 0 0o X 0 0o X
#56 2018-14087 EUC 174 15 7 0o v 4 0o X 4 0 X 0 0o X 0 0o X
#57 2018-14089 Virgo_ZodiacToken 208 30 20 0 v 12 0 v 5 0 v 14 0 v 0 0 X
#58 2018-14576 SunContract 194 12 4 0o v 1 0o v 0 0 X 0 0o X 0 0o X
#59 2018-17050 Al 141 8 3 0o v 1 0o v 1 0o v 0 0o X 0 0o X
#60 2018-18665 NXX 79 7 5 0o v 4 0o v 4 0o v 0 0o X 0 0o X
V58 v 41 V20 v 10 V2
Total 12493 976 492 2 A:0 240 13 A:0 171 14 A:15 94 10 A:1 14 0 A:0
X:0 X 17 X 23 X 46 X 42

15



VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]
No. CVEID  Name LOC  #Q gamrm #FP CVE [#Alarm #FP CVE | #Alarm #FP CVE [#Alarm #FP CVE [#Alarm #FP  CVE
#1  2018-10299 BEC 209 6 2 0 / 0 0 X T 0 A 2 0 7 0 0 X
#  2018-10376 SMT 204 22 3 0 v 1 0 v 2 0 X 1 0 X | timeout (> 3 days)
#3  2018-10468 UET 146 27 4 0 v 9 0 X 8 0 v 5 0 v 0o 0 X
#4  2018-10706 SCA 404 48 33 0 v 9 0 X 4 0 yAN 2 0 X internal error
#5  2018-11239 HXG 102 11 70 v 6 0 2 0 X 30 v 2 0 v
#6  2018-11411 DimonCoin 126 15 7 0 v 5 0 X 5 0 5 0 v 30 v
#7  2018-11429 ATL 165 9 4 0 v 30 v 2 0 A 0o 0 X 0o 0 X
#8  2018-11446 GRX 434 39 24 2 v 8 2 X 12 4 X 4 2 X internal error
#9  2018-11561 EETHER 146 10 5 0 v 4 0 v 2 0 A 2 0 v 0o 0 X
#10 2018-11687 BTCR 99 20 4 0 v 2 0 v 2 0 A 3 2 X 0o 0 X
#11 2018-12070 SEC 269 40 8 0 v 6 0 4 0 X 3 1 X 0o 0 X
#12 2018-12230 RMC 161 9 5 0 v 30 v 5 0 v 0o 0 X 0o 0 X
#13 2018-13113 ETT 142 9 2 0 NA 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#14 2018-13126 MoxyOnePresale 301 5 30 0 0 X 0 0 X 0o 0 X 0o 0 X
#15 2018-13127 DSPX 238 6 4 0 v 30 v 30 A 1 0 X 0o 0 X
#16 2018-13128 ETY 193 10 4 0 v 30 30 A 0o 0 X 0o 0 X
#17 2018-13129 SPX 276 9 6 0 v 5 0 v 3 0 A 1 0 X internal error
#18 2018-13131 SpadePreSale 312 4 3 0o v 0 0 x 0 0 X 0 0o x internal error
VERISMART OsIRis [43] OYENTE [9, 34] MYTHRIL [7] MANTICORE [2]
#Alarm #FP CVE |[#Alarm #FP CVE |[#Alarm #FP CVE |#Alarm #FP CVE |#Alarm #FP CVE
v:58 V41 V20 v:10 2
Total 12493 976 492 2 A:0 240 13 A: 0| 171 14 A:15 94 10 A:1 14 0 A:0
X:0 X 17 X 23 X 46 X 42
#2972018-13230""DSN 171 17 10 0 14 q 0 14 2 0 X 2 0 X 0 (V) X
#30 2018-13325 GROW 176 12 2 0 v 4 2 v 1 1 x 0o 0 X 0o 0 X
#31 2018-13326 BTX 135 9 2 0 NA 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#32 2018-13327 CCLAG 92 5 2 0 v 2 1 v 2 1 v 0o 0 X 0o 0 X
#33 2018-13493 DaddyToken 344 40 2 0 v 8 0 X 2 0 X 30 X internal error
#34 2018-13533 ALUXToken 191 23 13 0 v 8 0 v 2 0 v 1 0 X 1 0 x
#35 2018-13625 Krown 271 22 9 0 v 1 0 X 30 v 0 0 X internal error
#36 2018-13670 GFCB 103 14 11 0 v 6 1 v 3 1 v 1 0 X 0o 0 X
#37 2018-13695 CTest7 301 17 8 0 v 0 0 X 0 0 X 0o 0 X 0o 0 X
#38 2018-13698 Play2LivePromo 131 8 70 v 7 0 7 0 5 0 X 5 0 X
#39 2018-13703 CERB_Coin 262 17 8§ 0 v 5 0 v 2 0 X 2 1 X 0o 0 X
#40 2018-13722 HYIPToken 410 8 3 0 v 2 0 v 2 0 v 0 0 X internal error
#41 2018-13777 RRToken 166 8 30 v 2 0 v 2 0 v 0o 0 X 0o 0 X
#42 2018-13778 CGCToken 224 13 6 0 4 0 v 4 0 v 1 0 X 1 0 X
#43  2018-13779 YLCToken 180 17 11 0 v 5 0 v 6 0 0o 0 X 0o 0 X
#44 2018-13782 ENTR 171 17 0 0 v 4 0 v 2 0 v 2 0 X 0o 0 X
#45 2018-13783 JiucaiToken 271 19 11 0 v 6 0 4 0 v 0 0 X internal error
#46 2018-13836 XRC 119 22 70 v 5 0 X 30 A 3 1 v | timeout (> 3 days)
#47 2018-14001 SKT 152 19 0 0 v 4 0 X 30 A 30 0o 0 X
#48 2018-14002 MP3 83 12 4 0 v 2 0 X 2 0 A 2 1 X | timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 30 X 2 0 A 30 v 1 0 X
#50 2018-14004 GLB 299 40 8 0 Vv 5 0 v 1 0 A 0o 0 X 0o 0 X
#51 2018-14005 Xmc 255 29 11 0 v 8 0 v 1 0o A 30 A 0o 0 X
#52 2018-14006 NGT 249 27 13 0 v 1 0 X 5 0 A 0 0 X | timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 v 1 0 v 1 0 v 4 2 v 0o 0 X
#54 2018-14084 MKCB 273 17 0 0 v 5 0 4 0 X 2 0 X 1 0 x
#55 2018-14086 SCO 107 16 4 0 v 7 2 v 5 2 X 0 0 X 0o 0 X
#56 2018-14087 EUC 174 15 70 v 4 0 X 4 0 X 0 0 X 0o 0 X
#57 2018-14089 Virgo_ZodiacToken ~ 208 30 20 0 v 2 0 v 5 0 v 4 0 v 0o 0 X
#58 2018-14576 SunContract 194 12 4 0 v 1 0 v 0 0 X 0o 0 X 0o 0 X
#59 2018-17050 Al 141 8 30 v 1 0 v 1 0 v 0o 0 X 0o 0 X
#60 2018-18665 NXX 79 7 5 0 v 4 0 v 4 0 v 0o 0 X 0o 0 X
/58 v 41 V20 v/ 10 V2
Total 12493 976 492 2 A:0 240 13 A:0 171 14 A:15 94 10 A:l 14 0 A:0
X0 X:17 X 23 X 46 X 42 15




VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]
No. CVEID  Name LOC  #Q gamrm #FP CVE [#Alarm #FP CVE | #Alarm #FP CVE [#Alarm #FP CVE [#Alarm #FP  CVE
#1  2018-10299 BEC 209 6 2 0 / 0 0 X T 0 A 2 0 7 0 0 X
#  2018-10376 SMT 204 22 3 0 v 1 0 v 2 0 X 1 0 X | timeout (> 3 days)
#3  2018-10468 UET 146 27 4 0 v 9 0 X 8 0 v 5 0 v 0 0 X
#4  2018-10706 SCA 404 48 33 0 v 9 0 X 4 0 yAN 2 0 X internal error
#5  2018-11239 HXG 102 11 70 v 6 0 2 0 X 30 v 2 0 v
#6  2018-11411 DimonCoin 126 15 7 0 v 5 0 X 5 0 v 5 0 v 30 v
#7  2018-11429 ATL - : - 30 v 2 0 A 0o 0 X 0o 0 X
#8  2018-11446 GRX 8 2 X 12 4 X 4 2 X internal error
#9  2018-11561 EET I‘I ;I_ . 0 4 0 v 2 0 A 2 0 v 0o 0 X
#10 2018-11687 BTC (-3 E 99 5 /O 2 0 v 2 0 A 3 2 X 0 0o X
#11 2018-12070 SEC ~ © ™=y - . 6 0 4 0 X 301 X 0 0 X
#12 2018-12230 RMC 30 v 5 0 v 0o 0 X 0o 0 X
#13 2018-13113 ETT 7.' (o) 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#14 2018-13126 Mox EE (0) 0o 0 X 0 0 X 0o 0 X 0o 0 X
#15 2018-13127 DSP 30 v 30 A 1 0 X 0o 0 X
#16 2018-13128 ETY 30 30 A 0o 0 X 0o 0 X
#17 2018-13129 SPX ) ) ) ) 5 0 v 3 0 A 1 0 X internal error
#18 2018-13131 SpadePreSale 312 4 —_— 0 0 x 0 0 X 0 0o x internal error
VERISMART OsIris [43] OYENTE [9, 34] MYTHRIL [7] MANTICORE [2]
#Alarm #FP CVE [#Alarm #FP CVE |[#Alarm #FP CVE |#Alarm #FP CVE |#Alarm #FP CVE
v:58 V41 V20 v:10 2
Total 12493 976 492 2 A:0 240 13 A: 0| 171 14 A:15 94 10 A:1 14 0 A:0
X:0 X 17 X 23 X 46 X 42
#2972018-13230""DSN 171 17 10 14 4 0 14 » 0 X > 0 X 0 0 X
#30 2018-13325 GROW 176 12 2 0 v 4 2 v 1 1 X 0o 0 X 0o 0 X
#31 2018-13326 BTX 135 9 2 0 NA 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#32 2018-13327 CCLAG 92 5 2 0 v 2 1 v 2 1 v 0o 0 X 0o 0 X
#33 2018-13493 DaddyToken 344 40 2 0 v 8 0 X 2 0 X 30 X internal error
#34 2018-13533 ALUXToken 191 23 13 0 v 8 0 v 2 0 v 1 0 x 1 0 x
#35 2018-13625 Krown 271 22 9 0 v 1 0 X 30 v 0 0 X internal error
#36 2018-13670 GFCB 103 14 11 0 v 6 1 v 3 1 v 1 0 x 0o 0 X
#37 2018-13695 CTest7 301 17 8 0 Vv 0o 0 X 0 0 X 0o 0 X 0 0 X
#38 2018-13698 Play2LivePromo 131 8 70 v 7 0 7 0 5 0 X 5 0 X
#39 2018-13703 CERB_Coin 262 17 8 0 v 5 0 v 2 0 X 2 1 X 0o 0 X
#40 2018-13722 HYIPToken 410 8 3 0 v 2 0 v 2 0 v 0 0 X internal error
#41 2018-13777 RRToken 166 8 30 v 2 0 v 2 0 v 0o 0 X 0o 0 X
#42 2018-13778 CGCToken 224 13 6 0 4 0 v 4 0 v 1 0 x 1 0 X
#43  2018-13779 YLCToken 180 17 11 0 v 5 0 v 6 0 0o 0 X 0o 0 X
#44 2018-13782 ENTR 171 17 0 0 v 4 0 v 2 0 v 2 0 X 0o 0 X
#45 2018-13783 JiucaiToken 271 19 11 0 v 6 0 v 4 0 v 0 0 X internal error
#46 2018-13836 XRC 119 22 70 v 5 0 X 30 A 3 1 v | timeout (> 3 days)
#47 2018-14001 SKT 152 19 0w o0 v 4 0 X 30 A 30 0 0 X
#48 2018-14002 MP3 83 12 4 0 v 20 X 2 0 A 2 1 X | timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 30 X 2 0 A 30 v 1 0 X
#50 2018-14004 GLB 299 40 8 0 Vv 5 0 v 1 0 A 0o 0 X 0o 0 X
#51 2018-14005 Xmc 255 29 11 0 v 8 0 v 1 0o A 30 A 0o 0 X
#52 2018-14006 NGT 249 27 13 0 v 1 0 X 5 0 A 0 0 X | timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 v 1 0 v 1 0 v 4 2 v 0o 0 X
#54 2018-14084 MKCB 273 17 0 0 v 5 0 v 4 0 X 2 0 X 1 0 x
#55 2018-14086 SCO 107 16 4 0 v 7 2 v 5 2 X 0 0 X 0o 0 X
#56 2018-14087 EUC 174 15 70 v 4 0 X 4 0 X 0o 0 X 0o 0 X
#57 2018-14089 Virgo_ZodiacToken 208 30 20 0 v 12 0o v 5 0o v 14 0o v 0 0o X
#58 2018-14576 SunContract 194 12 4 0 v 1 0 v 0o 0 X 0o 0 X 0o 0 X
#59 2018-17050 Al 141 8 30 v 1 0 v 1 0 v 0o 0 X 0o 0 X
#60 2018-18665 NXX 79 7 5 0 v 4 0 v 4 0 v 0o 0 x 0o 0 X
/58 v 41 V20 v/ 10 V2
Total 12493 976 492 2 A:0 240 13 A:0 171 14 A:15 94 10 A:l 4 0 A:0
X0 X:17 X 23 X 46 X 42 15




VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]
No. CVEID  Name LOC  #Q gamrm #FP CVE [#Alarm #FP CVE | #Alarm #FP CVE [#Alarm #FP CVE [#Alarm #FP  CVE
#1  2018-10299 BEC 299 6 2 0 7 0 0 X T 0 A 20 7 0 0 X
#  2018-10376 SMT 294 22 3 0 v 1 0 v 2 0 X 1 0 X | timeout (> 3 days)
#3  2018-10468 UET 146 27 4 0 v 9 0 X 8 0 v 5 0 0 0 X
#4  2018-10706 SCA 404 48 33 0 v 9 0 X 4 0 yAN 2 0 X internal error
#5  2018-11239 HXG 102 11 70 v 6 0 2 0 X 30 v 2 0
#6 2018-11411 DimonCoin 126 15 7 0 5 0 X 5 0 v 5 0 v 30
#7  2018-11429 ATL e : S 30 v 2 0 / - - - -
#8  2018-11446 GRX 8 2 X 2 4
#9  2018-11561 EET = 4 0 v 2 0 (/ =
Tobbi T MBIE:995% | ¢ i 7| i i MBHE: < 94.6%
#11 2018-12070 SEC ~ © ™=y - . 6 0 4 0 ) O ™= .
#12 2018-12230 RM( 30 5 0 v -
#13 2018-13113 ETT 7.' (0) 4 2 NA 2 2 N 7.'7: = . (0)
#14 2018-13126 Mox EE (0] 0 0 X 0 0o ) EEE < . (0]
#15 2018-13127 DSP 30 30 /
#16 2018-13128 ETY 30 30 /
#17 2018-13129 SPX - - 5 0 30 / ,
#18 2018-13131 SpadePreSale CI VRN B (| 0o 0 X 0 0 X | METTXT|T internal emor|
VERISMART OsIRIS [43] OYENTE |9, 34| MYTHRIL [7] MANTICORE | 2]
#Alarm #FP CVE JEAlarm #FP CVE |[#Alarm #FP CVE |#Alarm #FP CVE [ #Alarm #FP CVE
v:58 V41 V20 v:10 2
Total 12493 976 492 2 A:0 240 13 A: 0| 171 14 A:15 94 10 A:1 14 0 A:0
X:0 X 17 X 23 X 46 X 42
#29  2U16-15250" DSN 1I'/71 17 10U v 4 U v > U Al > U lal U U o)
#30 2018-13325 GROW 176 12 2 0 v 4 2 v 1 1 X 0 0 X 0 0 X
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#32 2018-13327 CCLAG 92 5 20 v 2 1/ 2 1/ 0 0 X 0o 0 X
#33 2018-13493 DaddyToken 344 40 2 0 v 8 0 X 2 0 X 30 X internal error
#34 2018-13533 ALUXToken 191 23 13 0 v 8§ 0 v 2 0 1 0 X 1 0 X
#35 2018-13625 Krown 2711 22 9 0 v 1 0 X 30 v 0o 0 X internal error
#36 2018-13670 GFCB 103 14 1m0 v 6 1 v 3 1 v 1 0 X 0 0 X
#37 2018-13695 CTest7 301 17 8 0 v 0o 0 X 0 0 x 0o 0 X 0o 0 X
#38 2018-13698 Play2LivePromo 131 8 70 v 7 0 7 0 5 0 X 5 0 X
#39 2018-13703 CERB_Coin 262 17 8 0 v 5 0 2 0 X 2 1 X 0o 0 X
#40 2018-13722 HYIPToken 410 8 3 0 v 2 0 v 2 0 v 0 0 X internal error
#41 2018-13777 RRToken 166 8 30 v 2 0 2 0 v 0o 0 X 0o 0 X
#42 2018-13778 CGCToken 24 13 6 0 v 4 0 4 0 v 1 0 X 1 0 X
#43 2018-13779 YLCToken 180 17 1o v 5 0 6 0 0o 0 X 0 0 X
#44 2018-13782 ENTR 171 17 0 0 v 4 0 2 0 2 0 X 0 0 X
#45 2018-13783 JiucaiToken 271 19 11 0 v 6 0 v 4 0 v 0 0 X internal error
#46  2018-13836 XRC 119 22 70 v 5 0 X 30 A 3 1 v | timeout (> 3 days)
#47 2018-14001 SKT 152 19 0w 0 v 4 0 X 30 A 30 0 0 X
#48 2018-14002 MP3 83 12 4 0 v 20 X 2 0 A 2 1 X | timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 30 X 2 0 A 30 10 X
#50 2018-14004 GLB 299 40 s 0 v 5 0 1 0 A 0 0 X 0 0 X
#51 2018-14005 Xmc 255 29 1o v 8 0 v 1 0 A 30 A 0o 0 X
#52  2018-14006 NGT 249 27 13 0 v 1 0 X 5 0 A 0 0 X | timeout (> 3 days)
#53  2018-14063 TRCT 178 9 1 0 v 1 0 v 1 0 v 4 2 v 0 0 X
#54 2018-14084 MKCB 273 17 0 0 v 5 0 4 0 X 2 0 X 1 0 X
#55 2018-14086 SCO 107 16 4 0 v 7 2 v 5 2 X 0o 0 X 0o 0 X
#56 2018-14087 EUC 174 15 7 0 v 4 0 X 4 0 X 0 0 X 0 0 X
#57 2018-14089 Virgo_ZodiacToken ~ 208 30 20 0 2 o0 v 5 0 4 0 v 0o 0 X
#58 2018-14576 SunContract 194 12 4 0 v 1 0 v 0 0 x 0o 0 X 0 0 X
#59 2018-17050 Al 141 8 30 v 1 0 v 1 0 v 0o 0 X 0o 0 X
#60 2018-18665 NXX 79 7 5 0 4 0 v 4 0 v 0 0 X 0 0 X
/58 v 41 V20 v/ 10 V2
Total 12493 976 492 2 A0 240 13 A0 171 14 A:15 9% 10 Al 4 0 A:0
X0 X:17 X 23 X 46 X 42 15
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No. LOC #Q VERISMART SMTCHECKER [12] |ZEUS [11]
' #Alarm #FP Verified [#Alarm #FP Verified| Verified

#1 42 3 0 0 v 3 3 X X
#2 78 2 1 0 v 2 1 X X
#3 75 7 2 0 v 7 5 X X
#4 70 7 0 0 v 7 7 X X
#5 103 8 0 0 v 6 6 X X
#6 141 5 2 0 v internal error X
#7 74 6 1 0 v 6 5 X X
#8 84 6 0 0 v 4 4 X X
#9 82 6 0 0 v 6 6 X X
#10 99 2 1 0 v internal error X
#11 171 15 9 0 v internal error X
#12 139 7 0 0 v internal error X
#13 139 7 0 0 v internal error X
#14 139 7 0 0 v internal error X
#15 139 7 0 0 v internal error X
#16 141 16 10 0 v internal error X
#17 153 5 0 0 v internal error X
#18 139 7 0 0 v internal error X
#19 113 4 0 0 v 4 4 X X
#20 40 3 0 0 v 3 3 X X
#21 50 3 0 0 v internal error X
#22 28 3 1 0 v 1 0 v X
#23 19 3 0 0 v 3 3 X X
#24 457 30 13 6 X internal error X
#25 17 3 0 0 v 3 3 X X
Total 2741 172| 40 6 %] 5550 %0 | %os
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VeriSmart A X1E A

- EfhHM =8 HE (Transaction invariant) AIS ==

contract Netkoin {
mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;

function transfer (address to, uint value) public
returns (bool) {
require (balance[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;
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VeriSmart A X1E A

- EfhHM =8 HE (Transaction invariant) AIS ==

contract Netkoin {
mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;
balance[msg.sender] = totalSupply; totalSupply = 2 balance

function transfer (address to, uint value) public
returns (bool) {
require (balance[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;
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VeriSmart A X1E A

- EfhHM =8 HE (Transaction invariant) AIS ==

contract Netkoin {
mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;
balance[msg.sender] = totalSupply; totalSupply = 2 balance

function transfer (address to, uint value) public ‘<{
total ly = lan
returns (bool) ({ otalSupply = 2balance

require (balance[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;

return true;

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;

17
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VeriSmart A X1E A

- EfhHM =8 HE (Transaction invariant) AIS ==

contract Netkoin {
mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;

balance[msg.sender] = totalSupply: % totalSupply = 2 balance

function transfer (address to, uint value) public
returns (bool) {
require (balance[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;

% totalSupply

> balance

% totalSupply

> balance
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VeriSmart & XPEEA

- EfhHM =8 HE (Transaction invariant) AIS ==

contract Netkoin {

O 0 ~J ON Ul = W N =
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mapping (address => uint) public balance;

uint public totalSupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

% totalSupply = 2 balance

}

function transfer (address to, uint value) public

returns (bool) { %totalSupply > balance
require (balance[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value; % totalSupply = Ybalance
return true;

}

function burn (uint value) public returns (bool) { % totalSupply Zbalance
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;

return true;

17
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VeriSmart & XPEEA

EZiTMN =8 HA (Transaction invariant) A& 2

contract Netkoin {

mapping (address => uint) public balance;

uint public totalSupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

function transfer (address to,
returns (bool) {

% totalSupply = 2 balance

uint value) public % totalSupply

require (balancel[msg.sender] >= value);

balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) { % totalSupply

require (balancel[msg.sender]
balance[msg.sender] -= value;
totalSupply -= value;

return true;

>= value);

2 balance
%totalSupply > balance
2 balance
%totalSupply > balance

17
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require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;

assert (totalSupply >= value)

totalSupply = 2balance ... transaction invariant
> balance[msg.sender] ... def. of 2balance
> value ... assumption (require)
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require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;

assert (totalSupply >= value)

totalSupply = 2balance ... transaction invariant
> balance[msg.sender] ... def. of 2balance
> value ... assumption (require)
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Solidity
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candidate invariants
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unproven queries
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7|9 7|=: Software Verification

o2 P $SP'S s34
ST dE P SMT(P /\ —P )\ ke

(counterexample)

ABZ U (Verification Condltlon)

- D28 SHE HES X =24 (first-order logic) 22 H S

- =2|4]9] satisfiability 0{F= SMT solver= T
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G| x|

int f(bool a) {
X =0;y=0;
1f Ca) {
X =1;
Iy
1f Ca) {
y = 1;
Iy

assert (X == vy)

¥
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int f(bool a) {
X =05y =0;
1f Ca) {
X = 1;
}
1t (a) {
y = 1;
}

assert (x ==

G| x|

Verification Condition:
((anXx)v (-aA-=xX) A

c::{>> ((any) v (=a A -y A

y)

~(X == y)

22



G| x|

int f(bool a) {

X =0:y=0: Verification Condition:
if (a) { ((anx)v (-man-=x) A
X = 1: :i> (@ Ay) v (=an-y))a
} ~(X ==y)
1t (a) {
y = 1,
1 @ SMT solver: unsatisfiable!

assert (X == y)
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int fCa, b) {
X =0;y=0;
1f Ca) {
X = 1;
¥
1f (b) {
y = 1;
}

assert (x ==

0,

G| x|

Verification Condition:
((anXx)v (man-=x)) A

—— > WAy v (ba-y)a

y)

~(x == y)

23



int fCa, b) {
X =0;y=0;
1f Ca) {
X = 1;
¥
1f (b) {
y = 1;
}

assert (x ==

0,

G| x|

Verification Condition:
((anXx)v (man-=x)) A

—— > WAy v (ba-y)a

y)

@

~(x == y)

SMT solver:
satisfiable when a=1 and b=0

23



H} =,
L~ "1
1 = 0;
] = 0;
while
(1 < 10) {
1++;
J++;
¥

assert (1-3==0)

24



1
] = 0;
while @(1==73)
(1 < 10) {

1++;

J++;
}
assert (1-3==0)

|
S

24



1
]
while @(1==73)
(1 < 10) {

1++;

J++;
¥
assert (1-3==0)

—>

((1=0Aj=0)-(i=j))
A ((i=7)-(i-7))

24



1 = 0;

j = Q; -

while @(1==73)

(1 <10) { ((1i=0Aj=0)-(i=j))
1++; E::{:> A ((1=7)-(1i-7))
J++;

¥
assert (1-j==0)
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@pre : T
@post : sorted(rv, 0, |rv| — 1)
bool BubbleSort (int a[]) {
int[] @ := ao
-1 <1< |a
@QL;1 | A partitioned(a,0,%,72+ 1, |a| — 1)
A sorted(a, i, |a| — 1)
for (inti:=|a| —1;4>0;4:=4—1) {
1<i<|al A0<j<i
A partitioned(a,0,%,7 + 1, |a| — 1)
A partitioned(a, 0,5 — 1,7,7)
A sorted(a, i, |a| — 1)
for (intj:=0:j<4 j:=73+1){
f (alj] > alj + 1)) {
int t := alj];
int a[j] := alj + 1];
int a[j + 1] :=t;
}
}
}

return a;

}

QLo
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for(i = 0; 1 < x ; 1++)

’

HH2 20| EHMMN SE2 X2 IHS0X|D2 EUMN
A

Ch
=t MZE (Transaction invariant) 37t 2
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CtestEQ| MM v =y, x >y, =n,x > n,...

AOLE HAEMEO|NM X3 AFEE|= HI0E Ed BHY (e.g. the sum
of balance is equal to totalSupply)

quantifier-free, conjunctive formulas

- B=Jtset SHAE 7= E BMoIHM 45 Al
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VERISMART: A Highly Precise Safety Verifier for
Ethereum Smart Contracts

Sunbeom So, Myungho Lee, Jisu Park, Heejo Lee, Hakjoo Oh*
Department of Computer Science and Engineering
Korea University

Abstract—We present VERISMART, a highly precise verifier
for ensuring arithmetic safety of Ethereum smart contracts.
Writing safe smart contracts without unintended behavior is
critically important because smart contracts are immutable and
even a single flaw can cause huge financial damage. In particular,
ensuring that arithmetic operations are safe is one of the most
important and common security concerns of Ethereum smart
contracts nowadays. In response, several safety analyzers have
been proposed over the past few years, but state-of-the-art
is still unsatisfactory; no existing tools achieve high precision
and recall at the same time, inherently limited to producing
annoying false alarms or missing critical bugs. By contrast,
VERISMART aims for an uncompromising analyzer that performs
exhaustive verification without compromising precision or scala-
bility, thereby greatly reducing the burden of manually checking
undiscovered or incorrectly-reported issues. To achieve this goal,
we present a new domain-specific algorithm for verifying smart
contracts, which is able to automatically discover and leverage
transaction invariants that are essential for precisely analyzing
smart contracts. Evaluation with real-world smart contracts
shows that VERISMART can detect all arithmetic bugs with a
negligible number of false alarms, far outperforming existing
analyzers.

I. INTRODUCTION

Safe smart contracts are indispensable for trustworthy
blockchain ecosystems. Blockchain is widely recognized as
one of the most disruptive technologies and smart contracts lie
at the heart of this revolution (e.g., [1], [2]). Smart contracts
are computer programs that run on blockchains in order
to automatically fulfill agreed obligations between untrusted
parties without intermediaries. Unfortunately, despite their
potential, smart contracts are more likely to be vulnerable than
traditional programs because of their unique characteristics
such as openness and immutability [3]. As a result, unsafe
smart contracts are prevalent and are increasingly becoming a
serious threat to the success of the blockchain technology. For
example, recent infamous attacks on the Ethereum blockchain
such as the DAO [4] and the Parity Wallet [S] attacks were
caused by unsafe smart contracts.

In this paper, we present VERISMART, a fully automated
safety analyzer for verifying Ethereum smart contracts with a
particular focus on arithmetic safety. We focus on detecting
arithmetic bugs such as integer over/underflows and division-
by-zeros because smart contracts typically involve lots of
arithmetic operations and they are major sources of security

*Corresponding author: Hakjoo Oh, hakjoo_oh@korea.ac.kr

TABLE 1
STATISTICS ON CVE-REPORTED SECURITY VULNERABILITIES OF
ETHEREUM SMART CONTRACTS (AS OF MAY. 31, 2019)

Arithmetic Bad Access |Unsafe Input ot Total
Over/underflow |[Randomness| Control | Dependency ners | fota
487 (95.7 %) | 10 (1.9 %) |4 (0.8 %)| 4 (0.8 %) |4 (0.8%)| 509

vulnerabilities nowadays. For example, arithmetic over/un-
derflows account for 95.7% (487/509) of CVEs assigned to
Ethereum smart contracts, as shown in Table 1. Even worse,
arithmetic bugs, once exploited, are likely to cause significant
but unexpected financial damage (e.g., the integer overflow
in the SmartMesh contract [6] explained in Section II). Our
goal is to detect all arithmetic bugs before deploying smart
contracts on the blockchain.

Unlike existing techniques, VERISMART aims to be a truly
practical tool by performing automatic, scalable, exhaustive,
yet highly precise verification of smart contracts. Recent years
have seen an increased interest in automated tools for ana-
lyzing arithmetic safety of smart contracts [7], [8], [9], [10],
[11], [12]. However, existing tools are still unsatisfactory. A
major weakness of bug-finding approaches (e.g., [7], [9], [8],
[10]) is that they are likely to miss fatal bugs (i.e., resulting in
false negatives), because they do not consider all the possible
behaviors of the program. On the other hand, verification
approaches (e.g., [11], [12]) are exhaustive and therefore miss
no vulnerabilities, but they typically do so at the expense of
precision (i.e., resulting in false positives). In practice, both
false negatives and positives burden developers with error-
prone and time-consuming process for manually verifying a
number of undiscovered issues or incorrectly reported alarms.
VERISMART aims to overcome these shortcomings of existing
approaches by being exhaustive yet precise.

To achieve this goal, we present a new verification algorithm
for smart contracts. The key feature of the algorithm, which
departs significantly from the existing analyzers for smart
contracts [7], [8], [9], [10], [11], [12], is to automatically
discover domain-specific invariants of smart contracts during
the verification process. In particular, our algorithm automates
the discovery of transaction invariants, which are distinctive
properties of smart contracts that hold under arbitrary inter-
leaving of transactions and enable to analyze smart contracts
exhaustively without exploring all program paths separately. A
technical challenge is to efficiently discover precise invariants
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VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]
No. CVEID  Name LOC  #Q gamrm #FP CVE [#Alarm #FP CVE | #Alarm #FP CVE [#Alarm #FP CVE [#Alarm #FP  CVE
#1  2018-10299 BEC 299 6 2 0 7 0 0 X T 0 A 20 7 0 0 X
#  2018-10376 SMT 294 22 3 0 v 1 0 v 2 0 X 1 0 X | timeout (> 3 days)
#3  2018-10468 UET 146 27 4 0 v 9 0 X 8 0 v 5 0 0 0 X
#4  2018-10706 SCA 404 48 33 0 v 9 0 X 4 0 yAN 2 0 X internal error
#5  2018-11239 HXG 102 11 70 v 6 0 2 0 X 30 v 2 0
#6 2018-11411 DimonCoin 126 15 7 0 5 0 X 5 0 v 5 0 v 30
#7  2018-11429 ATL e : S 30 v 2 0 / - - - -
#8  2018-11446 GRX 8 2 X 2 4
#9  2018-11561 EET = 4 0 v 2 0 (/ =
Tobbi T MBIE:995% | ¢ i 7| i i MBHE: < 94.6%
#11 2018-12070 SEC ~ © ™=y - . 6 0 4 0 ) O ™= .
#12 2018-12230 RM( 30 5 0 v -
#13 2018-13113 ETT 7.' (0) 4 2 NA 2 2 N 7.'7: = . (0)
#14 2018-13126 Mox EE (0] 0 0 X 0 0o ) EEE < . (0]
#15 2018-13127 DSP 30 30 /
#16 2018-13128 ETY 30 30 /
#17 2018-13129 SPX - - 5 0 30 / ,
#18 2018-13131 SpadePreSale CI VRN B (| 0o 0 X 0 0 X | METTXT|T internal emor|
VERISMART OsIRIS [43] OYENTE |9, 34| MYTHRIL [7] MANTICORE | 2]
#Alarm #FP CVE JEAlarm #FP CVE |[#Alarm #FP CVE |#Alarm #FP CVE [ #Alarm #FP CVE
v:58 V41 V20 v:10 2
Total 12493 976 492 2 A:0 240 13 A: 0| 171 14 A:15 94 10 A:1 14 0 A:0
X:0 X 17 X 23 X 46 X 42
#29  2U16-15250" DSN 1I'/71 17 10U v 4 U v > U Al > U lal U U o)
#30 2018-13325 GROW 176 12 2 0 v 4 2 v 1 1 X 0 0 X 0 0 X
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#32 2018-13327 CCLAG 92 5 20 v 2 1/ 2 1/ 0 0 X 0o 0 X
#33 2018-13493 DaddyToken 344 40 2 0 v 8 0 X 2 0 X 30 X internal error
#34 2018-13533 ALUXToken 191 23 13 0 v 8§ 0 v 2 0 1 0 X 1 0 X
#35 2018-13625 Krown 2711 22 9 0 v 1 0 X 30 v 0o 0 X internal error
#36 2018-13670 GFCB 103 14 1m0 v 6 1 v 3 1 v 1 0 X 0 0 X
#37 2018-13695 CTest7 301 17 8 0 v 0o 0 X 0 0 x 0o 0 X 0o 0 X
#38 2018-13698 Play2LivePromo 131 8 70 v 7 0 7 0 5 0 X 5 0 X
#39 2018-13703 CERB_Coin 262 17 8 0 v 5 0 2 0 X 2 1 X 0o 0 X
#40 2018-13722 HYIPToken 410 8 3 0 v 2 0 v 2 0 v 0 0 X internal error
#41 2018-13777 RRToken 166 8 30 v 2 0 2 0 v 0o 0 X 0o 0 X
#42 2018-13778 CGCToken 24 13 6 0 v 4 0 4 0 v 1 0 X 1 0 X
#43 2018-13779 YLCToken 180 17 1o v 5 0 6 0 0o 0 X 0 0 X
#44 2018-13782 ENTR 171 17 0 0 v 4 0 2 0 2 0 X 0 0 X
#45 2018-13783 JiucaiToken 271 19 11 0 v 6 0 v 4 0 v 0 0 X internal error
#46  2018-13836 XRC 119 22 70 v 5 0 X 30 A 3 1 v | timeout (> 3 days)
#47 2018-14001 SKT 152 19 0w 0 v 4 0 X 30 A 30 0 0 X
#48 2018-14002 MP3 83 12 4 0 v 20 X 2 0 A 2 1 X | timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 30 X 2 0 A 30 10 X
#50 2018-14004 GLB 299 40 s 0 v 5 0 1 0 A 0 0 X 0 0 X
#51 2018-14005 Xmc 255 29 1o v 8 0 v 1 0 A 30 A 0o 0 X
#52  2018-14006 NGT 249 27 13 0 v 1 0 X 5 0 A 0 0 X | timeout (> 3 days)
#53  2018-14063 TRCT 178 9 1 0 v 1 0 v 1 0 v 4 2 v 0 0 X
#54 2018-14084 MKCB 273 17 0 0 v 5 0 4 0 X 2 0 X 1 0 X
#55 2018-14086 SCO 107 16 4 0 v 7 2 v 5 2 X 0o 0 X 0o 0 X
#56 2018-14087 EUC 174 15 7 0 v 4 0 X 4 0 X 0 0 X 0 0 X
#57 2018-14089 Virgo_ZodiacToken ~ 208 30 20 0 2 o0 v 5 0 4 0 v 0o 0 X
#58 2018-14576 SunContract 194 12 4 0 v 1 0 v 0 0 x 0o 0 X 0 0 X
#59 2018-17050 Al 141 8 30 v 1 0 v 1 0 v 0o 0 X 0o 0 X
#60 2018-18665 NXX 79 7 5 0 4 0 v 4 0 v 0 0 X 0 0 X
/58 v 41 V20 v/ 10 V2
Total 12493 976 492 2 A0 240 13 A0 171 14 A:15 9% 10 Al 4 0 A:0
X0 X:17 X 23 X 46 X 42 30




function transfer (address _to, uint _value) {

if (msg.sender.balance < min)

sell ((min - msg.sender.balance)

/ sellPrice);

A0 =2 2L

function mint (address holder, uint value) {
require (total+ value <= TOKEN_LIMIT); // CVE bug

balances[holder] += wvalue;
total += value;

}

token.mint (..., ...)

// CVE bug
// CVE bug

|
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function unlockReward (address addr, uint wvalue)
require (totallocked[addr] > wvalue);
require (locked[addr] [msg.sender] >= value);

i1f (value == 0) value = locked[addr] [msg.sender];

totallLocked[addr] —-= value; // false positive
locked[addr] [msg.sender] —= value;

Vx.totalLocked[x] = Zlocked[x] A

{
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Incorr P
CVEID |Name |#ncorrect #
Queries [ OSIRIS | OYENTE | VERISMART

2018-13113 | ETT 2 2 2 0
2018-13144 | PDX 1 1 1 0
2018-13326 | BTX 2 2 2 0
2018-13327 | CCLAG 1 1 1 0

1 contract BTX {

2 mapping (address => uint) public balance;

3 uint public totalSupply;

4

5 constructor () {

6 totalSupply = 10000;

7 balance[msg.sender] = 10000;

8 }

9

10 function transfer (address to, uint value) {

11 require (balance[msg.sender] >= value);

12 balance [msg.sender] —-= value;

13 balance[to] += value; // Safe

14 }

15

16 function transferFrom (address from, address to, uint

value) {

17 require (balance[from] >= value);

18 balance[to] += value; // Safe

19 balance[from] -= value;

20 }

21}
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VERISMART SMTCHECKER [12] |ZEUS [11]

No. LOC #Q #Alarm #FP Verified |#Alarm #FP Verified| Veritied
#1 42 3 0 0 v 3 3 X X
#2 78 2 1 0 v 2 1 X X
#3 75 7 2 0 v 7 5 X X
#4 70 7 0 0 v 7 7 X X
#5 103 8 0 0 v 6 6 X X
#6 141 5 2 0 v internal error X
#7 74 6 1 0 v 6 5 X X
#8 84 6 0 0 v 4 4 X X
#9 82 6 0 0 v 6 6 X X
#10 9 2 1 0 e internal error X
#11 171 15 9 0 e internal error X
#12 139 7 0 0 Ve internal error X
#13 139 7 0 0 e internal error X
#14 139 7 0 0 v internal error X
#15 139 7 0 0 v internal error X
#16 141 16 10 0 v internal error X
#17 153 5 0 0 Ve internal error X
#18 139 7 0 0 v internal error X
#19 113 4 0 0 v 4 4 X X
#20 40 3 0 0 v 3 3 X X
#21 59 3 0 0 e internal error X
#22 28 3 1 0 v 1 0 e X
#23 19 3 0 0 v 3 3 X X
#24 457 30 13 6 X internal error X
#25 17 3 0 0 v 3 3 X X
Total 2741 172| 40 6 % | 5550 %o | %o
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HMA HEE £ F|FH: e.g. CVE 2018-11329
function DrugDealer () public { ceoAddr = msg.sender; }
function buyDrugs () public payable {

ceoAddr.transfer (msg.value); // send Ether to ceoAddr

drugs [msg.sender] += ...; // buy drugs by paying Ether

}

UN|A HEE B2

—_ -

2018-11329)

H= CVE &A= (CVE-10666,2018-10705,

607l & 557l ZAEEO]| Chsl{A eH8ld 48 45
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® Research areas: programming languages, software engineering,
software security
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® program synthesis and repair

® Publication: top-venues in PL, SE,
Security, and Al:
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