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Tesla in fatal California crash was on Up to 270 women may have died after
Autopilot breast cancer screening IT error
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$1.81 trillion  $2.41 trillion  $1.52 trillion 21 days
(Cost of Operational (Total CPSQ) (Technical Debt) (Avg. Ransomware
Failures) Downtime)

The Cost of Poor Software Quality in the US: A 2022 Report. CISQ
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Benchmarks Versions Error Types Bug-Triggering Inputs
8.1 Non-termination K1!1000100100111110(
vim Abnormal-termination  H:w>>"""\ [press ‘Enter’]
5.7 Segmentation fault =ipI\-9~q0qw
Non-termination v(ipaprq&T$T
42.1 Memory-exhaustion '+E_Q$h+w$8==++$6E8#"
gawk 3.0.3 Abnormal-termination ' f[I[1[1[1[y]~/#["
o Non-termination '$gPE2MN=-E-2" 2 4$=" 1 /2 /# [
31 Abnormal-termination '\ (\)\1*?*?\ | \W*\1W*"
rep : Segmentation fault I\ (V) NI\ 2\ TH\+¥\ 2"
& 22 Segmentation fault "R\ N (\)\ I\ TS
: Non-termination IN({FFRRRN) R\ AR\ TR+
sed 1.17 Segmentation fault '{:};:C;b"

L4 _I_-Q- — |_
Diver: Oracle-Guided SMT Solver Testing with Unrestricted Random Mutations. ICSE 2023

SymTuner: Maximizing the Power of Symbolic Execution by Adaptively Tuning External Parameters. ICSE 2022
Enhancing Dynamic Symbolic Execution by Automatically Learning Search Heuristics. TSE 2021

Making Symbolic Execution Promising by Learning Aggressive State-Pruning Strategy. FSE 2020
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function transferProxy(address from, address to, $-|:" EI HAI'E“ (2025’\/2026)
uint value, uint fee) ... { o of C}
if (balance[from] < fee + value) revert(); Cetus % 2.2% EE1
balance[to] += value;

balance[msg.sender] += fee; fee + valueZt Balancer oF 1.3 Eaf
balance[from] -= value + fee; %ﬂ%ﬁg iom
= il .
} Ty BAE S Truebit o 2,600 £t
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Prunano. Testlng Autonomous Driving Systems by Pruning Likely Redundant Scenarios. OOPSLA 2026
SmartFix: Fixing Vulnerable Smart Contracts by Accelerating Generate-and-Verify Repair ... FSE 2023

.
.
® SmarTest: Effectively Hunting Vulnerable Transaction Sequences in Smart Contracts ... USENIX Security 2021
® VeriSmart: A Highly Precise Safety Verifier for Ethereum Smart Contracts. S&P 2020

1) Autoware (https://autoware.org): At Ym0, 3tg 24 S A HTM M0|= QLEAA KEFH AT ES0]

& ety =3



Al 3) Java, Python, X} T2 134
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EvoLLM: High-Coverage, Readable, and Token-Efficient Unit Test Generation for Industrial Java Codebases. ASE 2026
SCOUT: A Scenario-Guided Unit Test Generation Tool for Compact Open-Source LLMs. ISSTA 2026
Effective Unit Test Generation for Java Null Pointer Exceptions. ASE 2024
Statistical Testing of Quantum Programs via Fixed-Point Amplitude Amplification. OOPSLA 2024
Quantum Probabilistic Model Checking for Time-Bounded Properties. OOPSLA 2024
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1) The art of software testing (3rd edition). 2012  2) Reversible debugging software. University of Cambridge. 2013
3) How long did it take to fix bugs? Mining Software Repositories. 2006 ~ 4) Stack Overflow developer survey 2025
5) Many SWE-bench-passing PRs would not be merged into main. METR 2026
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Linux Kernel AH|

; 7 =ato in = malloc(1); -
Linux 72 USB oIt out = malloc(1); < —(LlEEIREEES

. // use in, out
free(out); < W/E=ERC S|
free(in);

in = malloc(2);
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);

goto err;
}
. // use in, out
err:
free(in);
free(out);
return;
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Linux Kernel AH|

i 7 =ato in = malloc(1); -
Linux 72 USB oIt out = malloc(l); < —PalEEIR=ies

. // use in, out =
free(out); < W/E=ERC S|

free(in);
22| 5= A (double-free)

2RI M| F=0M
o|0] six|t H|=2 2| S CHA| A

in = malloc(2);
if (in == NULL) {

goto err;

out = malloc(2);
if (out == NULL) {
free(in);

goto err;

} double-free
. // use in) out

err:

free(in); HZ2| S£ sli|
free(out); (double-free)
return;
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Linux Kernel AH|

USB: fix double frees in error code paths of ipaq driver
the error code paths can be enter with buffers to freed buffers.
Serial core would do a kfree() on memory already freed.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
signed-off-by: Greg Kroah-Hartman <gregkhesuse.de>

b mastor © 415101 o 2.624-1c1

Oliver Neukum committed with gregkh on 18 Sep 2007 1 par

Cl 22| 0f242 1:
QEI} HIHE| Q=R
stA187] of2ig

in = malloc(1);
out = malloc(1);
// use in, out
free(out);
free(in);

in = malloc(2);

if (in == NULL) {
out = NULL;
goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;
}
// use in, out
err:
free(in);
free(out);
return;
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Linux Kernel AH|

memory leak

Ll o3 E 2:
LF 8 YA
M22 F7H LY

USB: fix double kfree in ipaq in error case
in the error case the ipag driver leaves a dangling pointer to already
freed memory that will be freed again.

Signed-off-by: Oliver Neukum <oneukus@suse.de>
Signed-off-by: Greg Kroah-Hartman <gregkhesuse.de>

A R ————
Oer Neukum commited wihsegkt {57 S0 o306 | e 3
A
93 SO CHA| @F =82 A=

in = malloc(1);
out = malloc(1);

. // use in, out
freetout)y
free(in);

in = malloc(2);
if (in == NULL) {
out = NULL;
goto err;
}
free(out);
out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;
}
. // use in, out
err:
free(in);
free(out);
return;
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Linux Kernel AH|

Clbi2el of24 3:
22< R7{sx/ot
2= Exo| Hojz

fix for a memory leak in an error case introduced by fix for double free

The fix NULLed a pointer without freeing it.

Signed-off-by: Oliver Neukus <oneukusgsuse.de>
Reported-by: Jubu

<juha_sotorspc . com
Signed-of f-by{ Linus Torvalds]<torvaldselinux-foundation.org>

b mastor © vASre1 o 126271
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in = malloc(1);
out = malloc(1);

. // use in, out
free(out);
free(in);
out = NULL;
in = malloc(2);
if (in == NULL) {

out = NULL;

goto err;

}

Freefodty

out = malloc(2);

if (out == NULL) {
free(in);

in = NULL;

goto err;

}

. // use in, out
err:

free(in);

free(out);

return;
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in = malloc(1);
out = malloc(1l);

. // use in, out
free(out);
free(in);

in = malloc(2);
if (in == NULL) {
goto err;

}

out = malloc(2);

if (out == NULL) {
free(in);
goto err;

}
. // use in, out

err:
free(in); // double-free
free(out); // double-free
return;

in = malloc(1);
out = malloc(1l);

. // use in, out
freetout)y
free(in);

in = malloc(2);

if (in == NULL) {
goto err;

}

free(out);

out = malloc(2);

if (out == NULL) {
freetim+
goto err;

}
. // use in, out

err:
free(in);
free(out);
return;
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int append_data(Node *node, int *ndata) {
Node *n = malloc(sizeof(Node));

if (!'n) return -1; // failed to be appended
n->data = ndata; // linked into the list
n->next = node->next; node->next = n;

return 0; // successfully appended

}

for (Node *node = 1x; node; node = node->next) {
int *dptr = malloc(sizeof(int));
if (!dptr) return;
*dptr = *(node->data);

append_data(ly, dptr); // memory leak
}
GPT-47} A3t ojjX| L J|&0] st mix|
append_data(ly, dptr); if (append_data(ly, dptr) == -1)
free(dptr); free(dptr);
X E|AEO| HZHE B 22| SR v 27} ATH Alojj2t sHR|
= use-after-free, double-free = ANMH HAS
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C/C++ H22| &4, double-free, M FRIIASS EH
use-after-free M R MG
Java A OIE ol HAE QO] HME =26 AT
Python EIY 2R SH 0o 2RE NMHOR
B X[otn X
Solidity XH+2*HEES HB 7|2 et H0| 2ol El I x|

2ot FofH

.« ZQE=2

TypeCare: Boosting Python Type Inference Models via Context-Aware Re-Ranking and Augmentation. ICSE 2026
Towards Effective Static Type-Error Detection for Python. ASE 2024

SmartFix: Fixing Vulnerable Smart Contracts by Accelerating Generate-and-Verify Repair ... FSE 2023
PyTER: Effective Program Repair for Python Type Errors. FSE 2022

NPEX: Repairing Java Null Pointer Exceptions without Tests. ICSE 2022

SAVER: Scalable, Precise, and Safe Memory-Error Repair. ICSE 2020
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C/C++, Java,
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