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Cost of software fails in 2017

606 fails US$1.7 trillion

from 314 companies in financial losses

3.6 billion 268 years

people affected lost to downtime
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Tesla in fatal California crash was on
Autopilot
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Knight Capital Says Trading Glitch Cost It $440 Million

BY NATHANIEL POPPER AUGUST 2, 2012 9:07 AM W 356

Runaway Trades Spread Turmoil Across Wall St.

SmartMesh (2018)

BatchOverflow Exploit Creates Trillions of
Ethereum Tokens, Major Exchanges Halt ERC20
Deposits

g Sam Town April 25, 2018 ® 3minread oil 6028 Views
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What industries top the software failure heaalines? In previous
years, software failures tied to Public Services and Healthcare got
the most news coverage, with an average of 15 bug-related stories
per month. Thisyear however, Retail and Consumer Tech has taken
the lead with 19 stories per month - in large part thanks to buggy
smartphone updates and the exploits of security researchers or

hackers.

Other numbersindicate a change inthe trendswe had observedin
past editions of the Software Fail Watch. Between July and August
of 2017, the average total of software failure stories increased by
25% over previous months, and stayed high for the remainder
of the year. While this jump is most remarkably reflected in the
Consumer Tech and Retail industries, each industry’s failures
reach its yearly high point between August and October of 2017.

Software fail watch (5th ed) 2017
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int double (int
lnretallfn S*\(/;ln V) o Probability of the error? (0 < x,y < 100)

}

void testme(int x, int y) {
z := double (y);
if (z==x) {

if (x>y+10) {
Error;
+

¥
}
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int double (int
lnretallfn S*\(/;ln V) o Probability of the error? (0 < x,y < 100)

}
< 0.4%

void testme(int x, int y) {
z := double (y);
if (z==x) {

if (x>y+10) {
Error;
+

¥
}



el (Symbolic Execution)

ke

1=

Tz 18-S AX|40] Ol 7|== 0|8510] &<

int double (int v) {
return 2xv;

}

void testme(int x, int y) { x=a, y=3
-—
z = double (y); true

if (z==x) {

if (x>y+10) {
Error;
¥
I3
¥



7|2 & (Symbolic Execution)

int double (int v) {
return 2xv;

}

void testme(int x, int y) {

z := double (y); x=0, y=[3,z=2"3
— )
if (z==x) { true

if (x>y+10) {
Error;
¥
I3
¥



7|2 & (Symbolic Execution)

int double (int v) {
return 2xv;

+
void testme(int x, int y) {

z := double (y);

if (z==x) { X=C1,)’=B,Z=2*B
4—
if (x>y+10) { 2*B =a
Error;
}
I3

}



7|2 & (Symbolic Execution)

int double (int v) {
return 2xv;

}

void testme(int x, int y) {

z := double (y); error-triggering
input

if (z==x) {
=q, y=p,z=2"
if (x>y+10) { x=0,y=p &
Error, ¢———eeee *Q —
} 2’p=aA » x=30,y=15

1 a> B+1 0
1 SMT solver
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error states

error states



s B

yC.C I —
C;—I L
20
—= -l /]

F(abstraction)5t0{ =4

S
~

2 30| AR A

error states

error states

l 59| & (false alarm) \
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AT EL0] 3T (Software Verification)
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(counterexample)
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Satisfiability (SAT) Problem

» HAH|(Proposition): & L= AAQ &
true, false

H|7} 2Lt (P)

=0| 22|Ct (Q)

H|7t @X| =Lt (-P)

H|7t @1 0| S2|ct (PAQ)

H|7t AL o] 2|} (PvQ)

H|7F @™ 90| S2|C} (P-Q)

- Satisfiability (SAT): =0Tl |7t &0| & = A=K 0T
true, false

PAQ

PA-P

Pv-P

P—Q

17



Satisfiability Modulo Theory
(SMT) Problem

. SAT= ZAr=2|(First-order logic)= =& e.g,
Theory of Equality a=0Ab=c—a=c
Theory of Integers dzr,y. x =y +1

Theory of arrays Vi, 7.1 =7 — ali]| = alj]

+ SMT solvers (e.g., Z3,Yices, CVC4)

Xt =clAlo] E/AK R E FO T theoryLhO| A EHE
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SHA ME SAT(lD N P)

(counterexample)
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G| x|

. SHY HES assert 2= HY

int f(bool a) {
X =0; y = 0;
1f Ca) {
X =1;
¥
1f Ca) {
y = 1;
¥
assert (X == y)

¥

20



int f(bool a) {
X =0;y=0;
1t Ca) {
X =1;
¥
1f Ca) {
y = 1;
}
assert (x ==

¥

y)

G| x|

O BTl (negation)E =2l 2= HT

((anx)v (-an-=xX) A

((any)v (=aA=y)) A
~(X == y)

21



int f(bool a) {
X =0; y = 0;
1f Ca) {
X =1;
¥
1f Ca) {
y = 1;
¥
assert (x ==

¥

y)

((anXx)v (-aA-=xX) A

((any)v (=aA=y)) A
-(X == Yy)

SAT/SMT solver: unsatisfiable!

21



1n§ f(gf 5)_{ . ((anx)v (-aAnA-=xX) A
A ((bAy)v (=bA-=-y)a
1f (a) {

X = 1: -(x ==y)
¥
1t (b) {

y = 1,
}

assert (X == y)



G| x|

nt f(gf b)_{Q. ((anx)v (=aA-=x)) A
AP A (b AY)V (=bA-y)) A
if (@) { e

X =1; 4
s
1fy(2)1€ SAT/SMT solver:
1 ’ satisfiable when a=1 and b=0

assert (X == y)

¥



bool BubbleSort (int af]) {
int[]] a := ag
for (intez:=l|a|—1;2>0;2:=2—1) {
for (intg:=0;,73<4t3:=7+1){
if (alg] > alj +1]) {
int t := alj];
int alj] := alg + 1];
int alj + 1] :=¢;
}
}
}

return a;

}

23



bool BubbleSort (int a[]) {
int]] a := ayg
for (intz:=|a|l—1;2>0;2:=2—1){
for (intg:=0;,73<4t3:=7+1){
if (alg] > alg +1]) {
int t := alj];
int alj] := alj +1];
int alj + 1] := ¢,
h
t
h
assert(Vi,j. 0 <1i < j < la| — ali] < alj]);

\ <

23



o| ZtH A& (Loop Invariant)

Ok

1 =0,
] = 0;

. 0Off:

while &———

(1 < 10)

1++;

J++,

24



o| ZtH A& (Loop Invariant)

Ok

1 >= 0,

j >

1 =0,
] = 0;

. 0Off:

0,

while &———

(1 < 10)

1 == j,

1++;

J++,

24



| (Loop Invariant)

&

| =i
=22 =H A

)

0,
0,

1 >=

1 = 0;
] = 0,

Off:

while <+———

(1 < 10)

1 == j,

1++;

J++,

24



bool BubbleSort (int af]) {
int[] a := ao
—1< i< |al
@Ly | A partitioned(a,0,%,7+ 1, |a| — 1)
A sorted(a, i, |a| — 1)
for (inte:=la|l—1,4>0;,2:=7—1) {
C1<i<lal A0 <i
A partitioned(a,0,2,7 + 1, |a| — 1)
A partitioned(a,0,57 — 1,7, 7)
A sorted(a, i, |a| — 1)
for (intj:=0;j<%j:=4+1){
if (a[j] > alj +1]) {
int t := alj];
int a[j] := a[j + 1];
int a[j 4+ 1] :=¢;
}
t
}

return a;

QLo
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image from https://www.coindesk.com/information/ethereum-smart-contracts-work
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contract Netkoin {
mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;

function transfer (address to, uint value) public
returns (bool) {
require (balancel[msg.sender] >= value);
require (balance[to] + value > balancel[tol]);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;

< O|O|E
< AHMXE
< E2HTHM
< E2HTHM
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A $00 MILLION HACK JUST
SHOWED THAT THE DAO WAS
ALL TOO HUMAN

The DAO (2016)
750242

BatchOverflow Exploit Creates Trillions of
Ethereum Tokens, Major Exchanges Halt ERC20
Deposits
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uint public totalSupply;

O

. " QLA E8 Vtstt HeIE

iln

OlME X7 Ed 7ts
totalSupply += value;

- QHEEZER RFE HHSH|7T 0L T2

CVE S=E& ADIE ZAEZE F 90% (463/493,2018.08) O|&f0] &
2 QHEZ 0| M HIZE




e SmartMesh EZE ADIE

SmartMesh A2l (2018

HE 2 =
(CVE-2018-10376)= 0|&5I0{ M=<tX o B2 4y

5499035 (1348012 Block Confirmations)
227 days 10 hrs ago (Apr-24-2018 07:16:19 PM +UTC)

Oxd6a09bdb29e1eafa92a30373c44b09e2e2e0651e

Contract 0x55f93985431fc9304077687a35a1ba103dc1e081 (SmartMeshICO) @

From Oxdf31a499a5a8358...To 0xdf31a499a5a8358...for
65,133,050,195,990,400,000,000,000,000,000,000,000,000,000,000,000,000,000,000.891004451135422463
($398,308,806,220,652,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) AR ERC-20 (SMT)

From Oxdf31a499a5a8358... To 0xd6a09bdb29e1ea... for
50,659,039,041,325,800,000,000,000,000,000,000,000,000,000,000,000,000,000,000.693003461994217473
($309,795,738,171,618,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) AN ERC-20 (SMT)

0 Ether ($0.00)

e —

https://etherscan.io/tx/Ox1abab4c8db9a30e703114528e31dee129a3a758f7f8abc3b6494aad3d304e43f

31



SmartMesh Alg{| (2018)

3 QHEZR (mteger overflow) F A
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1 function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {

2 i1f (balance[from] < fee + value)
3 revert () ;
4 if (balance[to] + value < balance[to] ||
5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;
7 balance[to] += value;
8 balance[msg.sender] += fee;
9 balancel[from] -= value + fee;
return true;

—
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function transferProxy (address from,

value, uint fee) public returns (bool) {

S0 2|7t

x|OFX]
o =

&

if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to]
balance[msg.sender] + fee < balance[msg.sender])

revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;

8

artMesh AlZ{| (2018)

address to,

9

OF>

—1
—

return true;

uint

32



SmartMesh Alg{| (2018)

o N4 QHEZSR (mteger overflow) F| A

H0{Mo2 AT S AN 2XTH E AL
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1 function transferProxy (address from, address to, uint
value, uint fee) public returns rEELHL_ }EHﬂleﬂw

2 if (balance[from] < fee + value)|=_ b ZE5HK| M3

3 revert () ; _

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;

7 balance[to] += value;

8 balance[msg.sender] += fee; %l =1

9 balancel[from] -= value + fee;

10 return true;

e
p—
—
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function transferProxy (address from,

value ,

uint fee) public returns

artMesh AlZ{| (2018)

address to, uint

if (balance[from] < fee + value)|=
revert () ;

L=

7t =X A3

ra+o| S|

1f (balance[to] + value < balancel[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;

balance
balance
balance

[ to] += value;
' msg.sender ]
 from] -= val

+= fee;
ue + fee;

)

OF>

—1
—

return true;

A

yS|f=]

CHEER
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function transferProxy (address from,

value, uint fee) public returns

x|OFX]
o =

=| 24

artMesh AlZ{| (2018)

address to, uint

if (balance[from] < fee + value)|=
revert () ;

HLj&=
7t =&KX M2

ra+o| S|

1f (balance[to] + value < balance[to]
balance[msg.sender] + fee < balance[msg.sender])
revert () ;

balance
balance
balance

[ to] += value;
'msg.sender] += fee;
:from]A—: value + fee;

OF>

)

—1
—

return true;F]\
CHIZEZR/UHEER

I:II-)kH |.x| o] X=)

Lo O

A

yS|f=]

CHEER
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SmartMesh Alg{| (2018)

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
return true;

33
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SmartMesh Alg{| (2018)

balance[from] = balancel[to] = balancelmsg.sender] = 0

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
return true;

33
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SmartMesh Alg{| (2018)

balance[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
return true;

33
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SmartMesh Alg{| (2018)

balance[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value%{ Ol
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;

balancel[from] -= value + fee;
return true;

33
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SmartMesh Alg{| (2018)

balance[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
'hk@%%balance[From] < fee + value%% 0]
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;

balancel[from] -= value + fee;
return true;

33
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SmartMesh Alg{| (2018)

balanc

e[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

functi

on transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

re

vert () ;

f&&a}i

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||

balance[msg.sender] + fee < balance[msg.sender])

vert () ;

nce[to] += value;
ncelmsg.sender] += fee;
ncelfrom] -= value + fee;
rn true;

33
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SmartMesh Alg{| (2018)

balanc

e[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

functi

on transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

re

vert () ;

f&&a}i

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||

balance[msg.sender] + fee < balance[msg.sender])

vert () ;

nce[to] += value; = Bfffff-ff
ncelmsg.sender] += fee;
ncelfrom] -= value + fee;
rn true;

33



O OO0 ~J O U1 = W D

p—
_ O

SmartMesh Alg{| (2018)

balanc

e[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

functi

on transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

re

vert () ;

f&&a}i

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||

balance[msg.sender] + fee < balance[msg.sender])

vert () ;

nce[to] += value; = Bfffff-ff

- (
ncelmsg.sender] += fee; = 70000
ncelfrom] -= value + fee;
rn true;
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balanc

e[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

functi

on transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

re

vert () ;

f&&a}i

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||

balance[msg.sender] + fee < balance[msg.sender])

vert () ;

nce[to] += value; = Bfffff-ff

- (
nce[msg.sender] += fee; = 7/00---00
nce[from] -= value + fee; Ol
rn true;
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Netkoin O|A]|

contract Netkoin {

mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;

function transfer (address to, uint value) public
returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {

require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;

return true;
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Netkoin O|A]|

contract Netkoin {

mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;

function transfer (address to, uint value) public
returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;

return true;/\

} QHEZRE 25| 7=

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;
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Netkoin O|A]|

contract Netkoin {

mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;

function transfer (address to, uint value) public
returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;

return true;/\

} QHEZRE 25| 7=

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;
return true;

} ANEHEZRE EZ517| 2|2
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contract Netkoin { E
mapping (address => uint) public balance; tota |
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uint public totalSupply; Su up

ply = >balance

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;
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function transfer (address to,
returns (bool) {

require (balancel[msg.sender] >= value);
balance[msg. sender]
balance[to] += value;

return true;/\

uint value) public

value;

CHEELRE &7

51| =

>= value);
value;
value;

function burn (uint value) public returns (bool) {
require (balancel[msg.sender]
balance[msg. sender]
totalSupply -=

return true;
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contract Netkoin { EE|_I-|x—I-||A|_:I HI_:I é-)ljél
' => ui lic bal ;
vint public totalsupply; | totalSupply = >balance
constructor (uint initialSupply) {
balancemsk. sender) - totsloupply; < totalSupply = Tbalance
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function transfer (address to,
returns (bool) {

require (balancel[msg.sender] >= value);
balance[msg. sender]
balance[to] += value;

return true_/\

uint value) public

value;

QHEZRE 25| 7=

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);

balance[msg. sender]
value;

totalSupply -=

value;

return true;
ulg
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Netkoin O|A]|

contract Netkoin {

mapping (address => uint) public balance;

uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

function transfer (address to, uint value) public % totalSupply = Zbalance

returns (bool) {

% totalSupply = X balance

require (balancelmsg.sender] >= value);

balance[msg.sender] -= value;
balance[to] += value;

return true_/\

} CHEERE 22I517| |2

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;

return true;
) AHERL 2 2245}
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Netkoin O|A]|

contract Netkoin {

mapping (address => uint) public balance;

uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

% totalSupply = X balance

function transfer (address to, uint value) public %totalSupply

returns (bool) {

> balance

require (balancelmsg.sender] >= value);

balance[msg.sender] -= value;
balance[to] += value;

return true_/\

} CHEERE 22I517| |2

% totalSupply

> balance

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;

return true;
) AHERL 2 2245}
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Netkoin O|A]|

contract Netkoin { EE|_I-|I—I-||A|_:I HI_:I é-)ljél
' => ui lic bal ;
vint public totalsupply; | totalSupply = >balance
constructor (uint initialSupply) {
balancemsk. sender) - totsloupply; < totalSupply = Tbalance

function transfer (address to, uint value) public
returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;

return true_/\
} CHEERE 22I517| |2

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;

return true
} AREOES=2R= 25| 2[S

<{tota15upply

> balance

<{tota15upply

> balance

<{tota15upp1y

> balance
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Netkoin O|A]|

contract Netkoin {

mapping (address => uint) public balance;

uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

EdfM 2w HE
totalSupply = >balance

% totalSupply = X balance

function transfer (address to, uint value) public %totalSupply

returns (bool) {

require (balancelmsg.sender] >= value);

balance[msg.sender] -= value;
balance[to] += value;

return true_/\

) QHEZRE X257 4|8

function burn (uint value) public returns (bool) { %totalSupply

require (balancel[msg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;

return true;
) ACZ222 22517

> balance
%totalSupply > balance
2 balance
%totalSupply > balance

36



=
EMMMOl =

20 require (balancel[msg.sender] >= value);
21 balance[msg.sender] -= value;
22 totalSupply -= value;

totalSupply >= value at line 22?

Supply = > balance -+ transaction invariant

>= balance[msg.sender] --- def. of >balance
>= value -+ assumption
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20 require (balancel[msg.sender] >= value);
21 balance[msg.sender] -= value;
22 totalSupply -= value;

totalSupply >= value at line 22?

Supply = > balance -+ transaction invariant

>= balance[msg.sender] --- def. of >balance
>= value -+ assumption
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