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Static Analysis

 Diverse engineering decisions in static analysis:
 Context-sensitivity for which procedures?
 Relational analysis for which variables?
* Unsoundness for which part of the program?

e elcC.
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~_~Jotatic Analysis

Data-Driven

 Diverse engineering decisions in static analysis:

 Context-sensitivity for which procedures?

 Relational analysis for which variables?

* Unsoundness for which part of the program?

e elcC.

 Data-driven static analysis aims at automatically learning

analysis heuristics from the codebase.

codebase —»

machine
learning

—>

v context-sensitivity heuristics
v relation tracking heuristics

v unsoundness heuristics

v etc.
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Main Obstacle:
Manual Feature Engineering

What people expect

codebase

l

ML

l

analysis
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Main Obstacle:

Manual Feature Engineering

What people expect

codebase

l

ML

l

analysis

Reality
codebase
Q l = =
feature )~
engineering |

l % Manual, time-consuming
ML % Need for domain expertise
l ¥ Not interchangeable

analysis among different analyses
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Type| # Features

A |1 local variable
2 global variable
3 structure field
4 location created by dynamic memory allocation
5 defined at one program point
6 location potentially generated in library code
7 assigned a constant expression (e.g., x = cl + c2)
8 compared with a constant expression (e.g., X < ¢)
9 compared with an other variable (e.g., x <y)
10 | negated in a conditional expression (e.g., if (!x))
11 | directly used in malloc (e.g., malloc(x))
12 | indirectly used in malloc (e.g., y = x; malloc(y))
13 | directly used in realloc (e.g., realloc(x))
14 | indirectly used in realloc (e.g., y = x; realloc(y))
15 | directly returned from malloc (e.g., X = malloc(e))
16 | indirectly returned from malloc
17 | directly returned from realloc (e.g., x = realloc(e))
18 | indirectly returned from realloc
19 | incremented by one (e.g., x=x+ 1)
20 | incremented by a constant expr. (e.g., X = X + (1+2))
21 | incremented by a variable (e.g., x =X +Y)
22 | decremented by one (e.g., x =x - 1)
23 | decremented by a constant expr (e.g., x = X - (1+2))
24 | decremented by a variable (e.g., X =X - y)
25 | multiplied by a constant (e.g., x =X * 2)
26 | multiplied by a variable (e.g., x =x * y)
27 | incremented pointer (e.g., p++)
28 | used as an array index (e.g., a[x])
29 | used in an array expr. (e.g., x[e])
30 | returned from an unknown library function
31 | modified inside a recursive function
32 | modified inside a local loop
33 | read inside a local loop

B [ 34| 1IAN8A(11V12)
35 | 2A8A(11V12)
36 | 1A(11V12) A (19V20)
37 | 2A(11Vv 12) A (19 V 20)
38 | 1A(11V12)A(15V 16)
39 | 2A(11V12) A (15V 16)
40 | (11Vv12)A29
41 | (15Vv 16) A 29
42 | 1A (19V20) A 33
43 | 2A(19V 20) A 33
44 | 1A (19V 20) A =33
45 | 2 A (19V 20) A 33

fTain Obstacle:

flow-sensitivity

(OOPSLA'15)

Feature Engineering

Reality

codebase

v

feature
engineering

ML

analysis

f\@

% Manual, time-consuming
% Need for domain expertise
¥ Not interchangeable

among different analyses

6/49



: Ml context-sensitivity
Main Obstacle: (OOPSLA'15)

-
#
A 1 local variable
2 global variable
3 StI'LlC'L Type| # Features ; ® ®
A L ature Engineerin
6 locati 2 function containing malloc /
) 3 function containing realloc
; E(S)ilg 4 function containing a loop
P 5 function containing an if statement
?O flzg:z 6 function containing a switch statement .
. 7 function using a string-related library function R 1 t
1 .dlrefCt 8 write to a glolg)a] variable e a 1 _,V
12 1r.1d1re 9 read a global variable
S fhre.ct 10 | write to a structure field
14 1r}d1re 11 | read from a structure field
12 ?Iifﬁ?et 12 | directly return a constant expression
. 13 | indirectly return a constant expression
i; iifﬁ:; 14 | directly return an allocated memory C O deb aS e
19 | increi 15 | indirectly return an allocated memory
. 16 | directly return a reallocated memory
20 }ncrer 17 | indirectly return a reallocated memory
2 P 18 | return expression involves field access e =
;g jzziz 19 | return value depends on a structure field
20 | return void f
gg ?rfjlrt ?1 21 | directly invoked with a constant eature A
26 | multi 22 | constant is passed to an argument ° °
27 | increr 23 | invoked with an unknown value en'glne erlng
28 | used 1 24 | functions having no arguments
29 | usedi ;2 iunctions }ﬁaving one ariument . .
unctions having more than one argument % M 1 _ g
g? :Egllr:: 27 | functions having an integer argument anua ) tlme Consumln
3 | modif 28 | functions having a pointer argument
33 | readi 29 funczions hav)ing (a structu;e as an argument M L ] ]
B |30 | 2A(21V22)A(14V 15 % N df d p
B3] 1As 31 | ZA (21 v 22) A —(14V 15) eed Ior domain expertise
56 1A ( 32 | 2A 23N (14 V 15)
A IR 5 S0 -
prvaac, % N hangeabl
ig ;QE 35 | 2A(21V22) A (16 V 17) ot iInterchangeable
AR I NG .
7| 2A23A (16 V
41 | (15 1y d . ff 1
2 | 1A (o t® LY 20700 dNdlysIS among different analyses
43 | 2A(19V 20) A 33
44 | 1A (19V 20) A =33
45 | 2 A (19V 20) A 33
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: widening threshold
Main Ob Stacle: (APLAS'16)

-
#
A |1 local variable
2 global variable
i Ttru? Type| # Features ; ® b
| S ature Engineerin
6 locati 2 function containing malloc /
7 assi 3 function containing realloc
8 comé; 4 | function ¢ # Description
9 comp 5 funcqon € 1 |used as the size of a static array
10 | negat 6 funct%on €l 2 |the size of a static array — 1
11 | direct 7| function Ul 3 |returned by a function (e.g. return 1)
12 | indire 8 | writetoa| 4 |three successive numbers appear in the program (e.g. n,n + 1,n + 2)
13 | direct 9 rea_d aglol 5 |most frequently appeared numbers in the program (i.e. top 10%)
14 | indire 10| write toa| ¢ |aqt frequently appeared numbers in the program (i.e. bottom 10%)
15 | direct 11 re.ad from 7 |passed as the size arguments of memory copy functions (e.g. memcpy)
o 12 | directly re ” . g ) .
16 | indire R 8 |used as the size of the destination arrays in memory copy functions (e.g. memcpy)
. 13 | indirectly " . . . e
17 | direct] 14 | directl 9 |the null position of a string buffer involved in some loop condition
18 | indire ,lréj’Ct Y 810[the null position of a static array of primitive types (e.g., arrays of int and char)
. 15 | indirectly . - :
19 | increr . 11{the null position of a static array of structure fields
. 16 | directly re . . .. . .
20 | increq oo 12|constants involved in conditional expressions (e.g. if (x == 1))
. 17 | indirectly . n
21 | increr 18 | return ex 13|integers of the form 2™ (e.g. 2, 4, 8, 16)
22 | decre 19 | return va{) 14|integers of the form 2™ —1 (e.g., 1, 3, 7, 15)
23 | decre .1 15|integers in the range 0 < n < 50
20 | return voi A .
24 | decre ] . 116 |integers in the range 50 < n < 100
. 21 | directly in : .
25 | multij .| 17]integers in the range n > 1000
26 | multi 22 | constant i _ .
7 increi 23 | invoked with an unknown value en'glne erlng
28 d 24 | functions having no arguments
29 Ezz d ; 25 | functions having one argument
26 | functions having more than one argument % |} /] 1 1 1
g? :;:ttr; 27 | functions having an integer argument anua ) tlme Consumlng
o mg it 28 | functions having a pointer argument
33 | readi 29 | functions having a structure as an argument ML
B | 30 | 2/ (21 V22) A (14 V 15) % d f d : -
B3TIAS ™ 150 | 2 a1va a~(av 19 Need 10r domain eXpertlse
56 1A ( 32 | 2A 23N (14 V 15)
37 | 24( 33 | 2A23 A —(14V 15)
34 | 2A(21V22) A (16 V 17) % h bl
I R P Not interchangeable
40 | (11 36 | 2A23 A (16 V 17)
37 | 2A23A—(16 V 17) 1 :
41 | (15 y .
o | (kL3 v nes analysis among different analyses
43 | 2A(19V 20) A 33
44 | 1A (19V 20) A =33
45 | 2 A (19V 20) A 33
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: relational analysis
=——Main Obstacle: I

-
#
A |1 local variable
2 global variable
i Ttru? Type| # Features ; ® b
| S e ature Engineerin
6 : © » 2 function containing malloc /
7 azz? 3 function containing realloc
3 COmgp 4 function ¢ # Description
9 comp 5 function ¢[7 Tused as the size of a static array
10 | negat 6 | function ¢| 9 |the size of a static array — 1
: 7 | functionul 3 |returned b = fmction (o rataen 1)
11 Fhr‘?Ct 8 write toa| 4 E}eere sucd? Description of feature f;(P, (z,y)). k represents a constant.
g g.ldlre 9 read a glo| 5 | ost freq 1 P contains an assignment x =y + k or y = x + k.
14 _136,Ct 10 | writetoa| g |jaast freq 2 P contains a guard x <y+kory <z + k.
15 zin lri 11 | read from| - passed as 3 | P contains a malloc of the form x = malloc(y) or y = malloc(x).
16 ilifl‘?ie 12 | directlyrel o || g as tf4 | P contains a command z = strlen(y) or y = strlen(z).
17 | direct 13 ierirectly 9 |the null p 5 P sets z to strlen(y).or y to strlen(z) indirectly, as in ¢ = strlen(y);z = ¢.
18 | indire 14| directly re o1y ) o 6 P contains an expression of the form z[y] or y[z].
19 | increi 15 | indirectly |, /1., o - 7 P contains an expression that multiplies x or y by a constant different from 1.
: 16 | directly ra . 18 P contains an expression that multiplies x or y by a variable.
20 | increr . 12|constants
210 || e 17 | indirectly 3|integers o 9 P contains an expression that divides z or y by a variable.
22 | decre 18 | return exp 14lintegers o 10 | P contains an expression that has x or y as an operand of bitwise operations.
23 | decre 19 | return val. 15 |integers i 11 | P contains an assignment that updates = or y using non-Octagonal expressions.
24 | decre 20 rejturn vol 16 |integerali 12 | z and y are has the same name in different scopes.
25 | multij 21 | directly n 7|integers i 13 | = and y are both global variables in P.
26 | multi] 22 | constant i 14 | = or y is a global variable in P.
27 | increr 23 | invoked with an unknown 15 | o y is a field of a structure in P.
28 | used i 24 funct%ons hav%ng NOargut 16 | 4 and y represent sizes of some arrays in P.
29 | usedi ;2 Eunc?ons }ﬁanng one art«iu 17 | = and y are temporary variables in P. . .
30 | returd - funct}ons hanng mO.rIft 918 | z or y is a local variable of a recursive function in P. Ly tll I l e - Consul l |1ng
31 | modif UNCHONS having an tegy 19| 4y y is tested for the equality with £1 in P.
. 28 | functions having a pointel . ) .
32 | modif . . 20 | x and y represent sizes of some global arrays in P.
. 29 | functions having a structu . .
33 | readi B T30 2 A3l v 22 VIVAT: 21 | z or y stores the result of a library call in P. . .
B [ 34 1AS NELVE ALY 195 | & and y are local variables of different functions in P. )r domain expertise

31 | 2A(21V22) A—(14V 1, . . L .
35 | 2A8 23 | {z,y} consists of a local var. and the size of a local array in different fun. in P.

32 | 2A 23N (14 V 15) . - . -
36 | LA( 33 | 2A23A (14 V 15) 24 | {z,y} consists of a local var. and a temporary var. in different functions in P.
37 | 2A( 34 | 27 (21V22) A (16 V 17 25 | {z,y} con31s.ts of a global var. and the size of a local array in .P. 31‘ h n eable
38 | 1A( 26 T contains a temporary var. and the size of a local array in P. ) C a

35 | 2A (21 V22) A (16 V] Y Y ,
39 | 2A( 27 a5 consists of local and global variables not accessed by the same fun. in P.

36 | 2A23A (16 V 17) Yr ¢ , :
40 | (11 37 | 2A23A (16 V 17) 28 | z or y is a self-updating global var. in P.
41 | (15 29 | The flow-insensitive analysis of P results in a finite interval for z or y. :
42 | 1A( 38 | (2Lv22) A28 30 | z or y is the size of a con)stant string in P ]. erent ana yses

e .

43 | 2A(19V 20) A 33
44 | 1A (19V 20) A =33
45 | 2 A (19V 20) A 33
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VP . unsoundness
Type| # . Features 1 ° I C S E 1
A |1 local variable
2 global variable
i i;rcl;? Type| # Features ; ® b
6 locati 2 function containing malloc / u I 1 I 1 I 1
7 assi 3 function containing realloc
] COmgp 4 function ¢ # Description
9 comp 5 funcqon € 1 |used as the size of a static array
10 | negat 6 | function ¢| 9 |the size of a static array — 1
11| direct 7 | functionul 3 |returned b = fmction (o rataen 1)
5 | 1:;0 8 | writttoa| 4 [three sucd? Description of feature f;(P, (z,y)). k represents a constant.
13 iin lri 9 read a glo| 5 | ost freq 1 P contains an assignment x =y + k or y = x + k.
i 10 | writetoa| g loast f 2 P contains a guard t <y +kory <z +k.
14 indire 11 d fi 6 |least =gl 3 P tainoe = rnallan Af4bn frvuvn mm — TV anln) Avne TV anla)
15 | direct] 12 fie.a fom 7 |passed as 4 P . Target Feature Property Type Description
16 | indire .1re?ct VI8 8 |used as tH cone Null  Syntactic Binary  Whether the loop condition contains nulls or not
17 | direct 19 anlrectly 9 |the null p 5 | Psetsa Const  Syntactic Binary ~ Whether the loop condition contains constants or not
18 | indire 14 fhrﬁ?‘:ﬂy € 10/the null p 6 P conta Array  Syntactic Binary =~ Whether the loop condition contains array accesses or not
19 | increi 15 | indirectly |, /1., o - 7 P conta Conjunction  Syntactic Binary  Whether the loop condition contains && or not
20 | i 16 | directly re 19 tants| S P conta ldxSingle  Syntactic Binary  Whether the loop condition contains an index for a single array in the loop
21 wmerey 17 | indirectly NP 9 P conta ldxMulti  Syntactic Binary ~ Whether the loop condition contains an index for multiple arrays in the loop
(g 18 | return exp 13|integers o 10 | @ cotm IdxOutside  Syntactic Binary  Whether the loop condition contains an index for an array outside of the loop
22 | decre 19 | return val 14|integers o 11 | P conta Initldx  Syntactic Binary ~ Whether an index is initialized before the loop
23 | decre 20 | return void 12 |integers i d Exit Syntactic Numeric The (normalized) number of exits in the loop
24 | decre . . 116|integers ix 12 | z and y Size  Syntactic Numeric The (normalized) size of the loo
21 | directly in 8 M P
25 | multij ” yu 7|integers i1 13 | = and y Loo ArrayAccess  Syntactic Numeric The (normalized) number of array accesses in the loop
26 | multif >3 f:ons]t(ar(;tl = n 14 | zoryi P Arithinc ~ Syntactic  Numeric  The (normalized) number of arithmetic increments in the loop
27 | incret LOKE v anunknown 15 | z or y i Pointerinc  Syntactic Numeric  The (normalized) number of pointer increments in the loop
28 | used 1 24 | functions having no argur 16 | z and y Prune  Semantic Binary = Whether the loop condition prunes the abstract state or not
) 25 | functions having one argu 1 | .. .14 Input  Semantic Binary = Whether the loop condition is determined by external inputs
5(9) ustedl 26 | functions having more thg 18 | & e yzi GVar  Semantic Binary =~ Whether global variables are accessed in the loop condition
reury 27 | functions having an integq ol Fininterval ~ Semantic Binary ~ Whether a variable has a finite interval value in the loop condition
31 | modif . . . 19 | zoruyis FinA g g 3 g q "
. 28 | functions having a pointel 2 q -InArray Semantic Binary =~ Whether a variable has a finite size of array in the loop condition
32 | modif 29 | functions having a structy 43 Ehiel ¢ FinString  Semantic Binary Whether a variable has a finite string in the loop condition
33 | readi B |30 | 2A(2LV22) A (14V 15 21 | zorys LCSize  Semantic Binary =~ Whether a variable has an array of which the size is a left-closed interval s
B |34 | 1A8 22 | zand y LCOffset  Semantic Binary  Whether a variable has an array of which the offset is a left-closed interval
35 | 2A8 ; ; ; A 5231 v ?Z) /\1;(14 M 23 | {z,y} o #AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the loop
36 | 1A( A23 A (14V 15) 24 | {z,y} @ Const  Syntactic Binary =~ Whether the parameters contain constants or not
37 | 21 ( 33 | 2A23 A (14 V 15) 25 | {z,y} c Void  Syntactic Binary Whether the return type is void or not
38 | 1A( 34 | 2A(21V22) A(16V 17 2% {x’ 1o Int  Syntactic Binary  Whether the return type is int or not
39 | 24 ( 35 | 2A(21V22) A (16 V] o7 = CString  Syntactic Binary ~ Whether the function is declared in st ring.h or not
0 | (1 36 | 2A23 A (16 V 17) o5 {z,y} g InsideLoop  Syntactic Binary ~ Whether the function is called in a loop or not
37 | 2A23 A—(16 V 17) % OF g Ik #Args Syntactic Numeric The (normalized) number of arguments
41| (15 38 | (21v22) A —23 29 | The flov DefParam  Semantic Binary = Whether a parameter are defined in a loop or not
42 | 1A (ev=orres 30 | zory i Librar UseRet  Semantic Binary = Whether the return value is used in a loop or not
43 | 2A(19V20) A 33 y UptParam  Semantic Binary =~ Whether a parameter is update via the library call
44 | 1A (19V 20) A =33 Escape Semantic Binary = Whether the return value escapes the caller
45 | 2 A (19V 20) A 33 GVar  Semantic Binary Whether a parameters points to a global variable
Input  Semantic Binary  Whether a parameters are determined by external inputs
Fininterval ~ Semantic Binary Whether a parameter have a finite interval value
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the arguments
#ArgString  Semantic Numeric  The (normalized) number of string arguments




] [ ] L[]
N A jl context-sensitivity
o
Type| # Features f a | l S ta( : ( E t lk
A |1 local variable - e preV].()uS a
2 global variable
3 e Ty[;e‘ ‘# Features ® b
EanEe: ature Engineerin
6 locati 2 function containing malloc /
7 e 3 function containing realloc
8 | comp 4 | function ¢ # Description
9 comp 5 funcqon € 1 |used as the size of a static array
10 | negat 6 funct%on €l 2 |the size of a static array — 1
11| direct 7 | functionul 3 |returned b = fmction (o rataen 1)
5 | 1:;0 8 write 10 2| 4 |three sucd.’ Description of feature f;(P, (z,y)). k represents a constant.
13 iin lri 9 read a glo| 5 | ost freq 1 P contains an assignment x =y + k or y = x + k.
14 _ch 10 | writetoa| g |jaast freq 2 P contains a guard x <y+kory <z + k.
e 11 | read from 3 P contaimgamallan af dlho fome me ol onlen on o sl anla)
15 | direct 12 | digectt 7 |passed as 4 P Target Feature Property Type Description
16 | indire .1re?ct Y19 8 lused as tH conta Null  Syntactic Binary  Whether the loop condition contains nulls or not
17 | direct 13 | indirectly| g |4 o) p 5 | Psetsa Const Syntactic ~ Binary =~ Whether the loop condition contains constants or not
18 | indire 14 | directly rg 10|the null p 6 P conta Array  Syntactic Binary =~ Whether the loop condition contains array accesses or not
19 | 15 | indirectly 7 P conta Conjunction  Syntactic Binary ~ Whether the loop condition contains && or not
increr] . 11|the null p . . . .. . . . .
20 | increr 16 | directly re 12| constants 8 P conta |dXS|ng|Q Syntactic Binary =~ Whether the loop condition contains an index for a single array in the loop
o1 | 17 | indirectly I 9 P conta ldxMulti ~ Syntactic Binary ~ Whether the loop condition contains an index for multiple arrays in the loop
(g 18 | return exp intecers o - — = : = Whether the loop condition contains an index for an array outside of the loop
22 | decre! 19 | return val Signature features Whether an index is initialized before the loop
23 | decrel 20 | retumivei 1 “ava® #3 “sun® #5 “void® #7 “int’ #9 “String’ The (normalized) number of exits in the loop
24 | decre . . The (normalized) size of the loop
25 | multij ié S;f;ii:? #2 “lang” #4 () #6 “security” #8 ‘util” #10 “init The (normalized) number of array accesses in the loop
26 | multij ) 1 The (normalized) number of arithmetic increments in the loop
27 | increr 23 | invoked w The (normalized) number of pointer increments in the loop
28 | used 4 24 | functions Statement features Whether the loop condition prunes the abstract state or not
] 25 | functions : 3 Whether the loop condition is determined by external inputs
5(9) ustedl 26 | functions #11 ASSIg.nStmt #16 BreakpomltStmt #21  LookupStmt Whether global E/)ariables are accessed in the}:] loop Condigon
i IS Lg‘: 27 | functions #12 IdentityStmt #17 EnterMonitorStmt #22 NopStmt Whether a variable has a finite interval value in the loop condition
. mOd; 28 | functions #13 InvokeStmt #18 FExitMonitorStmt  #23 RetStmt Whether a Var?able has a ﬁn@tc siz.e of array in the loo.p.condition
W :CIZ dli 29 | functions #14 ReturnStmt #19 GotoStmt #24 ReturnVoidStmt gﬁetﬁer e var;ag{e Eas a finite stnfng ﬁ?’ ltlhehloqp C‘,mdltllofn N |
B A (21 . ether a variable has an array of which the size is a left-closed interva
B |34 | 1A8 3(1) 9 ﬁ 521 z #15 ThrowStmt  #20 IfStmt #25 TableSwitchStmt Whether a variable has an array of which the offset is a left-closed interval 3
35 | 2A8 52 9 A3 ;Z’ "1 5'\“ 123 | {x,y} o #AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the loop
36 | 1A( A23 A (14 V 15) 24 | {z,y} @ Const  Syntactic Binary =~ Whether the parameters contain constants or not
37 | 2A( 33 | 2A23 A (14V 15) 25 | {z,y} c Void  Syntactic Binary ~ Whether the return type is void or not
38 | 1A( 34 | 2A(21V22) A(16V 17 2% {m’ y} o Int  Syntactic Binary  Whether the return type is int or not
35 | 2A(21V22) A (16 V] ’ CString  Syntacti Bi Whether the function is declared in string.h t
Bland |5 G e | e A
37 | 2A23 A—(16 V 17) 28 | zoryis #Args  Syntactic Numeric The (normalized) number of arguments
41| (15 38 | (21V22) A—23 29 | The flov DefParam  Semantic Binary = Whether a parameter are defined in a loop or not
42 | 1A (ev=orres 30 | zory i Librar UseRet  Semantic Binary ~ Whether the return value is used in a loop or not
43 | 2A(19V20) A 33 y UptParam  Semantic Binary =~ Whether a parameter is update via the library call
44 | 1A (19V 20) A =33 Escape Semantic Binary = Whether the return value escapes the caller
45 | 2 A (19V 20) A 33 GVar  Semantic Binary Whether a parameters points to a global variable
Input  Semantic Binary  Whether a parameters are determined by external inputs
Fininterval ~ Semantic Binary Whether a parameter have a finite interval value
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the arguments
#ArgString  Semantic Numeric  The (normalized) number of string arguments




] [ ] L[]
\ . context-sensitivity
9 [ ] ( : ( 3 [
o
Type| # Features f a S ta t lk
A |1 local variable - e preV].()uS a
2 global variable
i ;tru? Type| # Features ; ® ®
S I leaf function ) ]
5 defing . .
6 locati 2 function containing malloc /
7 — 3 function containing realloc
3 R 4 function ¢| 4 Description
9 comp 5 funcqon €l 1 |used as the size of a static array
10 | negat 6 funct%on €l 2 |the size of a static array — 1
11| direct 7 | function W 3 |yeturned b » Finction (oo vatien 1)
D || ot 8 | writttoa| 4 [three sucd? Description of feature f;(P, (z,y)). k represents a constant.
13 iinr lri 9 read a glo| 5 | ost freq 1 P contains an assignment x =y + k or y = x + k.
14 ir:dei::e 10 | writttoa| ¢ |least freq 2 P contains a guard x <y+kory <z + k.
15 | direcd | 1| reRdfroml 7| ced as |3 | COmta e e e e e e Bescription
A 2 o 12 directly re| o 3 414 P conta [N S D2 b oe o 1 g 775 17 o

Feature engineering:
major bottleneck in data-driven static analysis

o ] 25 | functions ition i i i
29 | wsedd |50 iy #11 AssignStmt  #16 BreakpointStmt  #21 LookupStmt  whcther plobal vaiables are acceseed in the loop condiion
30 returp 27 | functions #12 IdentityStmt #17 EnterMonitorStmt #22 NopStmt Whether a variable has a finite interval value in the loop condition
;; mo?I 28 | functions #13 InvokeStmt #18 ExitMonitorStmt #23 RetStmt Whether a variable has a finite size of array in the loop condition
5| ey |20 | fmotons 413 RetumStmt 619 GotoStmt 426 RetumVoidStme  Whlhrd arible s a i g n e oop condton
B |34 | 1A8 B 3(1) ; ﬁ g} z #15 IThrOWStmt #20 IfStmt #25 TableSwitchStmt Whether a variable has an array of which the offset is a left-closed interval 3
35 | 2A8 h 2 | 9A93 A ;Z’\/’ ‘1 5\“ 123 | {x,y} o #AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the loop
36 | 1A( 3 A ( ) 24 | {z,y} @ Const  Syntactic Binary =~ Whether the parameters contain constants or not
37 | 2A( 33 | 2A23 A (14 V 15) 25 | {z,y} o Void Syntactic ~ Binary Whether the return type is void or not
38 | 1A( 34 | 2A(21V22) A (16 V 17 26 | {z,y} c .Int Syntactic Binary = Whether the return type is int or not
39 | 2A( 35 | 2A(21V22) A (16 V ] o7 {m’ A o .CStrlng Syntactic Binary Whether the function 19 declare_d in string.h or not
40 | (11 36 | 2A23 A (16 V 17) o5 IS InsideLoop  Syntactic Binary ~ Whether the function is called in a loop or not
37 | 2A23 A—(16 V 17) % OF g Ik #Args Syntactic Numeric The (normalized) number of arguments
41| (15 38 | (21V22) A—23 29 | The flov DefParam  Semantic Binary = Whether a parameter are defined in a loop or not
42 | 1A (v—=orr—= 30 | zoryis . UseRet  Semantic Binary = Whether the return value is used in a loop or not
43 | 2A(19V20) A 33 Library UptParam  Semantic Binary =~ Whether a parameter is update via the library call
44 | 1A (19V 20) A =33 Escape Semantic Binary = Whether the return value escapes the caller
45 | 2 A (19V 20) A 33 GVar  Semantic Binary Whether a parameters points to a global variable
Input  Semantic Binary  Whether a parameters are determined by external inputs
Fininterval ~ Semantic Binary Whether a parameter have a finite interval value
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the arguments
#ArgString  Semantic Numeric  The (normalized) number of string arguments




_This k| We Aim At Generating
Features Automatically

What people expect

codebase

i

ML

l

analysis

Reality

codebase

QOur goal

v
'

codebase

v

ML

automatically

generated
features

l

analysis

analysis
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Example: Partially Flow-Sensitive
Interval Analysis

[ x=0;y=0 ]

[ w=0 |
I

[ y=x |
'

[ y++ ]
I

[ assert (y>0); assert (z>0); assert (w==0) ]
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Example: Partially Flow-Sensitive
Interval Analysis

[ x=0;y=0 ]
i

[ z = Input() ] » FS-proven but FI-unproven
¢ (FS is beneficial)

[ w=0 |
I

[ y=x ]
'

Lyt ]

!

[ assert (y>0); assert (z>0); assert (w==0) ]
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Example: Partially Flow-Sensitive
Interval Analysis

[ x=0;y=0 ]
i

[ z = Input() ] »+ Unproven even by FS
¢ (FS is not beneficial)

[ w=0 |
I

[ y=x |
'

Lyt ]

!

[ assert (y>0); assert (z>0); assert (w==0) ]
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Example: Partially Flow-Sensitive
Interval Analysis

[ x=0;y=0 ]
i

[ z = Input() ] » Proven even by FI
¢ (FS is not beneficial)

[ w=0 ]
I

[ y=x |
'

Lyt ]

!

[ assert (y>0); assert (z>0); assert (w==0) ]

17749



Example: Partially Flow-Sensitive
Interval Analysis

[ x=0;y=0 ]
i

[ z = 1Input() ]

[_IE IE!Ij
assert (y>0); assert (z>0); assert (w==0)

18/49



Example: Partially Flow-Sensitive
Interval Analysis

[ x=0;y=0 ]
L  Build a “classifier” that selects the

[ z = Input() ] 1% assertion only.

'

[ w=0 |
I

[ y=x ]
'

Lyt ]

assert (y>0); assert (z>0); assert (w==0)

19/49



Building a Classifier

» Usual procedure

(1) Design a good set of features manually.

F={fi, .-, [i}

20/49



Building a Classifier

» Usual procedure
(1) Design a good set of features manually.

(2) Generate labeled data.

F = {f17°°-7fk} :> [fl(Ql)y,fk(Ql)] ]
f1(Q2), ..., fr(Q2)] : O
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Building a Classifier

» Usual procedure
(1) Design a good set of features manually.
(2) Generate labeled data.

(3) Run an off-the-shelf classification algorithm.

b= {fl’ S fk} :(> f1(@1), - fe(@1)] 2 1 :{> ClassifiFation
S1(@2), -, fu(@2)] : 0 algorithm

<

classifier

22149



Building a Classitier ~__

. automatically

ur

« “YUsuat’procedure
B—Destgrragoodsetotfeaturesmantatty:

(2) Generate labeled data.

(3) Run an off-the-shelf classification algorithm.

F={fi,....fi} = [/i(Q1), .., fr(@1)] : 1 = |classification

S1(Q2), -5 fk(Q2)] : 0 algorithm

classifier
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Highlight: Key Ideas

1. Capture the key reason why FS is beneficial

using a program reducer.

program

“FS&” & FII”

program
reducer

for (i=0; i<7; i++)
assert (i<10);

24149



Highlight: Key Ideas

1. Capture the key reason why FS is beneficial
using a program reducer.

2. Generalize the reduced program.

program | program , for (i=0; i<7; i++)
“FSM & FI«” reducer assert (i<10);
/generalize

feature
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1. Capture the key reason why FS is beneficial

using a program reducer.

Highlight: Key Ideas

2. Generalize the reduced program.

program
“FS&” & V18

generalize

>
29

Nnew program

program
reducer

(The program has
the feature)

>

for (i=0; i<7; i++)
assert (i<10);

/ generalize

feature
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Highlight: Results

* Generated 38 (interval), 45 (pointer), 44 (Octagon) features.

 Analysis heuristics built on top of automatically generated features

» Excellent balance between cost and precision, e.g.,

» Partially flow-sensitive interval analysis:

Precision

®
FI (0)
ost

FS(100)

o
FI (1x)

2.0x

®
FS (46%)
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Automatic Feature Generation

9 Recipe )

(1) Capture the key reasons from the codebase

(using a program reducer).
(2) Properly generalize the key reasons

(to build generic features).

The end.
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o N O, O bk W NN

(1) Capture The Key Reasons

a=0; b= 0;
while (1) {
b = unknown() ;
if (a > b)
if (a < 3)
assert (a < 5);
at+;

+
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o N O, O bk W NN

(1) Capture The Key Reasons

a=0; =0+ /1 a = 0; \
hil 1 ile
whi e_( ) { . > while (1) {

b, - B) ’ reduce : if (a < 3)

if (a < 3) - : e e
assert (a < b5); 5} o

a++; \ //

+

(ES: “a<3 before assertion in the loop™)
e.g., C-Reduce

Use a prograin reducer to generate a feature prograri.

The reduction preserves an invariant @

é(p,q) = FI(p,q) = unproven A FS(p,q) = proven
30/49



w \] p—

(2) Generalize The Key Reasons

a = 0;
while (1) {
if (a < 3)
assert (a < 5);
at+;

}
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S O b W NN

(2) Generalize The Key Reasons

a = 0;
while (1) {
if (a < 3)
assert (a < 5); abstract -
at+;
} X :

C

» Properly generalize the feature program to an abstract data-tflow

graph (= feature).
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S O b W NN

(2) Generalize The Key Reasons

a = 0;
while (1) 4 X=X+ C
if (a < 3) abstract
assert (a < 5); - T
A

at++;

} ’ X:=C4X<Cﬂp(X<C)|

» Properly generalize the feature program to an abstract data-tflow

graph (= feature).
* The right level of abstraction is automatically identified by an
iterative search and cross validation.

Generalization vs. Preservation
33/49



Feature Check = Graph Inclusion Check

original program:

assert (a < 5);

X = Cl*™X <Cﬂh(x <c)|

feature: ta=20;Db=0;

> while (1) A
X'=X 4+ C 3 b = unknown() ;
4 if (a > b)
T 5 if (a < 3)
\

6
7
8

at+;

}
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Feature Check = Graph Inclusion Check

original program:

feature: ta=20;Db=0;
> while (1) A
X'=X+ C 3 b = unknown () ;
4 if (a > b)
T v 5 if (a < 3)
6 assert (a < 5);
X =Cﬂx<cﬂh(x<c)| . St
8

R

abstract data-flow graph:

X =T "X < X[ X =X+C




Feature Check = Graph Inclusion Check

original program:

feature: ta=20;Db=0;
> while (1) A
X'=X+ C 3 b = unknown () ;
4 if (a > b)
T v 5 if (a < 3)
6 assert (a < 5);
X =Cﬂx<cﬂh(x<c)| . St
8

; |
O v

abstract data-flow graph:

X =T "X < X[ X =X+C




Feature Check = Graph Inclusion Check

original program:

feature: ta=20;Db=0;

> while (1) {

3 b = unknown() ;

4 if (a > b)

5 if (a < 3)

6 assert (a < 5);
X = 7 a++:

s} ‘

abstract data-flow graph




Feature Check = Graph Inclusion Check

feature:

original program:

X:=X+C

X
|
O

[

- "X < C

Hh(x < c)|

o N oo O ks W NN

O

abstract data-flow graph:

a=0; b= 0;

while (1) {
b = unknown() ;
if (a > b)

if (a < 3)

assert (a < 5);

at+;

v

transitive

closure

X

= C

—>>

X <C

ﬂb(x < c)|




Feature Check = Graph Inclusion Check

original program:

feature:

X:=X+C

X = C| ™X <VCAh(x < c)|

O

abstract data-flow graph:

o N o O ok W NN

a=0; b= 0;
while (1) {
b = unknown() ;
if (a > b)
if (a < 3)

assert (a < 5);

transitive

closure

Removing noise:

v reducer (offline, feature)

v transitive closure (online, new pgm)

X

= C

—>>

X <C

ﬂh(x < c)|




Feature Check = Graph Inclusion Check

feature:

original program:
a=0; b= 0;

while (1) {
b = unknown() ;
if (a > b)

X
|

assert (a < 5);

at+;

1
2
3
4
5 if (a < 3)
6
7
8

v

abstract data-flow graph:




Evaluation

Static analyzer: CS/OQI’['OZEQ\ (https://github.com/ropas/sparrow)
Reducer: C-Reduce [PLDI'12] (https://embed.cs.utah.edu/creduce)
Three instance analyses for C

 Partially flow-sensitive interval analysis

 Partially flow-sensitive pointer analysis

 Partial Octagon analysis

60 benchmark programs from Linux and GNU packages
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https://github.com/ropas/sparrow
https://embed.cs.utah.edu/creduce

» Partially flow-sensitive interval analysis

Results: Effectiveness (Classitier)

Query Prediction #Proved Queries Analysis Cost (sec) Quality (Oh et al. 2015)
Trial | Precision | Recall | FIr (a) | FS1(b) | Ours (c) | FI1 (d) FS1 Ours (e) | Prove | Cost | Prove | Cost
1 71.5% | 789 % 6,537 7,126 7,019 26.7 569.0 52.0 | 81.8% | 1.9x | 56.6 % 2.0x
2 609 % | 751 % 4,127 4,544 4,487 58.3 654.2 799 | 863 % | 14x | 49.2 % 2.4x
3 783 % | 74.0 % 6,701 7,532 7,337 509 | 6,175.2 167.5 | 76.5% | 33x | 51.1 % 3.4x
4 73.0 % | 76.2 % 4,399 4,956 4,859 36.9 385.1 449 | 826 % | 1.2x | 54.8 % 1.2x
5 3 7 L it 9-070 6,277 6,140 31.7 | 1,740.3 61.6 | 77.2% | 1.9x | 65.6 % 1.8x
TOTAL 27,440 | 30,435 29,842 204.9 | 9,523.9 406.1 | 80.2% | 2.0x | 55.1 % 2.3x
 Partially flow-sensitive pointer analysis
Query Prediction #Proved Queries Analysis Cost (sec) Quality
Trial | Precision | Recall | FIp FSp Ours FIp FSp Ours | Prove | Cost
1 792 % | 76.8 % 4,399 6,346 6,032 48.3 3,705.0 | 150.0 | 83.9% | 3.1x
2 783 % | 77.2 % 7,029 8,650 8,436 48.9 651.4 74.0 | 86.8% | 1.5x
3 74.6 % | 75.0 % 8,781 | 10,352 | 10,000 41.5 707.0 594 | 77.6 % | 1.4x
4 73.9 % | 76.0 % | 10,559 | 12,914 | 12,326 51.1 4,107.0 | 1643 | 75.0% | 3.2x
5 80 % [ 8259 4,205 5,705 5,482 23.0 847.2 56.7 | 85.1% | 2.5x
TOTAL 34,973 | 43,967 | 42,276 | 212.9 | 10,017.8 | 504.6 | 812 % | 2.4x
 Partial Octagon analysis
Query Prediction #Proved Queries Analysis Cost (sec) Quality (Heo et al. 2016)
Trial | Precision | Recall | FSr1 IMPCT | Ours FS1 IMPCT | Ours Prove | Cost | Prove Cost
1 748 % | 81.3 % 3,678 3,806 3,789 140.7 389.8 2305 | 86.7% | 1.6 x | 100.0 % 3.0x
2 84.1 % | 82.6 % 5,845 6,004 5,977 613.5 | 18,022.9 7829 | 83.0% | 1.3x 94.3 % 1.8 x
3 82.8% | 73.0 % 1,926 2,079 2,036 315.2 2,396.9 416.0 | 719% | 13x 92.2 % 1.1x
4 77.6 % | 85.2 % 2,221 2,335 2,313 72.7 495.1 1199 | 80.7% | 1.6x | 100.0 % 2.0x
5 6 7 5.4 ¢ 2,886 2,962 2,944 148.9 557.2 209.7 | 763 % | 14x 96.1 % 2.3 X
16,556 17,186 | 17,067 | 1,291.0 | 21,861.9 | 1,759.0 | 81.1% | 1.4 x 96.2 % 1.8x
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Results: Eftectiveness (Analysis)

» Partially flow-sensitive interval analysis

Query Prediction #Proved Queries Analysis Cost (sec) Quality (Oh et al. 2015)

Trial | Precision | Recall | FIr (a) | FS1(b) | Ours (c) | FI1 (d) FS1 Ours (e) | Prove | Cost | Prove | Cost

1 71.5% | 789 % 6,537 7,126 7,019 26.7 569.0 52.0 | 81.8% | 1.9x | 56.6 % 2.0x

2 609 % | 751 % 4,127 4,544 4,487 58.3 654.2 799 | 863 % | 14x | 49.2 % 2.4x

3 783 % | 74.0 % 6,701 7,532 7,337 509 | 6,175.2 167.5 | 76.5% | 33x | 51.1 % 3.4x

4 73.0 % | 76.2 % 4,399 4,956 4,859 36.9 385.1 449 | 82.6 % | 1.2x | 54.8 % 1.2x

5 83.2% | 754 % 5,676 6,277 6,140 31.7 | 1,740.3 61.6 7 K i 0.6 7 1.8x
TOTAL | 745% | 75.8% | 27,440 | 30,435 | 29,842 | 2049 | 9,523.9 |  406.1 551% | 2.3x

« Partially flow-sensitive pointer analysis

Query Prediction #Proved Queries Analysis Cost (sec) Quality
Trial | Precision | Recall FIr FSp Ours FIr FSp Ours | Prove | Cost
1 79.2 % | 76.8 % 4,399 6,346 6,032 48.3 3,705.0 | 150.0 | 83.9% | 3.1x
2 783 % | 77.2 % 7,029 8,650 8,436 48.9 6514 74.0 | 86.8% | 1.5x
3 74.6 % | 75.0 % 8,781 | 10,352 | 10,000 41.5 707.0 594 | 77.6 % | 1.4x
4 739 % | 76.0 % | 10,559 | 12,914 | 12,326 51.1 4107.0 | 1643 | 75.0% | 3.2x
5 78.0 % | 82.5% 4,205 5,705 5,482 23.0 847.2 56.7 1 _8& A X
TOTAL 76.7 % | 77.4 % | 34,973 | 43,967 | 42,276 | 212.9 | 10,017.8 | 504.6§ 81.2 % | 2.4x
 Partial Octagon analysis
Query Prediction #Proved Queries Analysis Cost (sec) Quality (Heo et al. 2016)
Trial | Precision | Recall FS1 IMPCT | Ours FS1 IMPCT Ours Prove | Cost Prove Cost
1 748 % | 81.3 % 3,678 3,806 3,789 140.7 389.8 2305 | 86.7% | 1.6x | 100.0 % 3.0x
2 84.1% | 82.6 % 5,845 6,004 5,977 613.5 | 18,022.9 7829 | 83.0% | 1.3x 943 % 1.8 x
3 828 % | 73.0 % 1,926 2,079 2,036 315.2 2,396.9 4160 | 719% | 13x 922 % 1.1x
4 77.6 % | 85.2 % 2,221 2,335 2,313 72.7 495.1 1199 | 80.7% | 1.6x | 100.0 % 2.0x
5 71.6 % | 78.4 % 2,886 2,962 2,944 148.9 557.2 209.7 | 7037 ] 96.1 % 23X
TOTAL 79.0 % | 799 % | 16,556 17,186 | 17,067 | 1,291.0 | 21,861.9 | 1,759.0 96.2 % 1.8 x
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Results: Comparison

» Partially flow-sensitive interval analysis

Query Prediction #Proved Queries Analysis Cost (sec) Quality (Oh et al. 2015)
Trial | Precision | Recall | FI1 (a) | FS1(b) | Ours (c) | FI1 (d) FS1 Ours (e) | Prove | Cost | Prove | Cost
1 715 % | 789 % 6,537 7,126 7,019 26.7 569.0 52.0 | 81.8% | 1.9x | 56.6 % 2.0x
2 609 % | 75.1 % 4,127 4,544 4,487 58.3 654.2 799 | 863 % | 14x | 49.2 % 2.4x
3 783 % | 74.0 % 6,701 7,532 7,337 50.9 | 6,175.2 167.5 | 76.5% | 33x | 51.1 % 3.4x
4 73.0 % | 76.2 % 4,399 4,956 4,859 36.9 385.1 449 | 82.6 % | 1.2x | 54.8 % 1.2x
5 83.2% | 754 % 5,676 6,277 6,140 31.7 | 1,740.3 61.6 0 (5.6 Z 3
TOTAL 745 % | 75.8 % | 27,440 | 30,435 29,842 | 204.9 | 9,523.9
 Partial Octagon analysis
Query Prediction #Proved Queries Analysis Co _
Trial | Precision | Recall | FS1 | IMPCT | Ours | FS1 | IMPCRGALLLe ] d (e
1 748 % | 81.3 % 3,678 3,806 3,789 140.7 389.8
2 84.1% | 82.6 % 5,845 6,004 5,977 613.5 | 18,022.9 782.9
3 828 % | 73.0 % 1,926 2,079 2,036 315.2 2,396.9 416.0
4 77.6 % | 85.2 % 2,221 2,335 2,313 72.7 495.1 119.9
5 71.6 % | 78.4 % 2,886 2,962 2,944 148.9 557.2 209.7
TOTAL 79.0 % | 79.9 % | 16,556 17,186 | 17,067 | 1,291.0 | 21,861.9 | 1,759.0

» Consistently perform well on a wide range of programs. (<> wide variation)

* No clear conclusion (difterent approaches and learning algorithms)
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Results: Generated Features (Top 2)

 Partially flow-sensitive interval analysis

feature program 1: feature program 2:
int buf [10]: k = 265; p = malloc (k);
buf [i] = 0; // Query *(p + k) = 0; // Query
} k-- 3
¥

» Access to a consecutive memory region in a loop

* Bounded indice by a constant

45/49



Results: Generated Features (Top 2)

» Partially flow-sensitive pointer analysis

feature program 1: feature program 2:

r = malloc(v);

int j = 16; q = malloc(j)

. &a.
if (q == 0) r ’
return; xr =05 // Query

else *q = 0; // Query

 Null-check before buffer access

» Strong update by the address of another variable
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Results: Generated Features (Top 2)

 Partial Octagon analysis

feature program 1: feature program 2:

size = POS_NUM; 1dx i POS_NUM% |
arr = malloc(size); buf = malloc(idx);

erxleszent] =0/ mery TR0 G ey

}

 Array of a positive size

e e.g.,,when POS_NUM = [1,+o00] in the flow-sensitive interval analysis

* Indexrelated to the size in a simple linear way
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Caveats:
Expressiveness of Features

* QOur feature representation is expressive enough, but not
perfect, e.g.,
v “x and y results in finite intervals after analysis.” «

« “2ktype of integers are important constants.” ?
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codebase

» “Features” in data-driven static analysis

summary

automatically

generated
features

* Byreducing programs

» As generalized graphs (<> program text)

ML

analysis
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