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Example |: Balancing Precision
and Scalability in Sound Analysis

int h(n) {ret n;}

void f(a) {
cl: x = h(a);
assert(x > 0); // Query: always holds (x is 4 or 8)
c2: vy = h(input());
I3

c3: void g() {f(8);}

void m() {
c4: f(4);
c5:  g();
c6: g();

}



cl

c2:

c3:

c4:

co:

int h(n){retn I3

+
void g() {f(8);}

void m() {

L

Context Insensitivity

f(4);
g();
g();

| v01d f(a) {
8 x = h(a -
assert(x > 0); "
y = h(input()J;

) ;

c4 ‘li.\\\gilf

c3

c5,c6 ‘I”

cheap but imprecise
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cl:

c2:
c3:

c4:

. 1 9(); c2 ‘li’ n=T1

Co:

Context Sensitivity (k-CFA)

cl h n=4

int h(n) {ret n;}

(k=3)

void f(a) { _

x = h(a); c4 c2 n=1T

assert(x > 0);

y = h(input()); cl h=8
s
void g() {f(8);} c2 n=
i Qe

g();

precise but expensive



cl:

c2:

c3:

c4:

cb:

Selective Context Sensitivity

int h(n) {ret n;}

void f(a) {
X = h(a);
assert(x > 0);
\ y = h(input());

void g() {f(8);}

void m() {
f(4);
g();
g();

s

0 n=4
y e(
o O

c5,cb

y 2-ctx-sens: {h}
y |-ctx-sens: {f}
y 0-ctx-sens: {g, m}

cl

&Gi@ =8

cheap and precise
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abstraction?”
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Hard Search Problem

Apply 2-ctx-sens: {h}
Apply |-ctx-sens: {f} <<
Apply 0-ctx-sens: {g, m}

“How to find a good program
abstraction?”

® |ntractably large search space, if not infinite

o cg,(k+ DIF“l difference abstractions for context sensitivity

® [ew solutions: many abstractions too imprecise or costly

A fundamental problem in static analysis
=>




Example 2: Balancing Soundness and
Scalability in Unsound Bug-Finders

G Infer

/: p = sdp seq alloc();
3: sdp attr replace(rec, p);

(a memory-leak bug from bluez-5.55)
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G Infer

Buggy execution (memory leak)

S

1 p =

3: sdp attr replace(rec, p);

recC

>sattrlist|e

|

sdp seqg alloc();

next

Q\

data

?
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1 p =

S

3: sdp attr replace(rec, p);

sdp seqg alloc();
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>sattrlist|e

|

next

Q\
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Example 2: Balancing Soundness and

Scalability in Unsound Bug-Finders

G Infer

7 P

Buggy execution (memory leak)

= sdp seqg alloc();

3: sdp attr replace(rec, p);

S

recC

fails to allocate new memory
>sattrlist|e |
\l/ nil
A
lllll neXt /
i data | e—

Memory Leak: memory unreachable

when the enclosing function returns

|0



Challenge: Path Explosion

/: p = sdp seq alloc();
3: sdp attr replace(rec, p);
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L more than 1000 execution paths
V
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Challenge: Path Explosion

involves 6 different function calls, producing
more than 1000 execution paths

/: p = sdp seq alloc();

3: sdp attr replace(rec, p);
/\

involves 8 different function calls, producing
more than 2000 execution paths

® Path sensitivity is essential for precise/explainable bug-finding

e Analyzing all of them separately does not scale
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e Static bug-finders like Infer use a state-selection heuristic
to maintain only a small number (K) of states at a time
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State-Selection Heuristic

e Static bug-finders like Infer use a state-selection heuristic
to maintain only a small number (K) of states at a time

} K =3
%
} < {Sl’ Sz,S ,S49 S59 S6}

{S19 S3’ S6’ S7’ SS’ S9}
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Our Data-Driven Approach

set of functions to
apply context sensitivity

Analysis Static
Program Heuristic @ Analyzer Results
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Our Data-Driven Approach

set of functions to
apply context sensitivity

Static

Analysis

Program — — Results

Heuristic

&

Traditionally, analysis heuristics developed manually by human experts:

Analyzer

PLDI’ |4 POPL 17 PLDI'17 OOPSLA’18 FSE’18 OOPSLA’19 OOPSLA21

=> nontrivial, time-consuming, and suboptimal

|3



Our Data-Driven Approach

set of functions to
apply context sensitivity

Analysis Static
Program Heuristic @ Analyzer Results
Y
xka machine-learning techniques
JI% specially designed for static analysis

GitHub

® Automatic: little reliance on analysis designers

® Powerful: machine-tuning outperforms hand-tuning
14



Effectiveness: Context Sensitivity

® Implemented in Doop, a sound pointer analysis for Java

® Trained with 4 and evaluated on 6 programs from DaCapo

2500 | @ 2-context-sensitive bloat

analysis time

® insensitive

1200 2000
# of alarms

|5
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Effectiveness: Context Sensitivity

® Implemented in Doop, a sound pointer analysis for Java

® Trained with 4 and evaluated on 6 programs from DaCapo

2500

analysis time

® 2-context-sensitive bloat

[ manual heuristic [PLDI’ 4]

V

® insensitive

2000

# of alarms
|5



Effectiveness: State Selection

® Trained with 70 and evaluated on |5 programs: 0 Infer
® Original Infer: 1,637 memory-bug alarms in 39,684s (with K = 60)

® Data-driven Infer: |,668 memory-bug alarms in 865s (with K = 5)

40000 | |@Original Infer
30000 | {eData-Driven Infer
30000

25000
20000
15000 -
10000
5000 -
0 ® 6o | | | |
0 400 800 1200 1600 2000 2400 2800 3200
number of alarms

time (sec)

16



Remainder of This Talk

ML algorithms developed for static analysis:

Learning algorithm with linear model [OOPSLA’15]

Learning algorithm with disjunctive model [OOPSLA’| 73]

Learning algorithm with automated feature generation [OOPSLA’17b]
Learning algorithm for symbolic execution [ICSE’ |8, FSE’ 19, FSE’20]
Learning algorithm for non-monotone analyses [OOPSLA’ | 8]
Learning algorithm for resource-aware static analysis [ICSE’| 9]
Learning algorithm with feature language [OOPSLA20]

Learning algorithm for boosting k-CFA [POPL?22]

Learning algorithm for boosting static bug-finders [ICSE’23]

|7
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cl:

c2:

c3:

c4:

cb:

Selective Context Sensitivity

int h(n) {ret n;}

Apply 2-ctx-sens: {h}
void f(a) { Apply |-ctx-sens: {f}
X = h(a); Apply 0-ctx-sens: {g, m}
assert(x > 0);
y = h(input()); cl 6

| o
void g() {f(8);} y \

c2
void m() { K
f(4); cl
g(); c5,co e—> @
g(); K

cheap and precise

}

|18



Learning Algorithm Overview

Training data Atomic features

Static analyzer P={P,P,....P } (al,a2,...,a25)

\ l e.g., procedures have
invocation stmt,
Leal"ning AIgOchm procedures return
strings, etc

l

Learned heuristic for applying context-sensitivity:

f2: procedures to apply 2-context-sensitivity
IAN-3A=6A8A9A=16 A—-17 A =18 AN =19 A =20 A =21 A =22 AN =23 N =24 A\ =25
fl: procedures to apply |-context-sensitivity

(IA-3A-4A=TA=8A6A=TIA=I5A=16 A=17 A =18 A =19 A =20 A =21 A =22 A =23 A =24 A =25)V
(-3A=4AN=TA-8A-9IAI0ANTLIALI2A13A=16 A =17 A =18 A =19 A =20 A =21 A =22 A =23 A =24 A =25)V
(-3A=9A13A14A15A =16 A =17 A =18 A =19 A =20 A =21 A =22 A =23 A =24 A =25)V
(IA2A=3AN4A-5AN=6A=TA=8A=9A-10A-13A=15A =16 A =17 A =18 A =19 A =20 A =21 A =22
A=23 A =24 A =25)

19



Machine Learning: Three Steps

|. Define a parameterized heuristic #Z

K11 : Program — 271€

2. Define a learning objective as optimization problem:
“Find I1 that maximizes analysis performance”

3. Solve the problem via optimization algorithm

20



|. Parameterized Heuristics

® Atomic features A =

ag, ay, ..., a,}

® g :Func — {true, false}

® A feature denotes a set of functions:

lallp = {m € Func | a(m) = true}

® The heuristic Z'|; has

k boolean formulas: IT = (f;, f,)

f—true | false |a.€ A | ~f | AL | fi VL

® Function m is assigned

A p(P)(m) = <

context depth i if m € [[ /]

(2 ifme[f]
1 ifmelf]

0 ow. N



int h(n) {ret n;}

void f(a) {
X = h(a);
assert(x > 0);
\ y = h(input());

void g() {f(8);}

void m() {
f(4);
g();
g();

s

Example
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int h(n) {ret n;}

void f(a) {
X = h(a);
assert(x > 0);
\ y = h(input());

void g() {f(8);}

void m() {
f(4);
g();
g();

s

Example

A = {ay, ay, as,ay,as}

h: {ala as, Cl5}

g . {ala s, Cl3}

f:{ay a5}

m: {a,y,as, dy}

22



Example

int h(n) {ret n;} A = {ay,a,, as, ay, as )

vo)i(dzfr(]é(la)])f h:{a,ay,as)  f: 1as, as }
assert(x > 0); g:1a,a,a3t  m:{a, a:a
y = h(input()); v (a2, 4]

}

void g() {f(8):} Heuristic 7, ¢ with

void m() £ fi="asNas, [, =(a;Aas)V (a, A a)
;g‘)‘?i (LAD = {£.0), [l = (n})

y 90); produces the abstraction:

ih=2, f—>1, g0 m— 0}

22



2. Optimization Problem

Find I1 that minimizes Z cost(Fp(#Z (P)))
PeP

while ensuring a user-provided precision constraint.

23



2. Optimization Problem

Find I1 that minimizes Z cost(Fp(#Z (P)))
PeP

while ensuring a user-provided precision constraint.

E.g.,“maintain 90% precision of 2-CFA”

# of assertions proved by the
current abstraction

= D pep | Proved(Fp(Z (P))) |

> pep | Proved(Fp(Am.2)) |

# of assertions proved by the
most precise abstraction (2-CFA)




3. Optimization Algorithm

® Basic method: blackbox exhaustive search

' = (£, £,)

w“ s =)
Program 3 = < f13, f23>

training data

m* = (fLf5)

|. (Randomly) Generate solution candidates

24



3. Optimization Algorithm

® Basic method: blackbox exhaustive search

' = (£, ) D' cost(Fp(y(P))) = 100

PeP

w“ L P=(Rf) 2 costEP) = 130

' PeP

Program I = (2, £) N cost(Fp(#p(P))) = 80
PeP

" = (f,/5) Y cost(Fp(#(P))) = 190

pPeP

training data

2. Evaluate the objective function

25



3. Optimization Algorithm

® Basic method: blackbox exhaustive search

' = (£, ) D' cost(Fp(y(P))) = 100

PeP

w“ L P=(Rf) 2 costEP) = 130

' PeP

Program I = (2, £) Y cost(Fp(#p(P))) = 80
PeP

" = (. /) D cost(Fp(Hy(P))) = 190

pPeP

training data

3. Choose the parameter with minimum cost

26



3. Optimization Algorithm

We learn each formula via greedy refinement

|. Initialize f to the most general formula in DNF:
f= aq V_'al Va2V—Ia2V \/anV—lan ( — true)

2. Repeat the following (until no refinement is possible)
f: C1VC2V VCm

|. Choose the most expensive conjunct, say ¢;

2. Refine the conjunct with some feature a;:

f=qVvVeV...V(gAa) V...V,

3. Check the precision constraint: If not, revert the last change.

(details in paper)

27



Summary

® A general framework for generating analysis heuristics:

Static analyzer — context-sensitivity heuristics

A — path-selection heuristics
Data (programs) — -I

® The idea is not limited to static analysis: e.g.,
® Symbolic execution [ICSE’18, FSE’ 19, FSE20, ICSE™22]
® Fuzzing [ISSTA’20, ICSE™23]

® More information available at http://prl.korea.ac.kr

28
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Summary

® A general framework for generating analysis heuristics:

Static analyzer — ' m‘} context-sensitivity heuristics
: &3 —»  path-selection heuristics
T
Data (programs) — i

® The idea is not limited to static analysis: e.g.,
® Symbolic execution [ICSE’18, FSE’ 19, FSE20, ICSE™22]
® Fuzzing [ISSTA’20, ICSE™23]

® More information available at http://prl.korea.ac.kr

Thank you!
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