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eél What industries top the software failure headlines? In previous
Ky years, software failures tied to Public Services and Healthcare got
3 the most news coverage, with an average of 15 bug-related stories
« per month. Thisyear however, Retail ana Consumer Tech has taken
the lead with 19 stories per month - in large part thanks to buggy
smartphone updates and the exploits of security researchers or

hackers.

Other numbersindicate a change inthe trendswe had observedin
past editions of the Software Fail Watch. Between July and August
of 2017, the average total of software failure stories increased by
25% over previous months, and stayed high for the remainder
of the year. While this jump is most remarkably reflected in the
Consumer Tech and Retail industries, each industry’s failures
reach its yearly high point between August and October of 2017.
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Software fail watch (5th ed) 2017
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X At
(Linux Kernel)

in = malloc(1);
out = malloc(1l);

. // use 1n, out
free(out);
free(in);

in = malloc(2);
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);

goto err;
s
. // use 1n, out
err:
free(in);
free(out);
return;



X At
(Linux Kernel)

double-free

in = malloc(1);
out = malloc(1l);

. // use 1n, out
free(out);
free(in);

in = malloc(2);
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);

goto err;
s

. // use 1n, out
err:
free(in);
free(out);
return;



Al At out = matloc1];
. use 1n, Oou

(Linux Ker'n6|) free(out);

free(in);

in = malloc(2);
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {

</free(in);
goto err;

}
.+« // use 1n, out
double-free\ err:

free(in);
free(out);
return;
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(Linux Kernel)

USB: fix double frees in error code paths of ipaq driver

the error code paths can be enter with buffers to freed buffers.
Serial core would do a kfree() on memory already freed.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>

P master © v4.15-rc1 ... v2.6.24-rc1

Oliver Neukum committed with gregkh on 18 Sep 2007 1 par

T ———

in = malloc(1);
out = malloc(1l);
..« // use 1n, out
free(out);
free(in);

in = malloc(2);

if (in == NULL) {
out = NULL;
goto err;

+

out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;
s
... // use in, out
err:
free(in);
free(out);
return;



X At
(Linux Kernel)

USB: fix double frees in error code paths of ipaq driver

the error code paths can be enter with buffers to freed buffers.
Serial core would do a kfree() on memory already freed.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>

P master © v4.15-rc1 ... v2.6.24-rct
Oliver Neukum committed with gregkh on 18 Sep 2007 1 par
L — S
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in = malloc(1);
out = malloc(1l);
..« // use 1n, out
free(out);
free(in);

in = malloc(2);

if (in == NULL) {
out = NULL;
goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;
s
... // use in, out
err:
free(in);
free(out);
return;



X At
(Linux Kernel)

USB: fix double kfree in ipaq in error case

in the error case the ipaq driver leaves a dangling pointer to already
freed memory that will be freed again.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>

I master © v4.15-rc1 ... v2.6.27-rct
Oliver Neukum committed with gregkh on 30 Jun 2008 1 parent 35
L — —————

in = malloc(1);
out = malloc(1l);
..« // use 1n, out
// removed
free(in);

in = malloc(2);
if (in == NULL) {
out = NULL;
goto err;
I3
free(out);
out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;
I3
..« // use 1n, out
err:
free(in);
free(out);
return;



Al At out = matloc1};
" use 1n, Ou

(Linux Kernel) // removed

free(in);

T LIHZL| =X 2:

- in = malloc(2);
UX|= HHUM MER LF7 LD if (in == NULL) {
out = NULL;
memory leak goto err;

}

free(out);

out = malloc(2);
USB: fix double kfree in ipaq in error case lf ( 0 Ut —— NU LL ) {
in the error case the ipaq driver leaves a dangling pointer to already f ree( ln) ;

freed memory that will be freed again.

in = NULL;

Signed-off-by: Oliver Neukum <oneukum@suse.de>

Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de> g O't O éerr ;
P master © v4.15-rc1 ... v2.6.27-rct }
Oliver Neukum committed with gregkh on 30 Jun 2008 1 parent 35 mEn // use l n ’ ou t
| err.
free(in)

free(out);
return;
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(Linux Kernel)

fix for a memory leak in an error case introduced by fix for double free
The fix NULLed a pointer without freeing it.
Signed-off-by: Oliver Neukum <oneukum@suse.de>

Reported-by: Juha Motorsportcom <juha_motorsportcom@luukku.com>
Signed-off-by: Linus Torvalds <torvalds@linux-foundation.org>

I» master © v4.15-rc1 ... v2.6.27-rct
Oliver Neukum committed with torvalds on 27 Jul 2008 1 parent 9ee@8c2
L T—

in = malloc(1);
out = malloc(1l);
..« // use 1n, out
free(out);
free(in);
out = NULL;
in = malloc(2);
if (in == NULL) {
out = NULL;
goto err;
I3
// removed
out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;
I3
..« // use 1n, out
err:
free(in);
free(out);
return;



X At
(Linux Kernel)

fix for a memory leak in an error case introduced by fix for double free
The fix NULLed a pointer without freeing it.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
Reported-by: Juha Motorsportcom <juha_motorsportcom@luukku.com>
Signed-off-by: Linus Torvalds <torvalds@linux-foundation.org>

I» master © v4.15-rc1 ... v2.6.27-rct

Oliver Neukum committed with torvalds on 27 Jul 2008 1 parent 9ee@8c2

in = malloc(1);
out = malloc(1l);
..« // use 1n, out
free(out);
free(in);
out = NULL;
in = malloc(2);
if (in == NULL) {
out = NULL;
goto err;
I3
// removed
out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;
I3
..« // use 1n, out
err:
free(in);
free(out);
return;
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in = malloc(1);
out = malloc(1);
... // use 1n, out
free(out);
free(in);

in = malloc(2);
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);

goto err;
}
. // use 1n, out
err:
free(in);
free(out);
return;

x| X}
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in = malloc(1);
out = malloc(1);

. // use 1n, out
// removed
free(in);

in = malloc(2);
if (in == NULL) {

goto err;
¥
free(out):
out = malloc(2);
if (out == NULL) {
// removed

goto err;
¥
. // use 1n, out
err:
free(in);
free(out);
return;
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in = malloc(1);
out = malloc(1);
... // use 1n, out
free(out);
free(in);

in = malloc(2);
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);

goto err;
}
. // use 1n, out
err:
free(in);
free(out);
return;
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in = malloc(1);
out = malloc(1);

. // use 1n, out
// removed
free(in);

in = malloc(2);
if (in == NULL) {

goto err;
¥
free(out):
out = malloc(2);
if (out == NULL) {
// removed

goto err;
¥
. // use 1n, out
err:
free(in);
free(out);
return;
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H 2| 22| =322 5li0fot= 210 (e.g.,, C/C++) &4

Memory-leak (CWE-401): H|22|F LH{F =| il
Use-after-free (CWE-416): H|Z2|E T E2| Sf{|

Double-free (CWE-415): |2 2|Z 012{'H lix|

Memory-Leak Use-After-Free Double-Free
p = malloc(1); p = malloc(1); p = malloc(1);
}é%urn; free(p); free(p);

G;é(p); %}ée(p);

10
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10| M 7t =3 7HE|S StLt

Repository #commits ML DF UAF Total *-overflow

linux
openssl
numpy
php

git

721,119 3,740 821 1,986 6,363 5,092
21,009 220 36 12 264 61
17,008 58 2 2 39 53

105,613 1,129 1438 197 1,449 649
49,475 350 19 95 442 258

. ATEY| ZEto| = ¢

— — =1 L

CVE-2017-9798 Optionsbleed - Apache memory leak

CIO[X| 2t Fetet ~FO| ML= F

W

Citiintin

Linux kernel: CVE-2017-6074: DCCP double-free vulnerability (

From: Andrey Konovalov <andreyknvl () google com>
Date: Wed, 22 Feb 2017 14:28:35 +0100

Hi,
This is an announcement about CVE-2017-6074 [l1] which is a double-free

vulnerability I found in the Linux kernel. It can be exploited to gain
kernel code execution from an unprivileged processes.

L T— —

Vulnerability Details : CVE-2017-11274

Adobe Digital Editions 4.5.4 and earlier has an exploitable use after free vulnerability.
Publish Date : 2017-08-11 Last Update Date : 2017-08-16

Collapse All Expand All Select Select&Copy Scroll To Comments Extert
Search Twitter Search YouTube Search Google

— CVSS Scores & Vulnerability Types

CVSS Score -

T — T

11



MemFix

e Automatically repairs deallocation errors
e memory-leak, double-free and use-after-free

o Key features

¢ sound: generated patch is guaranteed to be correct

e safe:no new errors are introduced

e Approach: Static Analysis + Exact Cover Problem

12



O 0O NONUVT WD —

10
|
12
|3
| 4
|5
|6
|7
|18
19

out = malloc(1);
in = malloc(1);
... Il use in, out
free(out);
free(in);

in = malloc(2);
if(in == NULL) {

goto err,

}

out = malloc(2);
if(out == NULL) {
free(in);

goto err;

}

... I/l use in, out

20 err:

21
22

free(in);
free(out);

Key Insight

ﬁ

Find a set of free-statements

Solve an Exact Cover Problem

O O NONULVT D WD —

10
|
12
|3
| 4
|5
|6
|7
|18
19

out = malloc(1);
in = malloc(1);
... I/ use in, out
Il -

free(in);

in = malloc(2);
if(in == NULL) {

goto err;

}

free(out); // +

out = malloc(2);

if(out == NULL) {
Il -

goto err;

}

... I/l use in, out

20 err:

21
22

free(in);

free(out);
13



Example: Double Free

p = malloc(l);

if(...) {
q = malloc(2);

14



Enumerate All Object Traces

p = malloc(l);

if(...) {
q = malloc(2);

|: p = malloc(1)

|: p = malloc(1)

|

3:q = malloc(2)

8: .../l useq

3:q = malloc(2)
8: .../l useq

v

Object traces

v

15



(3, P)
(8, p)
(8, 9)

Find Safe Patches for Each Trace

p = malloc(l);

if(...) {
q = malloc(2);

|: p = malloc(1)

|: p = malloc(1)

I free(p)

7/t q=p

free(p)
free(q)

i free(p)
3:q = malloc(2)

I free(p)
8: .../ use q

*f"ee(P)

8: .../l useq

*free(p)

free(q)
Object traces

3:q = malloc(2)
‘ free(q)

8: .../l useq
*free(q)

16



(3.p)
(8.p)
(8.9)

Find Safe Patches for Each Trace

P = malloc(|);

if(...) {
q-= malloc(z);

|: p = malloc(I)

|: p = malloc(I)

‘ free(p)

7: q=p

I free(p)

‘ free(p)
3: q = malloc(2)

| free(p)
8: .../l use q

*free(P)

free(p)
free(q)

3:q = malloc(2)
' free(q)
8: ... .

17



(3, P)
(8, p)
(8, 9)

Find Safe Patches for Each Trace

p = malloc(l);

if(...) {
q = malloc(2);

|: p = malloc(1)

|: p = malloc(1)

7/t q=p

free(p)
free(q)

8: .../l useq

3:q = malloc(2)
| free(p)

8: .../l useq
*free(p)

*free(p)

free(q)
Object traces

3:q = malloc(2)
' free(q)

8: .../l useq
*free(q)

18



(3, P)
(8, p)
(8, 9)

Find Safe Patches for Each Trace

p = malloc(l);

if(...) {
q = malloc(2);

|: p = malloc(1)

|

|: p = malloc(1)

3:q = malloc(2)
| free(p)

8: .../l useq
*free(p)

/1 q i p
8: .../l useq
*free(p)
free(q)

Object traces

3:q = malloc(2)
8: .../l useq
*free(q)

19



3,p) L@,

(8, p)
(8, 9)

Find Safe Patches for Each Trace

p = malloc(l);

if(...) {
q = malloc(2);

|: p = malloc(1)

|

|: p = malloc(1)

3:q = malloc(2)

/1 q i p
8: .../l useq
*free(p)
free(q)

Object traces

3:q = malloc(2)
8: .../l useq
*free(q)

20



Find Safe Patches for Each Trace

p = malloc(l); :p = malloc(l)| [I:p = malloc(I)

if(...) { \
q = malloc(2); ‘ ‘

I

2

3

4

> } _ _ _

6 3:q = malloc(2) 7: q=p 3:q = malloc(2)
7

8

9

Exact Cover!

3.p | @
8p) | @
(8, q)




(3, P)
(8, p)
(8, 9)

p = malloc(l);

if(...) {

q = malloc(2);

Non-Exact Cover

|: p = malloc(1)

|: p = malloc(1)

|

3:q = malloc(2)

3:q = malloc(2)

8: ...

8: .../l useq

Double free!

22



Applying Generated Patches

p = malloc(1);

| p = malloc(l); I

2 if(...) { 2 if(...) {

3 q = malloc(2); 3 q = malloc(2);
4 4 free(p); // +

> } Apply the patch (3,p),(8,q) 5 }

6 else 6 else

/7 9=p; /7 9=p;

8 .../l useq 8 .../luseq

9 free(p); 9

10 free(q); 10 free(q); // -

23



Hurdle |: Unbounded Traces

p = malloc(l);

if(...) {
q = malloc(2);

-

|: p = malloc(1)

=\

|

\_

3:q = malloc(2)
8: .../l useq

J

KI:p = maIIoc(I)\
/ qip

8: .../l useq
N 2

Unbounded number of object traces

a )
3:q = malloc(2)
8: .../l useq

N 2

24



Hurdle 2: Finding Exact Cover

p = malloc(l);

if(...) {
q = malloc(2);

a )
3:q = malloc(2)
8: .../l useq

N 2

KI:p = maIIoc(I)\ KI: p = maIIoc(I)\
3:q = malloc(2) 7: q=p
8: .../l useq 8: .../l useq
N 2N 2
Unbounded number of object traces
3.p) | @
&p) | @ @
8 9) LK

Well-known NP-complete problem

25



MemFix Algorithm

Approx. by

Static Analysis MaxSAT Encoding

p = maIIOC(|), b = malloc(l)’

I I

2 if(...) { 2 if(...) {

3 q= malloc(2); | V 3 q=malloc(2);
4 4 f I+
) G.p) [@ gy P

6 else cr @ @ 6 else

7 q=p; (8,9) @ e 7 q=p;

8 .../luseq 8 .../l useq

9 free(p); 9

10 free(q); 10 free(q);// -

“Approximated”

Exact Cover Problem Patched Program

Buggy Program

26



Static Analysis
by Abstract Interpretation

Abstract Domain D : C — S

<AllocSite, Must, MustNot, Patch, PatchNot> € S

while(...) { A

p = malloc(1); e Use-after-free
} .../l 'use p e Double-free
I/ use p ® Uncertain

Infinite number of object traces
e 2-53-1-5

o 2-3-1-2-3-1-5

o 2-3-1-2-3-1-2-3->1-5




Static Analysis
by Abstract Interpretation

Abstract Domain D : C — S

<AllocSite, Must, MustNot, Patch, PatchNot> € S

\

1 while(...) {
2 p = malloc(l); o Use-after-free
i ) ... /l'use p ® Double-free
5 .../[usep ® Uncertain
AllocSite Must MustNot Patch PatchNot
2 p {} (3, P)
2 {} > (1, p)

28
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Experiments

Repo. ML DF UAF Total
Fix/#Pgm. Fix/#Pgm. Fix/#Pgm. | Fix/#Pgm.

Binutils 4/10 1/5 2/5 7/20 (35%)
Git 1/10 1/4 2/6 4/20 (20%)
OpenSSH 6/10 5/7 1/3 | 12/20 (60%)
OpenSSL 5/10 3/5 1/5 9/20 (45%)
Tmux 5/10 0/3 0/7 5/20 (25%)
Total 21/50 (42%) | 10/24 (42%) | 6/26 (23%) | 37/100 (37%)

ICSE’ |5
V
MemFIx LeakFix
Programs LoC #Al | #Ins. sec #Ins. sec
yes 553 1 1 <1.0 X <10
users 577 1 1 <1.0 X <1.0
unexpand 707 1 1 <1.0 X <1.0
tee 779 1 1 <1.0 1 <1.0
mktemp 794 4 X 1.3 X <1.0
tsort 920 3 X 1.4 X <10
paste 982 3 3 24 A/3 <10
date 1,054 1 1 3.5 X <1.0
cut 1,056 1 X 2.0 X <1.0
nl 1,063 4 4 4.0 X <1.0
pinky 1,120 3 4 52 X <10
cat 1,209 3 X 9.3 X <1.0
In 1,258 2 X 5.2 X <1.0
printf 1,288 1 1 3.0 X <1.0
stdbuf 1,605 3 3 1.3 X <1.0
wWC 1,669 1 1 7.3 A2 < 1.0
shred 1,822 5 X 311 X <1.0
cp 1,926 8 X 430.7 X <1.0
install 2,076 1 X 13.4 X <10
who 2,156 8 X 36.8 X <1.0
tr 2,304 10 X 20.0 X <1.0
expr 2,378 9 X 130 X <1.0
stat 2,439 10 6 130.3 X <1.0
dd 3,475 2 X 52.2 X <1.0

29
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e SAVER (Scalable, Automatic, and Verified Error Repair)
e Scalability: =82t 2i¢l ZEO M 7S
e Verifiability: ZfX[|2| QMM HE
e Repairability: B 60% O[4 TiX| d=3

o« MXN/FSA 27 EIX| E3(e.g., Infer, Valgrind)2t 4=

buggy 7 |_ Ll . error

correct
“% ™ [Valgrind| = "P°" >
algrin

code

30



Application to Intelligent Tutoring System

=

CodeOnWeb

let rec diff :
= fun (e, x) ->
match e with
| Const n -> Const @
| Var a => if (a <> x) then Const @ else Const 1
| Power (a, n) -> if (a <> x) then Const @ else Times [Const n; Power (a, n-1)]
| Times 1 ->

aexp * string -> aexp

begin
match 1 with
| [] -> Const ©
| hd::tl -> Sum [Times ((diff (hd, x))::tl); Times [hd; diff (Times tl, x)1]
end
| Sum 1 -> Sum (List.map (fun e -> diff (e,x)) 1)

type aexp =
|CONST of int

VAR of string

POWER of string  int

TIMES of aexp list

SUM of aexp list

type env = (string * int * int) list

let diff : aexp * string -> aexp
= fun (aexp, x) ->

let rec deployEnv :
= fun env flag >
match env with

env -> int -> aexp list

| hd::tl ->
(
match hd with
1(x, ¢, p) >
if (flag = 0 8& c = @) then deployEnv tl flag
else if (x = "const" && flag = 1 & c = 1) then deployEnv tl flag
else if (p = @) then (CONST c)::(deployEnv tl flag)
else if (c =1 8& p = 1) then (VAR x)::(deployEnv t1 flag)
else if (p = 1) then TIMES[CONST c; VAR xJ::(deployEnv t1 flag)
else if (c = 1) then POWER(x, p)::(deployEnv tl flag)
else TIMES [CONST c; POWER(x, p)l::(deployEnv tl flag)
)
| 01->10

in

let rec updateEnv :
= fun elem env flag ->

(string * int % int) -> env -> int -> env

match env with
| (hd::tl) ->
(
match hd with
I (x, ¢, p) —>
¢

match elem with
[(x2, c2, p2) ->
if (flag = @) then
if (x = x2 8& p = p2) then (x, (c + c2), p)::tl
else hd::(updateEnv elem t1 flag)
else
if (x = x2) then (x, (c*c2), (p + p2))::tl
else hd::(updateEnv elem t1 flag)
)
)
| 1 -> elem::[]

in

let rec doDiff : aexp * string -> aexp
= fun (aexp, x) —>
match aexp with
| CONST _ -> CONST 0
| VAR v ->
if (x = v) then CONST 1
else CONST @
| POWER (v, p) ->
if (p = @) then CONST @
else if (x = v) then TIMES ((CONST p)::POWER (v, p-1)::[1)
else CONST @
| TIMES lst ->
(
match st with

match (hd, diff_hd, t1, diff_tl) with
(CONST p, CONST s, [CONST rJ, CONST q) -> CONST (pxq + rxs)
(CONST p, _, _, CONST q) ->
if (diff_hd = CONST @ || t1 = [CONST @1) then CONST (p*q)
else SUM [CONST(p*q); TIMES(diff_hd::t1)]
(_, CONST s, [CONST rl, ) ->
if (hd = CONST @ || diff_tl1 = CONST @) then CONST (rs)
else SUM [TIMES [hd; diff_t1]; CONST(rxs)]
| - ->
if (hd = CONST 0 || diff_tl = CONST @) then TIMES(diff_hd::tl)

else if (tl = [CONST @] || diff_hd = CONST @) then TIMES [hd; diff_t1]

else SUM [TIMES [hd; diff_t1]; TIMES (diff_hd::t1)]
)
| [1 -> CONST @

| SUM st -> SUM(List.map (fun aexp -> doDiff(aexp, x)) lst)

in

let rec simplify :

aexp -> env -> int -> aexp list

= fun aexp env flag >

match aexp with
| SUM 1st ->

(

match lst with
| (CONST c)::tl -> simplify (SUM t1) (updateEnv ("const", c, @) env @) 0
| (VAR x)::tl -> simplify (SUM t1) (updateEnv (x, 1, 1) env 0) @
| (POWER (x, p))::tl -> simplify (SUM t1) (updateEnv (x, 1, p) env @) @
| (SUM 1st)::tl -> simplify (SUM (List.append st t1)) env @
| (TIMES 1st)::tl ->
(
let 1 = simplify (TIMES 1st) [11 in
match 1 with
| hi:t =>
if (t = [1) then List.append 1 (simplify (SUM t1) env 0)
else List.append (TIMES 1::[1) (simplify (SUM t1) env @)

1 ->10
)
| [1 -> deployEnv env 0
)
| TIMES 1st ->
(

match 1st with

| (CONST ¢)::tl -> simplify (TIMES t1) (updateEnv ("const”, c, @) env 1) 1
| (VAR x)::tl -> simplify (TIMES t1) (updateEnv (x, 1, 1) env 1) 1

| (POWER (x, p))::tl -> simplify (TIMES tl) (updateEnv (x, 1, p) env 1) 1
| (SUM 1st)::tl —>

let 1 = simplify (SUM 1st) [] @ in
match 1 with
| h:
if (t = [1) then List.append 1 (simplify (TIMES tl) env 1)
else List.append (SUM 1::[1) (simplify (TIMES t1) env 1)
| [1->[1 (* Feedback : Replace [1 by ((Sum lst) t1) *)
)
| (TIMES 1st)::tl -> simplify (TIMES (List.append lst t1)) env 1
| [ -> deployEnv env 1

let result = doDiff (aexp, x) in

match result with

| SUM _ -> SUM (simplify result [] @)

| TIMES _ -> TIMES (simplify result [] 1)
| _ -> result
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type aexp =

(
C d O W b ICONST of int match (hd, diff_hd, t1, diff_tl) with
O e n e VAR of string

(CONST p, CONST s, [CONST r], CONST q) -> CONST (p*q + r¥s)
POWER of string * int (CONST p, _, CONST @) ->
TIMES of aexp list if (diff_hd = CONST @ || t1 = [CONST @]) then CONST (p*q)
SUM of aexp list else SUM [CONST(pxq); TIMES(diff_hd::t1)]
(=, CONST s, [CONST rl, ) ->
if (hd = CONST @ || diff_tl = CONST @) then CONST (r*s)
else SUM [TIMES [hd; diff_t1]; CONST(rxs)]
| _ -
if (hd = CONST @ || diff_tl = CONST @) then TIMES(diff_hd::tl)
else if (tl = [CONST @] || diff_hd = CONST @) then TIMES [hd; diff_t1]
else SUM [TIMES [hd; diff_t1]; TIMES (diff_hd::t1)]

type env = (string * int * int) list

let diff : aexp * string -> aexp
= fun (aexp, x) ->

let rec deployEnv : env -> int -> aexp list

= fun env flag > y

match env with | [J -> CONST @

| hd::tl ->
( | SUM 1st -> SUM(List.map (fun aexp -> doDiff(aexp, X)) lst)
match hd with in
- 1(x, ¢, p) >
F M L - [ if (flag = 0 8& c = @) then deployEnv tl flag let rec simplify : aexp -> env -> int -> aexp list
i1XML-aenerate eedbac um LS e 7 e o+ B <1 hn sl Sl £ s v o3
g u L else if (p = @) then (CONST c)::(deployEnv t1 flag) match aexp with

else if (c =188 p = 1) then (VAR x)::(deployEnv tl flag) | SUM 1st ->
else if (p = 1) then TIMES[CONST c; VAR xJ::(deployEnv tl flag) 1q

if (c = 1) then POWER(x, p)::(deployEnv tl flag)
S [CONST c; POWER(x, p)]::(deployEnv t1 flag)

match lst with

| (CONST ¢)::tl -> simplify (SUM t1) (updateEnv ("const”, c, 0) env 0) @
| (VAR x)::tl -> simplify (SUM t1) (updateEnv (x, 1, 1) env 0) @

| (POWER (x, p))::tl -> simplify (SUM t1) (updateEnv (x, 1, p) env @) @
|

|

(SUM 1st)::tl -> simplify (SUM (List.append st t1)) env @
(TIMES 1st)::tl ->
v -> int -> env (

let rec diff : aexp * string -> aexp oo
= .Fun (e ) X) _> (string * int * int)

= fun elem env flag ->
match e Wlth match env with

| (hd::tl) ->
(

Const n -> Const @ match hd with

I (x, ¢, p) —>
¢

let rec updateEnv :

let 1 = simplify (TIMES 1st) [1 1 in
match 1 with
->

if (t = [1) then List.append 1 (simplify (SUM t1) env @)
1P BT Mpend (TIMES 1::[1) (simplify (SUM t1) env 0)
0

I

| Var a => if (a <> x) then Const @ else Const 1 T ooy 1 e o
I

I

1(x2, c2, p2) > )
if (flag = @) then | TIMES 1st ->

Power (a, n) -> if (a <> x) then Const @ else Times [Const n; Power (a, n-1)] e oty o w1 gy ‘

else hd::(updateEnv elem tl flag) match 1st with

else | (CONST ¢)::tl -> simplify (TIMES tl) (updateEnv ("const”, c, @) env 1) 1
Times 1 -> if (x = x2) then (x, (cxc2), (p + p2))::tl | (VAR x)::tl -> simplify (TIMES t1) (updateEnv (x, 1, 1) env 1) 1
else hd::(updateEnv elem t1 flag) | (POWER (x, p))::tl -> simplify (TIMES t1) (updateEnv (x, 1, p) env 1) 1

! ) | (SUM 1st)::tl ->
begin )

| 1 -> elem::[] let 1 = simplify (SUM 1st) [] @ in

in match 1 with
match 1 with

| hit ->
if (t = [1) then List.append 1 (simplify (TIMES tl) env 1)

= fun (aexp, x) -> else List.append (SUM 1::[1) (simplify (TIMES tl) env 1)
| [] -> Const ©

match aexp with | [1->[1 (* Feedback : Replace [1 by ((Sum lst) :: tl) *)
| CONST _ -> CONST 0 )

| hd::tl -> Sum [Times ((diff (hd, x))::tl); Times [hd; diff (Times t1, x)1] e g 6

| [1 -> deployEnv env 1
else CONST @

| POWER (v, p) —> in
end

if (p = @) then CONST 0
else if (x = v) then TIMES ((CONST p)::POWER (v, p-1)::[]) let result = doDiff (aexp, x) in
. . else CONST @ match result with
| Sum 1 -> Sum (I.lSt.map (-Fun e -> dl-F-F (e X)) 1) | TIMES lst -> | SUM _ -> SUM (simplify result [] @)
’ ¢ | TIMES _ -> TIMES (simplify result [] 1)
match 1st with | _ -> result
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let rec doDiff : aexp * string —> aexp
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Summary

e Technology for automatic software repair
e MemFix focuses on memory deallocation errors

e Very exciting and new research area!

Buggy Program Exact Cover Problem

10 free(q);// -

Patched Program
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10 free(q); |o free(q);// -
Buggy Program Exact Cover Problem Patched Program
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