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소프트웨어 오류 문제
• 사회 각 영역에서 더욱 심각해지고 있는 소프트웨어 오류 문제
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연구 방향
• Q) 어떻게 안전한 소프트웨어를 손쉽게 만들것인가?


• A) 소프트웨어 자동 분석, 패치, 합성 기술
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Today: “자동 디버깅”, “자동 패치” 기술



왜 필요한가?

• 소프트웨어 개발에서 디버깅은 전체 시간의 절반을 차지

• 상용 소프트웨어 오류 수정에 평균 200일 소요
1)

• 오류/취약점은 해마다 증가 개수: e.g., CVE 등록수 4,000(’10년), 6,000(‘15년)

• 다른 개발 단계에 비해 자동화된 도구 지원이 가장 적음

• cf) 소프트웨어 오류 탐지 분야는 지난 30여년간 눈부신 발전

• 개발자에 전적으로 의존할수 밖에 없지만 가장 어렵고 부담스러운 단계
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1) Kim and Whitehead. How long did it take to fix bugs? MSR 2006



in = malloc(1); 
out = malloc(1); 
... // use in, out 
free(out); 
free(in); 

in = malloc(2); 
if (in == NULL) { 

  goto err; 
} 

out = malloc(2); 
if (out == NULL) { 
  free(in); 

  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;

실제 사례  
(Linux Kernel)
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free(out); 
free(in); 

in = malloc(2); 
if (in == NULL) { 

  goto err; 
} 

out = malloc(2); 
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  free(in); 

  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;
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double-free



in = malloc(1); 
out = malloc(1); 
... // use in, out 
free(out); 
free(in); 

in = malloc(2); 
if (in == NULL) { 
  out = NULL; 
  goto err; 
} 

out = malloc(2); 
if (out == NULL) { 
  free(in); 
  in = NULL; 
  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;

실제 사례  
(Linux Kernel)
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in = malloc(1); 
out = malloc(1); 
... // use in, out 
free(out); 
free(in); 

in = malloc(2); 
if (in == NULL) { 
  out = NULL; 
  goto err; 
} 

out = malloc(2); 
if (out == NULL) { 
  free(in); 
  in = NULL; 
  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;

수동 디버깅의 문제 1: 
오류가 사라졌는지 확신하기 어려움

실제 사례  
(Linux Kernel)
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in = malloc(1); 
out = malloc(1); 
... // use in, out 
// removed 
free(in); 

in = malloc(2); 
if (in == NULL) { 
  out = NULL; 
  goto err; 
} 
free(out); 
out = malloc(2); 
if (out == NULL) { 
  free(in); 
  in = NULL; 
  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;

실제 사례  
(Linux Kernel)
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in = malloc(1); 
out = malloc(1); 
... // use in, out 
// removed 
free(in); 

in = malloc(2); 
if (in == NULL) { 
  out = NULL; 
  goto err; 
} 
free(out); 
out = malloc(2); 
if (out == NULL) { 
  free(in); 
  in = NULL; 
  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;

memory leak

수동 디버깅의 문제 2: 
고치는 과정에서 새로운 오류가 발생

실제 사례  
(Linux Kernel)
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in = malloc(1); 
out = malloc(1); 
... // use in, out 
free(out); 
free(in); 
out = NULL; 
in = malloc(2); 
if (in == NULL) { 
  out = NULL; 
  goto err; 
} 
// removed 
out = malloc(2); 
if (out == NULL) { 
  free(in); 
  in = NULL; 
  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;

실제 사례  
(Linux Kernel)
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in = malloc(1); 
out = malloc(1); 
... // use in, out 
free(out); 
free(in); 
out = NULL; 
in = malloc(2); 
if (in == NULL) { 
  out = NULL; 
  goto err; 
} 
// removed 
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if (out == NULL) { 
  free(in); 
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  goto err; 
} 
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  free(out); 
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실제 사례  
(Linux Kernel)
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수동 디버깅의 문제 3: 수정된 코드가 복잡
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in = malloc(2); 
if (in == NULL) { 

  goto err; 
} 
free(out); 
out = malloc(2); 
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  // removed 

  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;

in = malloc(1); 
out = malloc(1); 
... // use in, out 
free(out); 
free(in); 

in = malloc(2); 
if (in == NULL) { 

  goto err; 
} 

out = malloc(2); 
if (out == NULL) { 
  free(in); 

  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;

패치 자동 생성

메모리 오류 자동 수정기
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수동 디버깅의 문제 해결:
1. 대상 오류가 반드시 제거됨
2. 새로운 오류가 발생하지 않음
3. 간결한 패치 (최소한의 변경)
=> 수학적 보장.  
     추가적인 리뷰 불필요.



메모리 해제 오류

• 메모리 관리를 수동으로 해야하는 언어(e.g., C/C++) 발생

• Memory-leak (CWE-401): 메모리를 너무 늦게 해제

• Use-after-free (CWE-416): 메모리를 너무 빨리 해제

• Double-free (CWE-415): 메모리를 여러번 해제
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p = malloc(1); 
... 
return;

Memory-Leak

p = malloc(1); 
... 
free(p); 
... 
free(p);

Double-Free

p = malloc(1); 
... 
free(p); 
...  
use(p);

Use-After-Free



메모리 해제 오류

• C/C++ 프로그램에서 가장 골칫거리중 하나
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Automated Fixing of Memory Management Errors for C
Anonymous Author(s)

Table 1: Memory management errors are one of the most
common errors in C programs. For each open-source repos-
itory, it shows the number of total commits (#commits) and
the numbers of commits that mention memory leak (ML),
double-free (DF), use-after-free (UAF), and bu�er/integer-
over�ow (OF) errors. ‘Total’ indicates the total number of
memory manangement errors.

Repository #commits ML DF UAF Total *-over�ow
linux 721,119 3,740 821 1,986 6,363 5,092
openssl 21,009 220 36 12 264 61
numpy 17,008 58 2 2 59 53
php 105,613 1,129 148 197 1,449 649
git 49,475 350 19 95 442 258

ABSTRACT
CCS CONCEPTS
• Computer systems organization→ Embedded systems; Re-
dundancy; Robotics; • Networks→ Network reliability;

KEYWORDS
ACM proceedings, LATEX, text tagging

ACM Reference Format:
Anonymous Author(s). 2017. Automated Fixing of Memory Management
Errors for C. In Proceedings of 11th Joint Meeting of the European Software
Engineering Conference and the ACM SIGSOFT Symposium on the Foundations
of Software Engineering (ESEC/FSE 2017). ACM, New York, NY, USA, 3 pages.
https://doi.org/10.1145/nnnnnnn.nnnnnnn

1 INTRODUCTION
Memory-management errors (i.e., memory-leak, double-free, and
use-after-free) are prevalent in C programs. Because the C language
entrusts memory management to developers, all unused objects
must be manually identi�ed and deallocated. This manual approach
to memory management likely leads to three types of errors: a
programmer may not deallocate an object (memory-leak), may
deallocate an object multiple times (double-free), or may deallocate
an object too early even before it is used (use-after-free). These
errors are commonly-found in modern C programs. For example,
Table 1 shows that memory-leak, double-free, and use-after-free
are more common than bu�er/integer-over�ow errors in a number
of popular open-source software projects.

Permission to make digital or hard copies of part or all of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for pro�t or commercial advantage and that copies bear this notice and the full citation
on the �rst page. Copyrights for third-party components of this work must be honored.
For all other uses, contact the owner/author(s).
ESEC/FSE 2017, 4–8 September, 2017, Paderborn, Germany
© 2017 Copyright held by the owner/author(s).
ACM ISBN 978-x-xxxx-xxxx-x/YY/MM.
https://doi.org/10.1145/nnnnnnn.nnnnnnn

Manually �xing memory-management errors is error-prone and
time-consuming even for experienced developers.

• 소프트웨어 결함의 주요 원인이지만 정확한 수정이 까다로움



MemFix

• Automatically repairs deallocation errors

• memory-leak, double-free and use-after-free 

• Key features

• sound: generated patch is guaranteed to be correct

• safe: no new errors are introduced

• Approach: Static Analysis + Exact Cover Problem 
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FSE’18



Key Insight
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Find a set of free-statements

  1    out = malloc(1);
  2    in = malloc(1);
  3    … // use in, out
  4    free(out);
  5    free(in);
  6
  7    in = malloc(2);
  8    if(in == NULL) {
  9
10        goto err;
11    }
12
13    out = malloc(2);
14    if(out == NULL) {
15        free(in);
16
17        goto err;
18    }
19    … // use in, out
20 err:
21    free(in);
22    free(out);

  1    out = malloc(1);
  2    in = malloc(1);
  3    … // use in, out
  4    // -
  5    free(in); 
  6   
  7    in = malloc(2);
  8    if(in == NULL) {
  9
10        goto err;
11    }
12    free(out); // +
13    out = malloc(2);
14    if(out == NULL) {
15        // -
16       
17        goto err;
18    }
19    … // use in, out
20 err:
21    free(in);
22    free(out);

⌘<latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="bMaxh7dBbXwk9BWfrXPwPMuvvH0=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquFz0WvXisYD+gLSWbzrax2WRNsoWy9D948aCIV/+PN/+NabsHbX0h8PDODJl5w0RwY33/21tb39jc2i7sFHf39g8OS0fHDaNSzbDOlFC6FVKDgkusW24FthKNNA4FNsPR7azeHKM2XMkHO0mwG9OB5BFn1Dqr0cGnlI97pbJf8eciqxDkUIZctV7pq9NXLI1RWiaoMe3AT2w3o9pyJnBa7KQGE8pGdIBth5LGaLrZfNspOXdOn0RKuyctmbu/JzIaGzOJQ9cZUzs0y7WZ+V+tndrouptxmaQWJVt8FKWCWEVmp5M+18ismDigTHO3K2FDqimzLqCiCyFYPnkVGpeVwPG9X67e5HEU4BTO4AICuIIq3EEN6sDgEZ7hFd485b14797HonXNy2dO4I+8zx/A/Y84</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit>

Solve an Exact Cover Problem
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 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9   free(p);
10  free(q);

⌘<latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="bMaxh7dBbXwk9BWfrXPwPMuvvH0=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquFz0WvXisYD+gLSWbzrax2WRNsoWy9D948aCIV/+PN/+NabsHbX0h8PDODJl5w0RwY33/21tb39jc2i7sFHf39g8OS0fHDaNSzbDOlFC6FVKDgkusW24FthKNNA4FNsPR7azeHKM2XMkHO0mwG9OB5BFn1Dqr0cGnlI97pbJf8eciqxDkUIZctV7pq9NXLI1RWiaoMe3AT2w3o9pyJnBa7KQGE8pGdIBth5LGaLrZfNspOXdOn0RKuyctmbu/JzIaGzOJQ9cZUzs0y7WZ+V+tndrouptxmaQWJVt8FKWCWEVmp5M+18ismDigTHO3K2FDqimzLqCiCyFYPnkVGpeVwPG9X67e5HEU4BTO4AICuIIq3EEN6sDgEZ7hFd485b14797HonXNy2dO4I+8zx/A/Y84</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit>
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 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9   free(p);
10  free(q);

1: p = malloc(1)

8:  … // use q

3: q = malloc(2)

1: p = malloc(1)

8:  … // use q

7:     q = p

8:  … // use q

3: q = malloc(2)
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 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9   free(p);
10  free(q);

1: p = malloc(1)

8:  … // use q

3: q = malloc(2)

1: p = malloc(1)

8:  … // use q

7:     q = p

8:  … // use q

3: q = malloc(2)

Object traces

(3, p)
(8, p)
(8, q)
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free(p)

free(p)

free(p)

free(p)

free(p)
free(q)

free(p)
free(q)

free(q)

free(q)



 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9   free(p);
10  free(q);

1: p = malloc(1)

8:  … // use q

3: q = malloc(2)

1: p = malloc(1)

8:  … // use q

7:     q = p

8:  … // use q

3: q = malloc(2)

Object traces

(3, p)
(8, p)
(8, q)

⌘<latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="bMaxh7dBbXwk9BWfrXPwPMuvvH0=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquFz0WvXisYD+gLSWbzrax2WRNsoWy9D948aCIV/+PN/+NabsHbX0h8PDODJl5w0RwY33/21tb39jc2i7sFHf39g8OS0fHDaNSzbDOlFC6FVKDgkusW24FthKNNA4FNsPR7azeHKM2XMkHO0mwG9OB5BFn1Dqr0cGnlI97pbJf8eciqxDkUIZctV7pq9NXLI1RWiaoMe3AT2w3o9pyJnBa7KQGE8pGdIBth5LGaLrZfNspOXdOn0RKuyctmbu/JzIaGzOJQ9cZUzs0y7WZ+V+tndrouptxmaQWJVt8FKWCWEVmp5M+18ismDigTHO3K2FDqimzLqCiCyFYPnkVGpeVwPG9X67e5HEU4BTO4AICuIIq3EEN6sDgEZ7hFd485b14797HonXNy2dO4I+8zx/A/Y84</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit>
free(p)

free(p)

free(p)

free(p)

free(p)
free(q)

free(p)
free(q)

free(q)

free(q)

Find Safe Patches for Each Trace
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 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9   free(p);
10  free(q);

1: p = malloc(1)

8:  … // use q

3: q = malloc(2)

1: p = malloc(1)

8:  … // use q

7:     q = p

8:  … // use q

3: q = malloc(2)

Object traces

(3, p)
(8, p)
(8, q)

⌘<latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="bMaxh7dBbXwk9BWfrXPwPMuvvH0=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquFz0WvXisYD+gLSWbzrax2WRNsoWy9D948aCIV/+PN/+NabsHbX0h8PDODJl5w0RwY33/21tb39jc2i7sFHf39g8OS0fHDaNSzbDOlFC6FVKDgkusW24FthKNNA4FNsPR7azeHKM2XMkHO0mwG9OB5BFn1Dqr0cGnlI97pbJf8eciqxDkUIZctV7pq9NXLI1RWiaoMe3AT2w3o9pyJnBa7KQGE8pGdIBth5LGaLrZfNspOXdOn0RKuyctmbu/JzIaGzOJQ9cZUzs0y7WZ+V+tndrouptxmaQWJVt8FKWCWEVmp5M+18ismDigTHO3K2FDqimzLqCiCyFYPnkVGpeVwPG9X67e5HEU4BTO4AICuIIq3EEN6sDgEZ7hFd485b14797HonXNy2dO4I+8zx/A/Y84</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit>
free(p)

free(p)

free(p)

free(p)

free(p)
free(q)

free(p)
free(q)

free(q)

free(q)
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 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9   free(p);
10  free(q);

1: p = malloc(1)

8:  … // use q

3: q = malloc(2)

1: p = malloc(1)

8:  … // use q

7:     q = p

8:  … // use q

3: q = malloc(2)

Object traces

(3, p)
(8, p)
(8, q)

⌘<latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="bMaxh7dBbXwk9BWfrXPwPMuvvH0=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquFz0WvXisYD+gLSWbzrax2WRNsoWy9D948aCIV/+PN/+NabsHbX0h8PDODJl5w0RwY33/21tb39jc2i7sFHf39g8OS0fHDaNSzbDOlFC6FVKDgkusW24FthKNNA4FNsPR7azeHKM2XMkHO0mwG9OB5BFn1Dqr0cGnlI97pbJf8eciqxDkUIZctV7pq9NXLI1RWiaoMe3AT2w3o9pyJnBa7KQGE8pGdIBth5LGaLrZfNspOXdOn0RKuyctmbu/JzIaGzOJQ9cZUzs0y7WZ+V+tndrouptxmaQWJVt8FKWCWEVmp5M+18ismDigTHO3K2FDqimzLqCiCyFYPnkVGpeVwPG9X67e5HEU4BTO4AICuIIq3EEN6sDgEZ7hFd485b14797HonXNy2dO4I+8zx/A/Y84</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit>

free(p)

free(p) free(p)
free(q)

free(q)
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 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9   free(p);
10  free(q);

1: p = malloc(1)

8:  … // use q

3: q = malloc(2)

1: p = malloc(1)

8:  … // use q

7:     q = p

8:  … // use q

3: q = malloc(2)

Object traces

(3, p)
(8, p)
(8, q)

⌘<latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="bMaxh7dBbXwk9BWfrXPwPMuvvH0=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquFz0WvXisYD+gLSWbzrax2WRNsoWy9D948aCIV/+PN/+NabsHbX0h8PDODJl5w0RwY33/21tb39jc2i7sFHf39g8OS0fHDaNSzbDOlFC6FVKDgkusW24FthKNNA4FNsPR7azeHKM2XMkHO0mwG9OB5BFn1Dqr0cGnlI97pbJf8eciqxDkUIZctV7pq9NXLI1RWiaoMe3AT2w3o9pyJnBa7KQGE8pGdIBth5LGaLrZfNspOXdOn0RKuyctmbu/JzIaGzOJQ9cZUzs0y7WZ+V+tndrouptxmaQWJVt8FKWCWEVmp5M+18ismDigTHO3K2FDqimzLqCiCyFYPnkVGpeVwPG9X67e5HEU4BTO4AICuIIq3EEN6sDgEZ7hFd485b14797HonXNy2dO4I+8zx/A/Y84</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit>

free(p)

free(p) free(p)
free(q)

free(q)

Find Safe Patches for Each Trace
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 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9   free(p);
10  free(q);

1: p = malloc(1)

8:  … // use q

3: q = malloc(2)

1: p = malloc(1)

8:  … // use q

7:     q = p

8:  … // use q

3: q = malloc(2)

Exact Cover!

(3, p)
(8, p)
(8, q)

⌘<latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="bMaxh7dBbXwk9BWfrXPwPMuvvH0=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquFz0WvXisYD+gLSWbzrax2WRNsoWy9D948aCIV/+PN/+NabsHbX0h8PDODJl5w0RwY33/21tb39jc2i7sFHf39g8OS0fHDaNSzbDOlFC6FVKDgkusW24FthKNNA4FNsPR7azeHKM2XMkHO0mwG9OB5BFn1Dqr0cGnlI97pbJf8eciqxDkUIZctV7pq9NXLI1RWiaoMe3AT2w3o9pyJnBa7KQGE8pGdIBth5LGaLrZfNspOXdOn0RKuyctmbu/JzIaGzOJQ9cZUzs0y7WZ+V+tndrouptxmaQWJVt8FKWCWEVmp5M+18ismDigTHO3K2FDqimzLqCiCyFYPnkVGpeVwPG9X67e5HEU4BTO4AICuIIq3EEN6sDgEZ7hFd485b14797HonXNy2dO4I+8zx/A/Y84</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit>

free(p)

free(p) free(p)
free(q)

free(q)

Find Safe Patches for Each Trace
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 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9   free(p);
10  free(q);

1: p = malloc(1)

8:  … // use q

3: q = malloc(2)

1: p = malloc(1)

8:  … // use q

7:     q = p

8:  … // use q

3: q = malloc(2)

Double free!

(3, p)
(8, p)
(8, q)

⌘<latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="dMII4dHnspB2EDKeUQH4VGoOZrs=">AAAB4nicbZDNSgMxFIXv1L9aq1a3boJFcFVm3OhScOOygtMW2qFk0jttbCYZk0yhDH0HNy4U8aHc+TamPwttPRD4OCch9544E9xY3//2SlvbO7t75f3KQfXw6Lh2Um0ZlWuGIVNC6U5MDQouMbTcCuxkGmkaC2zH47t53p6gNlzJRzvNMErpUPKEM2qd1erhc84n/Vrdb/gLkU0IVlCHlZr92ldvoFieorRMUGO6gZ/ZqKDaciZwVunlBjPKxnSIXYeSpmiiYjHtjFw4Z0ASpd2Rlizc3y8KmhozTWN3M6V2ZNazuflf1s1tchMVXGa5RcmWHyW5IFaR+epkwDUyK6YOKNPczUrYiGrKrCuo4koI1lfehNZVI3D84EMZzuAcLiGAa7iFe2hCCAye4AXe4N1T3qv3sayr5K16O4U/8j5/AJW9jeQ=</latexit><latexit sha1_base64="bMaxh7dBbXwk9BWfrXPwPMuvvH0=">AAAB7XicbZBNSwMxEIZn/az1q+rRS7AInsquFz0WvXisYD+gLSWbzrax2WRNsoWy9D948aCIV/+PN/+NabsHbX0h8PDODJl5w0RwY33/21tb39jc2i7sFHf39g8OS0fHDaNSzbDOlFC6FVKDgkusW24FthKNNA4FNsPR7azeHKM2XMkHO0mwG9OB5BFn1Dqr0cGnlI97pbJf8eciqxDkUIZctV7pq9NXLI1RWiaoMe3AT2w3o9pyJnBa7KQGE8pGdIBth5LGaLrZfNspOXdOn0RKuyctmbu/JzIaGzOJQ9cZUzs0y7WZ+V+tndrouptxmaQWJVt8FKWCWEVmp5M+18ismDigTHO3K2FDqimzLqCiCyFYPnkVGpeVwPG9X67e5HEU4BTO4AICuIIq3EEN6sDgEZ7hFd485b14797HonXNy2dO4I+8zx/A/Y84</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit><latexit sha1_base64="VieLNOfaImwXivqQfaNGKFDWqYQ=">AAAB7XicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxgv2ANpTNdtKu3WTj7qZQQv+DFw+KePX/ePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKllqhg2mBRStQOqUfAYG4Ybge1EIY0Cga1gdDurt8aoNJfxg5kk6Ed0EPOQM2qs1eziU8rHvXLFrbpzkVXwcqhArnqv/NXtS5ZGGBsmqNYdz02Mn1FlOBM4LXVTjQllIzrAjsWYRqj9bL7tlJxZp09CqeyLDZm7vycyGmk9iQLbGVEz1Mu1mflfrZOa8NrPeJykBmO2+ChMBTGSzE4nfa6QGTGxQJnidlfChlRRZmxAJRuCt3zyKjQvqp7l+8tK7SaPowgncArn4MEV1OAO6tAABo/wDK/w5kjnxXl3PhatBSefOYY/cj5/AMI9jzw=</latexit>

free(p)

free(p) free(p)
free(q)

free(q)

Non-Exact Cover



Applying Generated Patches
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 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9   free(p);
10  free(q);

 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       free(p); // +
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9  
10  free(q); // -

Apply the patch (3, p), (8, q)



Hurdle 1: Unbounded Traces
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1: p = malloc(1)

8:  … // use q

3: q = malloc(2)

1: p = malloc(1)

8:  … // use q

7:     q = p

8:  … // use q

3: q = malloc(2)

Unbounded number of object traces

 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9   free(p);
10  free(q);
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1: p = malloc(1)

8:  … // use q

3: q = malloc(2)

1: p = malloc(1)

8:  … // use q

7:     q = p

8:  … // use q

3: q = malloc(2)

Unbounded number of object traces

(3, p)
(8, p)
(8, q)

Well-known NP-complete problem

 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9   free(p);
10  free(q);

Hurdle 2: Finding Exact Cover



MemFix Algorithm
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 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       free(p); // +
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9  
10  free(q); // -

Buggy Program
“Approximated” 

Exact Cover Problem Patched Program

Approx. by  
Static Analysis MaxSAT Encoding

 1   p = malloc(1);
 2   if(…) {
 3       q = malloc(2);
 4       
 5   }
 6   else 
 7       q = p;
 8   … // use q
 9   free(p);
10  free(q);

(3, p)
(8, p)
(8, q)



Static Analysis  
by Abstract Interpretation
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• Use-after-free

• Double-free

• Uncertain

Abstract Domain 

2 S
<latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="PgeVrLcFsbpRpcFfMeIm6Z+YcAg=">AAAB6nicbZC9TsMwFIVvyl8pBQori0WFxFQlLDAisTAWQdpKTagc12mtOk5k34CqqO/BwgBCPBAbb4PTdoCWK1n6dI6te3yiTAqDrvvtVDY2t7Z3qru1vfr+wWHjqN4xaa4Z91kqU92LqOFSKO6jQMl7meY0iSTvRpOb0u8+cW1Eqh5wmvEwoSMlYsEoWukxEIoECcVxFBX3s0Gj6bbc+ZB18JbQhOW0B42vYJiyPOEKmaTG9D03w7CgGgWTfFYLcsMzyiZ0xPsWFU24CYt56hk5s8qQxKm2RyGZq79fFDQxZppE9maZ0Kx6pfif188xvgoLobIcuWKLRXEuCaakrIAMheYM5dQCZVrYrISNqaYMbVE1W4K3+uV16Fy0PMt3LlThBE7hHDy4hGu4hTb4wEDDC7zBu/PsvDofi7oqzrK3Y/gzzucPFh+RDg==</latexit><latexit sha1_base64="PgeVrLcFsbpRpcFfMeIm6Z+YcAg=">AAAB6nicbZC9TsMwFIVvyl8pBQori0WFxFQlLDAisTAWQdpKTagc12mtOk5k34CqqO/BwgBCPBAbb4PTdoCWK1n6dI6te3yiTAqDrvvtVDY2t7Z3qru1vfr+wWHjqN4xaa4Z91kqU92LqOFSKO6jQMl7meY0iSTvRpOb0u8+cW1Eqh5wmvEwoSMlYsEoWukxEIoECcVxFBX3s0Gj6bbc+ZB18JbQhOW0B42vYJiyPOEKmaTG9D03w7CgGgWTfFYLcsMzyiZ0xPsWFU24CYt56hk5s8qQxKm2RyGZq79fFDQxZppE9maZ0Kx6pfif188xvgoLobIcuWKLRXEuCaakrIAMheYM5dQCZVrYrISNqaYMbVE1W4K3+uV16Fy0PMt3LlThBE7hHDy4hGu4hTb4wEDDC7zBu/PsvDofi7oqzrK3Y/gzzucPFh+RDg==</latexit><latexit sha1_base64="9JHqTecdbPjKY6HYDdx3DsAr9xU=">AAAB9XicbVC7TsMwFL3hWcqrwMhiUSExVQkLjBUsjEXQh9SGynGd1qrjRPYNqIr6HywMIMTKv7DxNzhtBmg5kqWjc+7VPT5BIoVB1/12VlbX1jc2S1vl7Z3dvf3KwWHLxKlmvMliGetOQA2XQvEmCpS8k2hOo0DydjC+zv32I9dGxOoeJwn3IzpUIhSMopUeekKRXkRxFATZ3bRfqbo1dwayTLyCVKFAo1/56g1ilkZcIZPUmK7nJuhnVKNgkk/LvdTwhLIxHfKupYpG3PjZLPWUnFplQMJY26eQzNTfGxmNjJlEgZ3ME5pFLxf/87ophpd+JlSSIldsfihMJcGY5BWQgdCcoZxYQpkWNithI6opQ1tU2ZbgLX55mbTOa57lt261flXUUYJjOIEz8OAC6nADDWgCAw3P8ApvzpPz4rw7H/PRFafYOYI/cD5/AGMVkmo=</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit>

D : C ! S
<latexit sha1_base64="Tf6BUKPpAaZLFLivk6SYAlSvvJA=">AAACDnicbZBLS8NAEMcn9VXrK+rRy2IpeCqJCIqnYj14rGgf0Iay2W7apZsHuxuhhHwCL34VLx4U8erZm9/GTRtFWwcWfvufGWbm70acSWVZn0ZhaXllda24XtrY3NreMXf3WjKMBaFNEvJQdFwsKWcBbSqmOO1EgmLf5bTtjutZvn1HhWRhcKsmEXV8PAyYxwhWWuqblZ6P1ch1k8v0HH1zPUU9Ff58b9K+Wbaq1jTQItg5lCGPRt/86A1CEvs0UIRjKbu2FSknwUIxwmla6sWSRpiM8ZB2NQbYp9JJpuekqKKVAfJCoV+g0FT93ZFgX8qJ7+rKbEM5n8vE/3LdWHlnTsKCKFY0ILNBXsyRvjXzBg2YoETxiQZMBNO7IjLCAhOlHSxpE+z5kxehdVy1NV+flGsXuR1FOIBDOAIbTqEGV9CAJhC4h0d4hhfjwXgyXo23WWnByHv24U8Y718Id5wW</latexit><latexit sha1_base64="Tf6BUKPpAaZLFLivk6SYAlSvvJA=">AAACDnicbZBLS8NAEMcn9VXrK+rRy2IpeCqJCIqnYj14rGgf0Iay2W7apZsHuxuhhHwCL34VLx4U8erZm9/GTRtFWwcWfvufGWbm70acSWVZn0ZhaXllda24XtrY3NreMXf3WjKMBaFNEvJQdFwsKWcBbSqmOO1EgmLf5bTtjutZvn1HhWRhcKsmEXV8PAyYxwhWWuqblZ6P1ch1k8v0HH1zPUU9Ff58b9K+Wbaq1jTQItg5lCGPRt/86A1CEvs0UIRjKbu2FSknwUIxwmla6sWSRpiM8ZB2NQbYp9JJpuekqKKVAfJCoV+g0FT93ZFgX8qJ7+rKbEM5n8vE/3LdWHlnTsKCKFY0ILNBXsyRvjXzBg2YoETxiQZMBNO7IjLCAhOlHSxpE+z5kxehdVy1NV+flGsXuR1FOIBDOAIbTqEGV9CAJhC4h0d4hhfjwXgyXo23WWnByHv24U8Y718Id5wW</latexit><latexit sha1_base64="Tf6BUKPpAaZLFLivk6SYAlSvvJA=">AAACDnicbZBLS8NAEMcn9VXrK+rRy2IpeCqJCIqnYj14rGgf0Iay2W7apZsHuxuhhHwCL34VLx4U8erZm9/GTRtFWwcWfvufGWbm70acSWVZn0ZhaXllda24XtrY3NreMXf3WjKMBaFNEvJQdFwsKWcBbSqmOO1EgmLf5bTtjutZvn1HhWRhcKsmEXV8PAyYxwhWWuqblZ6P1ch1k8v0HH1zPUU9Ff58b9K+Wbaq1jTQItg5lCGPRt/86A1CEvs0UIRjKbu2FSknwUIxwmla6sWSRpiM8ZB2NQbYp9JJpuekqKKVAfJCoV+g0FT93ZFgX8qJ7+rKbEM5n8vE/3LdWHlnTsKCKFY0ILNBXsyRvjXzBg2YoETxiQZMBNO7IjLCAhOlHSxpE+z5kxehdVy1NV+flGsXuR1FOIBDOAIbTqEGV9CAJhC4h0d4hhfjwXgyXo23WWnByHv24U8Y718Id5wW</latexit><latexit sha1_base64="Tf6BUKPpAaZLFLivk6SYAlSvvJA=">AAACDnicbZBLS8NAEMcn9VXrK+rRy2IpeCqJCIqnYj14rGgf0Iay2W7apZsHuxuhhHwCL34VLx4U8erZm9/GTRtFWwcWfvufGWbm70acSWVZn0ZhaXllda24XtrY3NreMXf3WjKMBaFNEvJQdFwsKWcBbSqmOO1EgmLf5bTtjutZvn1HhWRhcKsmEXV8PAyYxwhWWuqblZ6P1ch1k8v0HH1zPUU9Ff58b9K+Wbaq1jTQItg5lCGPRt/86A1CEvs0UIRjKbu2FSknwUIxwmla6sWSRpiM8ZB2NQbYp9JJpuekqKKVAfJCoV+g0FT93ZFgX8qJ7+rKbEM5n8vE/3LdWHlnTsKCKFY0ILNBXsyRvjXzBg2YoETxiQZMBNO7IjLCAhOlHSxpE+z5kxehdVy1NV+flGsXuR1FOIBDOAIbTqEGV9CAJhC4h0d4hhfjwXgyXo23WWnByHv24U8Y718Id5wW</latexit>

<AllocSite, Must, MustNot, Patch, PatchNot>

1   while(…) {
2       p = malloc(1);
3       … // use p
4   } 
5   … // use p

Infinite number of object traces
• 2→3→1→5 
• 2→3→1→2→3→1→5 
• 2→3→1→2→3→1→2→3→1→5 
• …
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• Use-after-free

• Double-free

• Uncertain

1   while(…) {
2       p = malloc(1);
3       … // use p
4   } 
5   … // use p

AllocSite Must MustNot Patch PatchNot

2 p {} (5, p) …

2 {} p (1, p) …

Static Analysis  
by Abstract Interpretation

Abstract Domain 

2 S
<latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="PgeVrLcFsbpRpcFfMeIm6Z+YcAg=">AAAB6nicbZC9TsMwFIVvyl8pBQori0WFxFQlLDAisTAWQdpKTagc12mtOk5k34CqqO/BwgBCPBAbb4PTdoCWK1n6dI6te3yiTAqDrvvtVDY2t7Z3qru1vfr+wWHjqN4xaa4Z91kqU92LqOFSKO6jQMl7meY0iSTvRpOb0u8+cW1Eqh5wmvEwoSMlYsEoWukxEIoECcVxFBX3s0Gj6bbc+ZB18JbQhOW0B42vYJiyPOEKmaTG9D03w7CgGgWTfFYLcsMzyiZ0xPsWFU24CYt56hk5s8qQxKm2RyGZq79fFDQxZppE9maZ0Kx6pfif188xvgoLobIcuWKLRXEuCaakrIAMheYM5dQCZVrYrISNqaYMbVE1W4K3+uV16Fy0PMt3LlThBE7hHDy4hGu4hTb4wEDDC7zBu/PsvDofi7oqzrK3Y/gzzucPFh+RDg==</latexit><latexit sha1_base64="PgeVrLcFsbpRpcFfMeIm6Z+YcAg=">AAAB6nicbZC9TsMwFIVvyl8pBQori0WFxFQlLDAisTAWQdpKTagc12mtOk5k34CqqO/BwgBCPBAbb4PTdoCWK1n6dI6te3yiTAqDrvvtVDY2t7Z3qru1vfr+wWHjqN4xaa4Z91kqU92LqOFSKO6jQMl7meY0iSTvRpOb0u8+cW1Eqh5wmvEwoSMlYsEoWukxEIoECcVxFBX3s0Gj6bbc+ZB18JbQhOW0B42vYJiyPOEKmaTG9D03w7CgGgWTfFYLcsMzyiZ0xPsWFU24CYt56hk5s8qQxKm2RyGZq79fFDQxZppE9maZ0Kx6pfif188xvgoLobIcuWKLRXEuCaakrIAMheYM5dQCZVrYrISNqaYMbVE1W4K3+uV16Fy0PMt3LlThBE7hHDy4hGu4hTb4wEDDC7zBu/PsvDofi7oqzrK3Y/gzzucPFh+RDg==</latexit><latexit sha1_base64="9JHqTecdbPjKY6HYDdx3DsAr9xU=">AAAB9XicbVC7TsMwFL3hWcqrwMhiUSExVQkLjBUsjEXQh9SGynGd1qrjRPYNqIr6HywMIMTKv7DxNzhtBmg5kqWjc+7VPT5BIoVB1/12VlbX1jc2S1vl7Z3dvf3KwWHLxKlmvMliGetOQA2XQvEmCpS8k2hOo0DydjC+zv32I9dGxOoeJwn3IzpUIhSMopUeekKRXkRxFATZ3bRfqbo1dwayTLyCVKFAo1/56g1ilkZcIZPUmK7nJuhnVKNgkk/LvdTwhLIxHfKupYpG3PjZLPWUnFplQMJY26eQzNTfGxmNjJlEgZ3ME5pFLxf/87ophpd+JlSSIldsfihMJcGY5BWQgdCcoZxYQpkWNithI6opQ1tU2ZbgLX55mbTOa57lt261flXUUYJjOIEz8OAC6nADDWgCAw3P8ApvzpPz4rw7H/PRFafYOYI/cD5/AGMVkmo=</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit><latexit sha1_base64="nXEz29anFO+wrn1W0f+i1d0OMtc=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIoMuiG5cV7QM6Y8mkmTY0yQxJRilD/8ONC0Xc+i/u/Bsz7Sy09UDgcM693JMTJpxp47rfTmlldW19o7xZ2dre2d2r7h+0dZwqQlsk5rHqhlhTziRtGWY47SaKYhFy2gnH17nfeaRKs1jem0lCA4GHkkWMYGOlB59J5AtsRmGY3U371Zpbd2dAy8QrSA0KNPvVL38Qk1RQaQjHWvc8NzFBhpVhhNNpxU81TTAZ4yHtWSqxoDrIZqmn6MQqAxTFyj5p0Ez9vZFhofVEhHYyT6gXvVz8z+ulJroMMiaT1FBJ5oeilCMTo7wCNGCKEsMnlmCimM2KyAgrTIwtqmJL8Ba/vEzaZ3XP8tvzWuOqqKMMR3AMp+DBBTTgBprQAgIKnuEV3pwn58V5dz7moyWn2DmEP3A+fwBkVZJu</latexit>

D : C ! S
<latexit sha1_base64="Tf6BUKPpAaZLFLivk6SYAlSvvJA=">AAACDnicbZBLS8NAEMcn9VXrK+rRy2IpeCqJCIqnYj14rGgf0Iay2W7apZsHuxuhhHwCL34VLx4U8erZm9/GTRtFWwcWfvufGWbm70acSWVZn0ZhaXllda24XtrY3NreMXf3WjKMBaFNEvJQdFwsKWcBbSqmOO1EgmLf5bTtjutZvn1HhWRhcKsmEXV8PAyYxwhWWuqblZ6P1ch1k8v0HH1zPUU9Ff58b9K+Wbaq1jTQItg5lCGPRt/86A1CEvs0UIRjKbu2FSknwUIxwmla6sWSRpiM8ZB2NQbYp9JJpuekqKKVAfJCoV+g0FT93ZFgX8qJ7+rKbEM5n8vE/3LdWHlnTsKCKFY0ILNBXsyRvjXzBg2YoETxiQZMBNO7IjLCAhOlHSxpE+z5kxehdVy1NV+flGsXuR1FOIBDOAIbTqEGV9CAJhC4h0d4hhfjwXgyXo23WWnByHv24U8Y718Id5wW</latexit><latexit sha1_base64="Tf6BUKPpAaZLFLivk6SYAlSvvJA=">AAACDnicbZBLS8NAEMcn9VXrK+rRy2IpeCqJCIqnYj14rGgf0Iay2W7apZsHuxuhhHwCL34VLx4U8erZm9/GTRtFWwcWfvufGWbm70acSWVZn0ZhaXllda24XtrY3NreMXf3WjKMBaFNEvJQdFwsKWcBbSqmOO1EgmLf5bTtjutZvn1HhWRhcKsmEXV8PAyYxwhWWuqblZ6P1ch1k8v0HH1zPUU9Ff58b9K+Wbaq1jTQItg5lCGPRt/86A1CEvs0UIRjKbu2FSknwUIxwmla6sWSRpiM8ZB2NQbYp9JJpuekqKKVAfJCoV+g0FT93ZFgX8qJ7+rKbEM5n8vE/3LdWHlnTsKCKFY0ILNBXsyRvjXzBg2YoETxiQZMBNO7IjLCAhOlHSxpE+z5kxehdVy1NV+flGsXuR1FOIBDOAIbTqEGV9CAJhC4h0d4hhfjwXgyXo23WWnByHv24U8Y718Id5wW</latexit><latexit sha1_base64="Tf6BUKPpAaZLFLivk6SYAlSvvJA=">AAACDnicbZBLS8NAEMcn9VXrK+rRy2IpeCqJCIqnYj14rGgf0Iay2W7apZsHuxuhhHwCL34VLx4U8erZm9/GTRtFWwcWfvufGWbm70acSWVZn0ZhaXllda24XtrY3NreMXf3WjKMBaFNEvJQdFwsKWcBbSqmOO1EgmLf5bTtjutZvn1HhWRhcKsmEXV8PAyYxwhWWuqblZ6P1ch1k8v0HH1zPUU9Ff58b9K+Wbaq1jTQItg5lCGPRt/86A1CEvs0UIRjKbu2FSknwUIxwmla6sWSRpiM8ZB2NQbYp9JJpuekqKKVAfJCoV+g0FT93ZFgX8qJ7+rKbEM5n8vE/3LdWHlnTsKCKFY0ILNBXsyRvjXzBg2YoETxiQZMBNO7IjLCAhOlHSxpE+z5kxehdVy1NV+flGsXuR1FOIBDOAIbTqEGV9CAJhC4h0d4hhfjwXgyXo23WWnByHv24U8Y718Id5wW</latexit><latexit sha1_base64="Tf6BUKPpAaZLFLivk6SYAlSvvJA=">AAACDnicbZBLS8NAEMcn9VXrK+rRy2IpeCqJCIqnYj14rGgf0Iay2W7apZsHuxuhhHwCL34VLx4U8erZm9/GTRtFWwcWfvufGWbm70acSWVZn0ZhaXllda24XtrY3NreMXf3WjKMBaFNEvJQdFwsKWcBbSqmOO1EgmLf5bTtjutZvn1HhWRhcKsmEXV8PAyYxwhWWuqblZ6P1ch1k8v0HH1zPUU9Ff58b9K+Wbaq1jTQItg5lCGPRt/86A1CEvs0UIRjKbu2FSknwUIxwmla6sWSRpiM8ZB2NQbYp9JJpuekqKKVAfJCoV+g0FT93ZFgX8qJ7+rKbEM5n8vE/3LdWHlnTsKCKFY0ILNBXsyRvjXzBg2YoETxiQZMBNO7IjLCAhOlHSxpE+z5kxehdVy1NV+flGsXuR1FOIBDOAIbTqEGV9CAJhC4h0d4hhfjwXgyXo23WWnByHv24U8Y718Id5wW</latexit>

<AllocSite, Must, MustNot, Patch, PatchNot>



Experiments

• 실험 1) Core utils


• 실험 2) Open-sources
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to �nd a patch that is optimal according to some criteria. For ex-
ample, suppose we would like to �nd a set of patches such that (1)
the number of inserted deallocation statements is minimal and (2)
objects are deallocated as early as possible. To �nd such an optimal
solution, we use a partial MAX-SAT solver with the soft constraints
(1) and (2). In particular, we deallocate objects as early as possible
by maximizing the number of object states that are deallocated by
patches.

4.2 Benchmarks
We evaluated M��F�� with three benchmark sets: Juliet Test Suite
for C [4], GNU Coreutils7, and a set of model programs abstracted
from popular open-source C repositories. The �rst two benchmark
sets are well-known for evaluation of program analysis tools [6, 16,
25, 32]. The last one was created by us with the goal of evaluating
software repair tools for memory deallocation errors. We make
this benchmark set publicly available with our tool, so that it can
be objectively used in the future. All reported LoCs are counted
without comment and blank lines.

Juliet Test Suite. Juliet Test Suite consists of small but diverse
programs that contain 118 CWE vulnerabilities. We used a subset
of the collection, comprising 210 testcases, relevant to memory leak
(CWE-401), double-free (CWE-415), and use-after-free (CWE-416).
For each error type (e.g., memory leak), the benchmark set contains
a variety of vulnerability patterns that di�er in syntax and seman-
tics. Testcases for each CWE were categorized by their functional
variants that describe �aw types of CWE. For example "int_malloc"
means a memory block allocated to integer pointer leaks. Among
the functional variants, we did not consider semantically redun-
dant testcases such as ones that are only di�erent in types (e.g.,
(char*)malloc, (int*)malloc)). We also excluded the testcases for
realloc.

Coreutils. Among the total 126 programs in the Coreutils-8.29
package, we chose 24 programs that use dynamic memory alloca-
tion, have the main function, and do not use realloc.

Open-Source Repositories. We collected real memory deallocation
errors from popular open-source C repositories. The benchmarks
consist of a set of model programs of 55–664 LoC abstracted from
the most recent 100 error-�xing commits in 5 GitHub open-source
C repositories. For each commit, we created a model program that
captures the key reason of the memory deallocation errors. We
did our best to preserve the original features of the program (e.g.,
pointer arithmetic, data structures and function pointers) so that
the parts of the program related to the errors remain intact in
the model programs. Therefore, although the model programs are
small compared to the original, �xing the errors in them is nontriv-
ial. We chose �ve C repositories which have at least 20 memory
deallocation error commits including at least 10 double-free and
use-after-free �x commits. We collected 20 error �xing commits for
each repository from the end of 2017 year in reverse: 10 commits
from memory-leak and 10 from double-free and use-after-free.

4.3 Results

7https://www.gnu.org/software/coreutils/coreutils.html

Table 2: Evaluation results on Juliet Test Suite.

CWE-ID Functional Variants Bugs MemFix LeakFix

401 int_malloc 38 38 29
struct_malloc 38 38 29

415 free_int 38 38 20
free_struct 38 38 19

416
malloc_free_int 20 20 20
malloc_free_struct 20 20 20
return_freed_ptr 18 18 0

Total 210 210 137

Table 3: Evaluation on GNU Coreutils.

MemFIx LeakFix
Programs LoC #Al. #Ins. sec #Ins. sec
yes 553 1 1 < 1.0 7 < 1.0
users 577 1 1 < 1.0 7 < 1.0
unexpand 707 1 1 < 1.0 7 < 1.0
tee 779 1 1 < 1.0 1 < 1.0
mktemp 794 4 7 1.3 7 < 1.0
tsort 920 3 7 1.4 7 < 1.0
paste 982 3 3 2.4 4/3 < 1.0
date 1,054 1 1 3.5 7 < 1.0
cut 1,056 1 7 2.0 7 < 1.0
nl 1,063 4 4 4.0 7 < 1.0
pinky 1,120 3 4 5.2 7 < 1.0
cat 1,209 3 7 9.3 7 < 1.0
ln 1,258 2 7 5.2 7 < 1.0
printf 1,288 1 1 3.0 7 < 1.0
stdbuf 1,605 3 3 1.3 7 < 1.0
wc 1,669 1 1 7.3 4/2 < 1.0
shred 1,822 5 7 31.1 7 < 1.0
cp 1,926 8 7 430.7 7 < 1.0
install 2,076 1 7 13.4 7 < 1.0
who 2,156 8 7 36.8 7 < 1.0
tr 2,304 10 7 20.0 7 < 1.0
expr 2,378 9 7 13.0 7 < 1.0
stat 2,439 10 6 130.3 7 < 1.0
dd 3,475 2 7 52.2 7 < 1.0

Juliet Test Suite. Table 2 shows the results on Juliet Test Suite.
We provided the buggy versions of the programs to M��F�� as in-
put, and manually checked the correctness of patches. To evaluate
LeakFix, we removed all free-statements from the programs, gener-
ating memory leaks, and checked whether LeakFix can patch the
buggy programs. The results show that M��F�� succeeds to patch
all testcases while LeakFix is able to �x 137 among 210. Both tools
took less than a minute to generate the patches for each testcase.

GNU Coreutils. Table 3 shows the results on 24 programs from
Coreutils. For evaluation, we made those programs buggy by re-
moving all free-statements. The goal of the evaluation here is to
see whether M��F�� and LeakFix can automatically repair the
memory leaks without causing other types of errors. In this set
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Table 4: Evaluation on open-source C repositories

Repo. ML DF UAF Total
Fix/#Pgm. Fix/#Pgm. Fix/#Pgm. Fix/#Pgm.

Binutils 4/10 1/5 2/5 7/20 (35%)
Git 1/10 1/4 2/6 4/20 (20%)
OpenSSH 6/10 5/7 1/3 12/20 (60%)
OpenSSL 5/10 3/5 1/5 9/20 (45%)
Tmux 5/10 0/3 0/7 5/20 (25%)
Total 21/50 (42%) 10/24 (42%) 6/26 (23%) 37/100 (37%)

of experiments, we manually replaced (x)strdup by semantically-
equivalent code using malloc in order for LeakFix to understand.

#Al. reports the number of target allocation-sites in the programs.
#Ins. is the number of free-statements inserted by the tools when
the repair process is successful. We report a program is �xed if all
the target allocation-sites are adequately deallocated by a gener-
ated patch. We manually checked the correctness of the generated
patches. The results show that M��F�� can repair 12 out of 24
programs. LeakFix generated patches for 3 programs, of which 2
programs were �xed partially (i.e. some errors remain).

Open-source C Repositories. Table 4 shows the results on the
model programs constructed from open-source repositories. For
the total of 100 model programs, where one program contains a
single error, M��F�� was able to 37% of them. For memory leak
(ML), M��F�� succeeded to �x 42% (21/50) on average. For double-
free and use-after-free, M��F�� was able to generate patches for
33.3% (8/24) and 23.1% (6/26) of the errors. The public version of
LeakFix was unstable to handle these programs and we failed to
objectively compare M��F�� with LeakFix on this benchmark. For
example, LeakFix often produced obviously-incorrect patches (e.g.
freeing a variable twice) when aliased pointers are used extensively.

We found that these open-source programs frequently use low-
level C features, and therefore �xing memory deallocation errors
in them is much more challenging than the benchmark programs
in Juliet Test Suite or Coreutils. For example, the model programs
collected from Git often store memory objects in arrays or linked
lists and extensively use reallocation (i.e. realloc) to process a set
of strings (e.g. directories). Since the current version of M��F��
cannot e�ectively handle such features, the portion of successful
patches is relatively low in Git. OpenSSH usually uses primitive
allocators and deallocator to manage allocated objects except for
key-related objects. OpenSSH manages memory of key structures
conditional to key-types, which requires tracking the type �ags of
allocated objects to precisely collect patch candidates. Allocators
of OpenSSL are quite complex since they allocate memory accord-
ing to types; behaviors of allocators(e.g. allocation of �elds or not)
of OpenSSL depends on its type. Tmux, a terminal multiplexer,
manages its allocated objects by red-black-tree data structure. Con-
sequently, we failed to track must-points-to access paths for patch
candidates.

4.4 Limitations
M��F�� has a number of limitations as well. We identify them and
discuss how to overcome the limitations below.

1 int *foo(struct st *p) {

2 int *q;

3 if(p->flag) q = malloc(1);

4 else q = p->f;

5 return q;

6 }

7 int main() {

8 struct st p; int *q;

9 p.f = malloc(1);

10 q = foo(&p);

11 // use q

12 free(q);

13 free(p.f); // double-free

14 }

1 int main() {

2 p = malloc(n);

3 for(i=0; i<n; i++)

4 p[i].f = malloc(1);

5 // use p[i].f

6 if(...)

7 return 1; // leak

8 for(i=0; i<n; i++)

9 free(p[i].f);

10 return 0;

11 }

(a) Double-free (b) Memory leak

Figure 4: Errors thatM��F�� cannot �x.

One limitation ofM��F�� is that it can only �x an error by in-
serting or removing deallocation statements. In experiments with
open-source repositories (Table 4), we found that some memory
deallocation errors in the wild require other �xing strategies such as
inserting conditional statements, temporary variables, or changing
passing pointers (e.g., dst = src) to newly allocated object (e.g., dst
= strdup(src)). A common failure point is when a new conditional
statement is required to �x the error. For example, consider the
program in Figure 4(a), simpli�ed from Git. To �x the double-free
error at line 13 without causing memory leak, we have to deallo-
cate q at line 12 only when the �ag p->flag is true. That is, we
need to modify free(q) at line 12 into if(p->flag) free(q); by
introducing a conditional statement.

Another situation, where M��F�� fails, is when deallocation
statements exist implicitly in code. For example, the following code
(1) shows one example of use-after-free error which cannot be �xed
by M��F�� found in Git.

(1) p=alloc(); q=p; p=realloc(p, sz); use(q);
(2) p=alloc(); q=strdup(p); p=realloc(p, sz); use(q);

In this code, q points-to the object allocated at the �rst statement,
but this object may be deallocated by realloc-statement and use-
after-free may occur at use(q). However, this code cannot be �xed
by inserting or deleting free-statements since free-statement does
not exist explicitly. The developer �xed this code by allocating a
new object and passing it to q instead of the existing object which
can be deallocated by the realloc-statement.

Another limitation comes from the pointer analysis. For example,
Figure 4(b) shows an example program, whereM��F�� cannot �x
the memory-leak error at line 7. To �x the error, the pointer analysis
needs to be able to separately consider the array elements. However,
as the pointer analysis employed by M��F�� abstracts all array
elements as a single abstract location,M��F�� cannot analyze the
code precisely. We also found that the context-insensitive may-
pointer information is not precise enough to generate patches in
practice.



후속 연구
• SAVER (Scalable, Automatic, and Verified Error Repair)


• Scalability: 수십만 라인 코드에 적용 가능


• Verifiability: 패치의 안전성 보장


• Repairability: 평균 60% 이상 패치 성공


• 정적/동적 오류 탐지 도구(e.g., Infer, Valgrind)와 연동
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Application to Intelligent Tutoring System

• 오류 수정 기술을 프로그래밍 교육에 적용 가능


• 현재 코딩 교육 자동 도구들의 한계: 개인화된 피드백 제공 못함
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1:28 Anon.

6 | Sum of aexp list

7
8 let rec diff : aexp * string -> aexp

9 = fun (e, x) ->

10 match e with

11 | Const n -> Const 0

12 | Var a -> if (a <> x) then Const 0 else Const 1

13 | Power (a, n) -> if (a <> x) then Const 0 else Times [Const n; Power (a, n-1)]

14 | Times l ->

15 begin

16 match l with

17 | [] -> Const 0

18 | hd::tl -> Sum [Times ((diff (hd, x))::tl); Times [hd; diff (Times tl, x)]]

19 end

20 | Sum l -> Sum (List.map (fun e -> diff (e,x)) l)

B LANGUAGE
The full language of F��ML is as follows:

E ::= () | n | x | true | false | str | �x.E | E1 + E2 | E1 � E2 | E1 ⇥ E2 | E1/E2 | E1 mod E2 | �E
| not E | E1 | | E2 | E1 &&E2 | E1 < E2 | E1 > E2 | E1  E2 | E1 � E2 | E1 = E2 | E1<>E2
| E1 E2 | E1::E2 | E1@E2 | E1ˆE2 | raise E | (E1, . . . ,Ek ) | [E1; . . . ;Ek ]
| if E1 E2 E3 | c (E1, . . . ,Ek ) | let x = E1 in E2 | let rec f (x ) = E1 in E2
| let x1 = E1 and . . . and xk = Ek in E | let rec f1 (x1) = E1 and . . . and fk (xk ) = Ek in E
| match E with p1 ! E1 | · · · | pk ! Ek
| ⇤

� ::= unit | int | bool | string | exn | �1 ! �2 | � list | T | (�1⇤ . . . ⇤�k ) | �
p ::= n | x | true | false | p1 :: p2 | [p1; . . . ;pk ] | (p1, . . . ,p2) | c (p1, . . . ,pk ) | p1 | · · · | pk | _

C FEEDBACK ON A LARGE PROGRAM
F��ML was able to accurately identify and �x the error at line 123 in the following student program
for problem #13 in 3.4 seconds.

1 type aexp =

2 |CONST of int

3 | VAR of string

4 | POWER of string * int

5 | TIMES of aexp list

6 | SUM of aexp list

7
8 type env = (string * int * int) list

9
10 let diff : aexp * string -> aexp

11 = fun (aexp, x) ->

12
13 let rec deployEnv : env -> int -> aexp list

14 = fun env flag ->

15 match env with

16 | hd::tl ->

17 (
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1:28 Anon.

6 | Sum of aexp list

7
8 let rec diff : aexp * string -> aexp

9 = fun (e, x) ->

10 match e with

11 | Const n -> Const 0

12 | Var a -> if (a <> x) then Const 0 else Const 1

13 | Power (a, n) -> if (a <> x) then Const 0 else Times [Const n; Power (a, n-1)]

14 | Times l ->

15 begin

16 match l with

17 | [] -> Const 0

18 | hd::tl -> Sum [Times ((diff (hd, x))::tl); Times [hd; diff (Times tl, x)]]

19 end

20 | Sum l -> Sum (List.map (fun e -> diff (e,x)) l)

B LANGUAGE
The full language of F��ML is as follows:

E ::= () | n | x | true | false | str | �x.E | E1 + E2 | E1 � E2 | E1 ⇥ E2 | E1/E2 | E1 mod E2 | �E
| not E | E1 | | E2 | E1 &&E2 | E1 < E2 | E1 > E2 | E1  E2 | E1 � E2 | E1 = E2 | E1<>E2
| E1 E2 | E1::E2 | E1@E2 | E1ˆE2 | raise E | (E1, . . . ,Ek ) | [E1; . . . ;Ek ]
| if E1 E2 E3 | c (E1, . . . ,Ek ) | let x = E1 in E2 | let rec f (x ) = E1 in E2
| let x1 = E1 and . . . and xk = Ek in E | let rec f1 (x1) = E1 and . . . and fk (xk ) = Ek in E
| match E with p1 ! E1 | · · · | pk ! Ek
| ⇤

� ::= unit | int | bool | string | exn | �1 ! �2 | � list | T | (�1⇤ . . . ⇤�k ) | �
p ::= n | x | true | false | p1 :: p2 | [p1; . . . ;pk ] | (p1, . . . ,p2) | c (p1, . . . ,pk ) | p1 | · · · | pk | _

C FEEDBACK ON A LARGE PROGRAM
F��ML was able to accurately identify and �x the error at line 123 in the following student program
for problem #13 in 3.4 seconds.

1 type aexp =

2 |CONST of int

3 | VAR of string

4 | POWER of string * int

5 | TIMES of aexp list

6 | SUM of aexp list

7
8 type env = (string * int * int) list

9
10 let diff : aexp * string -> aexp

11 = fun (aexp, x) ->

12
13 let rec deployEnv : env -> int -> aexp list

14 = fun env flag ->

15 match env with

16 | hd::tl ->

17 (
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18 match hd with

19 |(x, c, p) ->

20 if (flag = 0 && c = 0) then deployEnv tl flag

21 else if (x = �const� && flag = 1 && c = 1) then deployEnv tl flag

22 else if (p = 0) then (CONST c)::(deployEnv tl flag)

23 else if (c = 1 && p = 1) then (VAR x)::(deployEnv tl flag)

24 else if (p = 1) then TIMES[CONST c; VAR x]::(deployEnv tl flag)

25 else if (c = 1) then POWER(x, p)::(deployEnv tl flag)

26 else TIMES [CONST c; POWER(x, p)]::(deployEnv tl flag)

27 )

28 | [] -> []

29 in

30
31 let rec updateEnv : (string * int * int) -> env -> int -> env

32 = fun elem env flag ->

33 match env with

34 | (hd::tl) ->

35 (

36 match hd with

37 | (x, c, p) ->

38 (

39 match elem with

40 |(x2, c2, p2) ->

41 if (flag = 0) then

42 if (x = x2 && p = p2) then (x, (c + c2), p)::tl

43 else hd::(updateEnv elem tl flag)

44 else

45 if (x = x2) then (x, (c*c2), (p + p2))::tl

46 else hd::(updateEnv elem tl flag)

47 )

48 )

49 | [] -> elem::[]

50 in

51
52 let rec doDiff : aexp * string -> aexp

53 = fun (aexp, x) ->

54 match aexp with

55 | CONST _ -> CONST 0

56 | VAR v ->

57 if (x = v) then CONST 1

58 else CONST 0

59 | POWER (v, p) ->

60 if (p = 0) then CONST 0

61 else if (x = v) then TIMES ((CONST p)::POWER (v, p-1)::[])

62 else CONST 0

63 | TIMES lst ->

64 (

65 match lst with

66 | (hd::[]) -> doDiff (hd, x)

67 | (hd::tl) ->

68 let diff_hd = doDiff(hd, x) in

69 let diff_tl = doDiff((TIMES tl), x) in
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70 (

71 match (hd, diff_hd, tl, diff_tl) with

72 | (CONST p, CONST s, [CONST r], CONST q) -> CONST (p*q + r*s)

73 | (CONST p, _, _, CONST q) ->

74 if (diff_hd = CONST 0 || tl = [CONST 0]) then CONST (p*q)

75 else SUM [CONST(p*q); TIMES(diff_hd::tl)]

76 | (_, CONST s, [CONST r], _) ->

77 if (hd = CONST 0 || diff_tl = CONST 0) then CONST (r*s)

78 else SUM [TIMES [hd; diff_tl]; CONST(r*s)]

79 | _ ->

80 if (hd = CONST 0 || diff_tl = CONST 0) then TIMES(diff_hd::tl)

81 else if (tl = [CONST 0] || diff_hd = CONST 0) then TIMES [hd; diff_tl]

82 else SUM [TIMES [hd; diff_tl]; TIMES (diff_hd::tl)]

83 )

84 | [] -> CONST 0

85 )

86 | SUM lst -> SUM(List.map (fun aexp -> doDiff(aexp, x)) lst)

87 in

88
89 let rec simplify : aexp -> env -> int -> aexp list

90 = fun aexp env flag ->

91 match aexp with

92 | SUM lst ->

93 (

94 match lst with

95 | (CONST c)::tl -> simplify (SUM tl) (updateEnv (�const�, c, 0) env 0) 0

96 | (VAR x)::tl -> simplify (SUM tl) (updateEnv (x, 1, 1) env 0) 0

97 | (POWER (x, p))::tl -> simplify (SUM tl) (updateEnv (x, 1, p) env 0) 0

98 | (SUM lst)::tl -> simplify (SUM (List.append lst tl)) env 0

99 | (TIMES lst)::tl ->

100 (

101 let l = simplify (TIMES lst) [] 1 in

102 match l with

103 | h::t ->

104 if (t = []) then List.append l (simplify (SUM tl) env 0)

105 else List.append (TIMES l::[]) (simplify (SUM tl) env 0)

106 | [] -> []

107 )

108 | [] -> deployEnv env 0

109 )

110 | TIMES lst ->

111 (

112 match lst with

113 | (CONST c)::tl -> simplify (TIMES tl) (updateEnv (�const�, c, 0) env 1) 1

114 | (VAR x)::tl -> simplify (TIMES tl) (updateEnv (x, 1, 1) env 1) 1

115 | (POWER (x, p))::tl -> simplify (TIMES tl) (updateEnv (x, 1, p) env 1) 1

116 | (SUM lst)::tl ->

117 (

118 let l = simplify (SUM lst) [] 0 in

119 match l with

120 | h::t ->

121 if (t = []) then List.append l (simplify (TIMES tl) env 1)
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122 else List.append (SUM l::[]) (simplify (TIMES tl) env 1)

123 | [] -> [] (* Feedback : Replace [] by ((Sum lst) :: tl) *)

124 )

125 | (TIMES lst)::tl -> simplify (TIMES (List.append lst tl)) env 1

126 | [] -> deployEnv env 1

127 )

128 in

129
130 let result = doDiff (aexp, x) in

131 match result with

132 | SUM _ -> SUM (simplify result [] 0)

133 | TIMES _ -> TIMES (simplify result [] 1)

134 | _ -> result
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Application to Intelligent Tutoring System

• 오류 수정 기술을 프로그래밍 교육에 적용 가능


• 현재 코딩 교육 자동 도구들의 한계: 개인화된 피드백 제공 못함
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1:28 Anon.

6 | Sum of aexp list

7
8 let rec diff : aexp * string -> aexp

9 = fun (e, x) ->

10 match e with

11 | Const n -> Const 0

12 | Var a -> if (a <> x) then Const 0 else Const 1

13 | Power (a, n) -> if (a <> x) then Const 0 else Times [Const n; Power (a, n-1)]

14 | Times l ->

15 begin

16 match l with

17 | [] -> Const 0

18 | hd::tl -> Sum [Times ((diff (hd, x))::tl); Times [hd; diff (Times tl, x)]]

19 end

20 | Sum l -> Sum (List.map (fun e -> diff (e,x)) l)

B LANGUAGE
The full language of F��ML is as follows:

E ::= () | n | x | true | false | str | �x.E | E1 + E2 | E1 � E2 | E1 ⇥ E2 | E1/E2 | E1 mod E2 | �E
| not E | E1 | | E2 | E1 &&E2 | E1 < E2 | E1 > E2 | E1  E2 | E1 � E2 | E1 = E2 | E1<>E2
| E1 E2 | E1::E2 | E1@E2 | E1ˆE2 | raise E | (E1, . . . ,Ek ) | [E1; . . . ;Ek ]
| if E1 E2 E3 | c (E1, . . . ,Ek ) | let x = E1 in E2 | let rec f (x ) = E1 in E2
| let x1 = E1 and . . . and xk = Ek in E | let rec f1 (x1) = E1 and . . . and fk (xk ) = Ek in E
| match E with p1 ! E1 | · · · | pk ! Ek
| ⇤

� ::= unit | int | bool | string | exn | �1 ! �2 | � list | T | (�1⇤ . . . ⇤�k ) | �
p ::= n | x | true | false | p1 :: p2 | [p1; . . . ;pk ] | (p1, . . . ,p2) | c (p1, . . . ,pk ) | p1 | · · · | pk | _

C FEEDBACK ON A LARGE PROGRAM
F��ML was able to accurately identify and �x the error at line 123 in the following student program
for problem #13 in 3.4 seconds.

1 type aexp =

2 |CONST of int

3 | VAR of string

4 | POWER of string * int

5 | TIMES of aexp list

6 | SUM of aexp list

7
8 type env = (string * int * int) list

9
10 let diff : aexp * string -> aexp

11 = fun (aexp, x) ->

12
13 let rec deployEnv : env -> int -> aexp list

14 = fun env flag ->

15 match env with

16 | hd::tl ->

17 (
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1:28 Anon.

6 | Sum of aexp list

7
8 let rec diff : aexp * string -> aexp

9 = fun (e, x) ->

10 match e with

11 | Const n -> Const 0

12 | Var a -> if (a <> x) then Const 0 else Const 1

13 | Power (a, n) -> if (a <> x) then Const 0 else Times [Const n; Power (a, n-1)]

14 | Times l ->

15 begin

16 match l with

17 | [] -> Const 0

18 | hd::tl -> Sum [Times ((diff (hd, x))::tl); Times [hd; diff (Times tl, x)]]

19 end

20 | Sum l -> Sum (List.map (fun e -> diff (e,x)) l)

B LANGUAGE
The full language of F��ML is as follows:

E ::= () | n | x | true | false | str | �x.E | E1 + E2 | E1 � E2 | E1 ⇥ E2 | E1/E2 | E1 mod E2 | �E
| not E | E1 | | E2 | E1 &&E2 | E1 < E2 | E1 > E2 | E1  E2 | E1 � E2 | E1 = E2 | E1<>E2
| E1 E2 | E1::E2 | E1@E2 | E1ˆE2 | raise E | (E1, . . . ,Ek ) | [E1; . . . ;Ek ]
| if E1 E2 E3 | c (E1, . . . ,Ek ) | let x = E1 in E2 | let rec f (x ) = E1 in E2
| let x1 = E1 and . . . and xk = Ek in E | let rec f1 (x1) = E1 and . . . and fk (xk ) = Ek in E
| match E with p1 ! E1 | · · · | pk ! Ek
| ⇤

� ::= unit | int | bool | string | exn | �1 ! �2 | � list | T | (�1⇤ . . . ⇤�k ) | �
p ::= n | x | true | false | p1 :: p2 | [p1; . . . ;pk ] | (p1, . . . ,p2) | c (p1, . . . ,pk ) | p1 | · · · | pk | _

C FEEDBACK ON A LARGE PROGRAM
F��ML was able to accurately identify and �x the error at line 123 in the following student program
for problem #13 in 3.4 seconds.

1 type aexp =

2 |CONST of int

3 | VAR of string

4 | POWER of string * int

5 | TIMES of aexp list

6 | SUM of aexp list

7
8 type env = (string * int * int) list

9
10 let diff : aexp * string -> aexp

11 = fun (aexp, x) ->

12
13 let rec deployEnv : env -> int -> aexp list

14 = fun env flag ->

15 match env with

16 | hd::tl ->

17 (
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18 match hd with

19 |(x, c, p) ->

20 if (flag = 0 && c = 0) then deployEnv tl flag

21 else if (x = �const� && flag = 1 && c = 1) then deployEnv tl flag

22 else if (p = 0) then (CONST c)::(deployEnv tl flag)

23 else if (c = 1 && p = 1) then (VAR x)::(deployEnv tl flag)

24 else if (p = 1) then TIMES[CONST c; VAR x]::(deployEnv tl flag)

25 else if (c = 1) then POWER(x, p)::(deployEnv tl flag)

26 else TIMES [CONST c; POWER(x, p)]::(deployEnv tl flag)

27 )

28 | [] -> []

29 in

30
31 let rec updateEnv : (string * int * int) -> env -> int -> env

32 = fun elem env flag ->

33 match env with

34 | (hd::tl) ->

35 (

36 match hd with

37 | (x, c, p) ->

38 (

39 match elem with

40 |(x2, c2, p2) ->

41 if (flag = 0) then

42 if (x = x2 && p = p2) then (x, (c + c2), p)::tl

43 else hd::(updateEnv elem tl flag)

44 else

45 if (x = x2) then (x, (c*c2), (p + p2))::tl

46 else hd::(updateEnv elem tl flag)

47 )

48 )

49 | [] -> elem::[]

50 in

51
52 let rec doDiff : aexp * string -> aexp

53 = fun (aexp, x) ->

54 match aexp with

55 | CONST _ -> CONST 0

56 | VAR v ->

57 if (x = v) then CONST 1

58 else CONST 0

59 | POWER (v, p) ->

60 if (p = 0) then CONST 0

61 else if (x = v) then TIMES ((CONST p)::POWER (v, p-1)::[])

62 else CONST 0

63 | TIMES lst ->

64 (

65 match lst with

66 | (hd::[]) -> doDiff (hd, x)

67 | (hd::tl) ->

68 let diff_hd = doDiff(hd, x) in

69 let diff_tl = doDiff((TIMES tl), x) in
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70 (

71 match (hd, diff_hd, tl, diff_tl) with

72 | (CONST p, CONST s, [CONST r], CONST q) -> CONST (p*q + r*s)

73 | (CONST p, _, _, CONST q) ->

74 if (diff_hd = CONST 0 || tl = [CONST 0]) then CONST (p*q)

75 else SUM [CONST(p*q); TIMES(diff_hd::tl)]

76 | (_, CONST s, [CONST r], _) ->

77 if (hd = CONST 0 || diff_tl = CONST 0) then CONST (r*s)

78 else SUM [TIMES [hd; diff_tl]; CONST(r*s)]

79 | _ ->

80 if (hd = CONST 0 || diff_tl = CONST 0) then TIMES(diff_hd::tl)

81 else if (tl = [CONST 0] || diff_hd = CONST 0) then TIMES [hd; diff_tl]

82 else SUM [TIMES [hd; diff_tl]; TIMES (diff_hd::tl)]

83 )

84 | [] -> CONST 0

85 )

86 | SUM lst -> SUM(List.map (fun aexp -> doDiff(aexp, x)) lst)

87 in

88
89 let rec simplify : aexp -> env -> int -> aexp list

90 = fun aexp env flag ->

91 match aexp with

92 | SUM lst ->

93 (

94 match lst with

95 | (CONST c)::tl -> simplify (SUM tl) (updateEnv (�const�, c, 0) env 0) 0

96 | (VAR x)::tl -> simplify (SUM tl) (updateEnv (x, 1, 1) env 0) 0

97 | (POWER (x, p))::tl -> simplify (SUM tl) (updateEnv (x, 1, p) env 0) 0

98 | (SUM lst)::tl -> simplify (SUM (List.append lst tl)) env 0

99 | (TIMES lst)::tl ->

100 (

101 let l = simplify (TIMES lst) [] 1 in

102 match l with

103 | h::t ->

104 if (t = []) then List.append l (simplify (SUM tl) env 0)

105 else List.append (TIMES l::[]) (simplify (SUM tl) env 0)

106 | [] -> []

107 )

108 | [] -> deployEnv env 0

109 )

110 | TIMES lst ->

111 (

112 match lst with

113 | (CONST c)::tl -> simplify (TIMES tl) (updateEnv (�const�, c, 0) env 1) 1

114 | (VAR x)::tl -> simplify (TIMES tl) (updateEnv (x, 1, 1) env 1) 1

115 | (POWER (x, p))::tl -> simplify (TIMES tl) (updateEnv (x, 1, p) env 1) 1

116 | (SUM lst)::tl ->

117 (

118 let l = simplify (SUM lst) [] 0 in

119 match l with

120 | h::t ->

121 if (t = []) then List.append l (simplify (TIMES tl) env 1)
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122 else List.append (SUM l::[]) (simplify (TIMES tl) env 1)

123 | [] -> [] (* Feedback : Replace [] by ((Sum lst) :: tl) *)

124 )

125 | (TIMES lst)::tl -> simplify (TIMES (List.append lst tl)) env 1

126 | [] -> deployEnv env 1

127 )

128 in

129
130 let result = doDiff (aexp, x) in

131 match result with

132 | SUM _ -> SUM (simplify result [] 0)

133 | TIMES _ -> TIMES (simplify result [] 1)

134 | _ -> result
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