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contract Netkoin {

mapping (address => uint) public balance;

uint public totalSupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

function transfer (address to,
returns (bool) {

uint value) public

require (balance[msg.sender] >= value);

balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;
return true;
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contract Netkoin {
[mapping (address => uint) public balance;| ArEXe| A= HE
uint public totalsupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;

function transfer (address to, uint value) public
returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;
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contract Netkoin {

[mapping (address => uint) public balance;| ArEXe| A= HE

uint public totalsupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

}

Ifunction transfer (address to, uint value) publicl

returns (bool) {

require (balancelmsg.sender] >= value);

balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;
return true;
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contract Netkoin {

[mapping (address => uint) public balance;| AFZXIO| H|ZEF HH

uint public totalsupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

}

Ifunction transfer (address to, uint value) publicl

>

returns (bool) {

Irequire (balance[msg.sender] >= value);l I._l'__’L7|'§—E—8|-

balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;
return true;

O
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contract Netkoin {
mapping (address => uint) public balance;| ArEXe| A= HE
uint public totalsupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;
}

Ifunction transfer (address to, uint value) publicl )
returns (bool) {

|require (balance[msg.sender] >= value);l A7 =26HH
alancelmsg.sender] -= value, = Als
balance[to] += value; 7-|EHE = o

return true;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;
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A $00 MILLION HACK JUST
SHOWED THAT THE DAO WAS

ALL '|‘00 HUMAN BatchOverflow Exploit Creates Trillions of
Ethereum Tokens, Major Exchanges Halt ERC20

Deposits

Hackers Seize $32 Million it

Ethereum in Parity Wallet Bre

The DAO (2016) Parity Wallet (2017)
75024 35042




SmartMesh A2l (2018

e SmartMesh EZ2 AOIE ZHE Q@ Ol
(CVE-2018-10376)= 0|E5}0{ M=ZetX S| EFTS M

5499035 (1348012 Block Confirmations)
227 days 10 hrs ago (Apr-24-2018 07:16:19 PM +UTC)

Oxd6a09bdb29e1eafa92a30373c44b09e2e2e0651e

Contract 0x55f93985431fc9304077687a35a1ba103dc1e081 (SmartMeshICO) @

From Oxdf31a499a5a8358...To 0xdf31a499a5a8358...for
65,133,050,195,990,400,000,000,000,000,000,000,000,000,000,000,000,000,000,000.891004451135422463
($398,308,806,220,652,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) AR ERC-20 (SMT)

From Oxdf31a499a5a8358... To 0xd6a09bdb29e1ea... for
50,659,039,041,325,800,000,000,000,000,000,000,000,000,000,000,000,000,000,000.693003461994217473
($309,795,738,171,618,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) AN ERC-20 (SMT)

0 Ether ($0.00)

e —

https://etherscan.io/tx/Ox1abab4c8db9a30e703114528e31dee129a3a758f7f8abc3b6494aad3d304e43f
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SmartMesh Alg{| (2018)

+ QHEZELR (integer overflow) FHA

OHEoz FLE AJIMSUHE =XVt & 82

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
return true;

CVE-2018-10376
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o M QHEEL (integer overflow) F|fH

JOAHe = FEE G0 =A7t = EF

°
18

1 function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {

2 i1f (balance[from] < fee + value)

3 revert () ;

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;

7 balance[to] += value;

8 balance[msg.sender] += fee; %l =1

9 balancel[from] -= value + fee;

10 return true;

11 3

CVE-2018-10376
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o M QHEEL (integer overflow) F|fH

JOAHe = FEE G0 =A7t = EF

°
18

1 function transferProxy (address from, address to, uint

value, uint fee) public returns ELHI_ JN=ReTbdin
2 if (balance[from] < fee + value)|=_ e E
3 revert () ; _
4 if (balance[to] + value < balance[to] ||
5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;
7 balance[to] += value;
8 balance[msg.sender] += fee; %l =1
9 balancel[from] -= value + fee;
10 return true;
11}

CVE-2018-10376
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o M QHEEL (integer overflow) F|fH

JOAHe = FEE G0 =A7t = EF

°
18

1 function transferProxy (address from, address to, uint

value, uint fee) public returns HLj= Al2io| &t
2 if (balance[from] < fee + value)|=_ e E
3 revert () ;
4 1f (balance[to] + value < balancel[to] ||
5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;
7 balance[to] += value; A
8 balance[msg.sender] += fee; % == CHEER
9 balancel[from] -= value + fee; X2
10 return true;
11 3

CVE-2018-10376
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o N4 QHEZSR (mteger overflow) F| A
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1 function transferProxy (address from, address to, uint
value, uint fee) public returns HLl= Af2to| Xt

2 if (balance[from] < fee + value)|=_ e e

3 revert () ;

4 if (balancel[to] + value < balancel[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])

6 revert () ;

7 balancel[to] += value; A

8 balance[msg.sender] += fee; % =1 CHEEZEL
9 balance[from],-= value + fee; M=
10 return true;F]\

11 3
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SmartMesh Alg{| (2018)

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
return true;

CVE-2018-10376
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SmartMesh Alg{| (2018)

balance[from] = balancel[to] = balancelmsg.sender] = 0

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
return true;

CVE-2018-10376
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balance[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
return true;

CVE-2018-10376
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SmartMesh Alg{| (2018)

balance[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value%% Ol
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;

balancel[from] -= value + fee;
return true;

CVE-2018-10376
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SmartMesh Alg{| (2018)

balance[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
'hk@%%balance[From] < fee + value%% 0]
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;

balancel[from] -= value + fee;
return true;

CVE-2018-10376
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SmartMesh Alg{| (2018)

balanc

e[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

functi

on transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

re

vert () ;

f&&a}i

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||

balance[msg.sender] + fee < balance[msg.sender])

vert () ;

nce[to] += value;
ncelmsg.sender] += fee;
ncelfrom] -= value + fee;
rn true;

CVE-2018-10376
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balanc

e[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

functi

on transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

re

vert () ;

f&&a}i

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||

balance[msg.sender] + fee < balance[msg.sender])

vert () ;

nce[to] += value; = Bfffff-ff
ncelmsg.sender] += fee;
ncelfrom] -= value + fee;
rn true;

CVE-2018-10376
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SmartMesh Alg{| (2018)

balance[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {

'bk@%%balance[From] < fee + value%% 0]
revert () ;

-mkE%4balance[to] + value < balancel[to] ||

balance[msg.sender] + fee < balance[msg.sender])

revert () ;
balance[to] += value;-<{8ﬁﬁf~ﬁ
balance[msg.sender] += fee;-<{700“TN3

balancel[from] -= value + fee;
return true;

CVE-2018-10376
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balance[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {

'bk@%%balance[From] < fee + value%% 0]
revert () ;

-mkE%4balance[to] + value < balancel[to] ||

balance[msg.sender] + fee < balance[msg.sender])

revert();
balance:to] += Va]_ue; % Sfffff---ff

f
balance[msg.sender] += fee; = /0000
balance[from] -= value + fee; Ol

return true;

CVE-2018-10376
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uint public totalSupply; <<256bﬁ]

totalSupply += value;

balance[msg.sender] -=

CHst |7t of

JICtE2

value;

F=0| 3+ LHEZR0|A HIX

Arithmetic
Over/underflows

Predictable
Random

Access
Control

Replay
Attack

Reentrancy
Attack

Denial of
Service

Total

487 (95.8 %)

10 (2.0 %)

8 (1.6 %)

1(0.2 %)

1(0.2%)

1(0.2%)

508




. QF AE7| (bug-detector)
L 1.
Oyente _ ="
Y Mythril

. Q= AS7| (verifier)

manticore Osiris

&
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Using Solidity’s
SMTChecker
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Sl XS 24 7182l 34 (1)

RF HE7|(e.g., Mythril, Osiris, Oyente): =X|= FH0| &=

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balancel[from] < fee + value}&l OsiristF A= 71
revert () ;
if (balance[to] + value < balancel[to] ||
balance[msg.sender] + fee < balancel[msg.sender])
revert () ;
balance[to] += value;
balancel[msg.sender] += fee;
balance[from] -= value + fee;

return true;

CVE-2018-10376

10
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function multipleTransfer (address[] to,

3

require(value *

to.length > 0);

uint value) {

require(balances[msg.sender] >= value * to.length);
balances[msg.sender] -= value * to.length;)A

for (uint 1 = 0;

1 < to.length; ++1) {

balances[to[1]] += value;

3

return true;

CVE-2018-14006

oto] Z29t Hlxst

 H—
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.+ QF AZ7|(SMTChecker, Zeus): 519/ 8E &

1 contract Netkoin {

2 mapping (address => uint) public balance;

3 uint public totalSupply;

4

5 constructor (uint initialSupply) {

6 totalSupply = initialSupply;

7 balance[msg.sender] = totalSupply;

8 3

9

10 function transfer (address to, uint value) public
11 returns (bool) {

12 require (balancel[msg.sender] >= value);

13 balance[msg.sender] -= value

14 balance[to] += value; <{6‘|-?—| 7c:>|E (Fa|se a|arm)
15 return true;

16 }

17

18 function burn (uint value) public returns (bool) {
19 require (balancel[msg.sender] >= value);

20 balance[msg.sender] -= value

21 totalSupply -= value; <[3-|-C|’—| AH (False alarm)
22 return true;

23 }

)
o~
-
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function transferProxy (address from,

CVE-2018-10376

address to,
value, uint fee) public returns (bool) {

if (balancel[from] < fee + value)
revert();

if (balance[to] + value

balance[msg.sender] +

revert();

balance[to] += value;

balance[msg.sender] +=

balance[from] -= value

return true;

uint

CVE-2018-14006

function multipleTransfer (address[] to,
require(value * to.le

require(balances[msg.

balances[msg.sender] -

for (uint i = 0; 1 < t

balances[to[i]] +=

uint value) {

value * to.length);
* to.length;
th; ++i) {

3

return true;

3

nE Q==

O 0 I O U b W

—_
[}

11

contract Netkoin {

mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;

}

function transfer (addr uint value) public

returns (bool)
require (bala
balance[msg. se
balance[to] +=

return true;

}

ender] >= value);
value;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;
return true;

017 B z|Ag}

13



oY Z&72t M5 Hm

VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]
No. CVEID Name LOC  #Q | gamzrm #FP CVE [#Alarm #FP CVE [#Alarm #FP  CVE |#Alarm #FP CVE [#Alarm #FP CVE
#I  2018-10299 BEC 299 6 2 0 VvV 0 0 X I 0o A 2 0 vV 0 0 X
#2  2018-10376 SMT 294 22 13 0 e 1 0 v 2 0 X 1 0 X timeout (> 3 days)
#3  2018-10468 UET 146 27 14 0o v 9 0o X 8 0o v 5 0o Vv 0 0o X
#4  2018-10706 SCA 404 48 33 0o v 9 0 X 4 0o A 2 0 X internal error
#5 2018-11239 HXG 102 11 7 0o v 6 0o v 2 0 X 3 0o v 2 0o v
#6 2018-11411 DimonCoin 126 15 7 0 v 5 0 X 5 0 v 5 0 v 3 0 v
#7  2018-11429 ATL 165 9 4 0o v 3 0o v 2 0o A 0 0o X 0 0o X
#8  2018-11446 GRX 434 39 24 2/ 8 2 X 12 4 X 4 2 X internal error
#9  2018-11561 EETHER 146 10 5 0o v 4 0o v 2 0o A 2 0o v 0 0o X
#10 2018-11687 BTCR 99 20 4 0 v 2 0 v 2 0 A 3 2 X 0 0 X
#11 2018-12070 SEC 269 40 8 0o v 6 0o v 4 0 X 3 1 X 0 0o X
#12 2018-12230 RMC 161 9 5 0 v 3 0 Ve 5 0 v 0 0 X 0 0 X
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0o v 0 0o X 0 0 X 0 0o X 0 0o X
#15 2018-13127 DSPX 238 6 4 0 v 3 0 v 3 0 A 1 0 X 0 0 X
#16 2018-13128 ETY 193 10 4 0o v 3 0o Vv 3 0o A 0 0o X 0 0o X
#17 2018-13129 SPX 276 9 6 0o v 5 0o v 3 0o A 1 0 X internal error
#18 2018-13131 SpadePreSale 312 4 3 0o v 0 0 X 0 0 X 0 0o x internal error
#19 2018-13132 Spadelco 403 9 6 0o v 0 0o X 0 0 X 0 0 X internal error
#20 2018-13144 PDX 103 5 2 0o v 2 1 v 2 1 v internal error 0 0 X
#21 2018-13189 UNLB 335 4 3 0o v 2 0o v 3 0o v 1 0o X 0 0o X
#22 2018-13202 MyBO 183 17 11 0o v 5 0o v 3 0 X 1 0o x internal error
#23 2018-13208 MoneyTree 171 17 10 0 v 4 0 v 2 0 X 2 0 X 0 0 X
#24 2018-13220 MAVCash 171 15 10 0o v 4 0o Vv 2 0 X 1 0o X 0 0o X
#25 2018-13221 XT 186 15 10 0 v 4 0 v 2 0 X 2 0 X 0 0 X
#26 2018-13225 MyYLCToken 181 17 11 0o v 5 0o Vv 6 0 X 0 0o X 0 0o X
#27 2018-13227 MCN 172 17 10 0 v 4 0 v 2 0 X 2 0 X 0 0 X
#28 2018-13228 CNX 171 17 10 0o v 4 0o Vv 2 0 X 2 0o X 0 0o X
#29 2018-13230 DSN 171 17 10 0o v 4 0o v 2 0 X 2 0 X 0 0o X
#30 2018-13325 GROW 176 12 2 0o v 4 2 Vv 1 1 X 0 0o X 0 0o X
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0o v 2 | 2 1 v 0 0o X 0 0o X
#33 2018-13493 DaddyToken 344 40 22 0o v 8 0o X 2 0 X 3 0 X internal error
#34 2018-13533 ALUXToken 191 23 13 0o v 8 0o Vv 2 0o v 1 0o X 1 0o X
#35 2018-13625 Krown 271 22 9 0o v 1 0o X 3 0o v 0 0 X internal error
#36 2018-13670 GFCB 103 14 11 0o v 6 | 3 1 v 1 0o X 0 0o X
#37 2018-13695 CTest7 301 17 8 0o v 0 0o X 0 0 X 0 0o X 0 0o X
#38 2018-13698 Play2LivePromo 131 8 7 0o v 7 0o Vv 7 0o v 5 0o X 5 0o X
#39 2018-13703 CERB_Coin 262 17 8 0o v 5 0o Vv 2 0 X 2 1 X 0 0o X
#40 2018-13722 HYIPToken 410 8 3 0o v 2 0o v 2 0 v 0 0 X internal error
#41 2018-13777 RRToken 166 8 3 0 v 2 0 v 2 0 v 0 0 X 0 0 X
#42 2018-13778 CGCToken 224 13 6 0o v 4 0o Vv 4 0o v 1 0o X 1 0o X
#43 2018-13779 YLCToken 180 17 11 0o v 5 0o Vv 6 0o v 0 0o X 0 0o X
#44 2018-13782 ENTR 171 17 10 0o v 4 0o v 2 0o v 2 0o X 0 0o X
#45 2018-13783 JiucaiToken 271 19 11 0o v 6 0o v 4 0 v 0 0 X internal error
#46 2018-13836 XRC 119 22 7 0o v 5 0o X 3 0o A 3 | timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0o Vv 4 0o X 3 0o A 3 0o v 0 0o X
#48 2018-14002 MP3 83 12 4 0o v 2 0o X 2 0o A 2 1 X timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0o v 3 0o X 2 0o A 3 0o v 1 0o X
#50 2018-14004 GLB 299 40 8 0o v 5 0o v 1 0o A 0 0o X 0 0o X
#51 2018-14005 Xmc 255 29 11 0o v 8 0o v 1 0o A 3 0o A 0 0o X
#52 2018-14006 NGT 249 27 13 0o v 1 0o X 5 0o A 0 0o X timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0o v 1 0o v 1 0o v 4 2/ 0 0o X
#54 2018-14084 MKCB 273 17 10 0o v 5 0o v 4 0 X 2 0o X 1 0o X
#55 2018-14086 SCO 107 16 14 0o v 7 2/ 5 2 X 0 0o X 0 0o X
#56 2018-14087 EUC 174 15 7 0o v 4 0o X 4 0 X 0 0o X 0 0o X
#57 2018-14089 Virgo_ZodiacToken 208 30 20 0 v 12 0 v 5 0 v 14 0 v 0 0 X
#58 2018-14576 SunContract 194 12 4 0o v 1 0o v 0 0 X 0 0o X 0 0o X
#59 2018-17050 Al 141 8 3 0o v 1 0o v 1 0o v 0 0o X 0 0o X
#60 2018-18665 NXX 79 7 5 0o v 4 0o v 4 0o v 0 0o X 0 0o X
V58 v 41 V20 v 10 V2
Total 12493 976 492 2 A:0 240 13 A:0 171 14 A:15 94 10 A:1 14 0 A:0
X:0 X 17 X 23 X 46 X 42

14



VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]
No. CVEID  Name LOC  #Q gamrm #FP CVE [#Alarm #FP CVE | #Alarm #FP CVE [#Alarm #FP CVE [#Alarm #FP  CVE
#1  2018-10299 BEC 209 6 2 0 / 0 0 X T 0 A 2 0 7 0 0 X
#  2018-10376 SMT 204 22 3 0 v 1 0 v 2 0 X 1 0 X | timeout (> 3 days)
#3  2018-10468 UET 146 27 4 0 v 9 0 X 8 0 v 5 0 v 0o 0 X
#4  2018-10706 SCA 404 48 33 0 v 9 0 X 4 0 yAN 2 0 X internal error
#5  2018-11239 HXG 102 11 70 v 6 0 2 0 X 30 v 2 0 v
#6  2018-11411 DimonCoin 126 15 7 0 v 5 0 X 5 0 5 0 v 30 v
#7  2018-11429 ATL 165 9 4 0 v 30 v 2 0 A 0o 0 X 0o 0 X
#8  2018-11446 GRX 434 39 24 2 v 8 2 X 12 4 X 4 2 X internal error
#9  2018-11561 EETHER 146 10 5 0 v 4 0 v 2 0 A 2 0 v 0o 0 X
#10 2018-11687 BTCR 99 20 4 0 v 2 0 v 2 0 A 3 2 X 0o 0 X
#11 2018-12070 SEC 269 40 8 0 v 6 0 4 0 X 3 1 X 0o 0 X
#12 2018-12230 RMC 161 9 5 0 v 30 v 5 0 v 0o 0 X 0o 0 X
#13 2018-13113 ETT 142 9 2 0 NA 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#14 2018-13126 MoxyOnePresale 301 5 30 0 0 X 0 0 X 0o 0 X 0o 0 X
#15 2018-13127 DSPX 238 6 4 0 v 30 v 30 A 1 0 X 0o 0 X
#16 2018-13128 ETY 193 10 4 0 v 30 30 A 0o 0 X 0o 0 X
#17 2018-13129 SPX 276 9 6 0 v 5 0 v 3 0 A 1 0 X internal error
#18 2018-13131 SpadePreSale 312 4 3 0o v 0 0 x 0 0 X 0 0o x internal error
VERISMART OsIRis [43] OYENTE [9, 34] MYTHRIL [7] MANTICORE [2]
#Alarm #FP CVE |[#Alarm #FP CVE |[#Alarm #FP CVE |#Alarm #FP CVE |#Alarm #FP CVE
v:58 V41 V20 V10 2
Total 12493 976 492 2 A:0 240 13 A: 0| 171 14 A:15 94 10 A:1 14 0 A:0
X:0 X 17 X 23 X 46 X 42
H#2972018=132307"DSN 71 I7 10 0 14 q 0 14 2 0 X 2 0 X (V) V) X
#30 2018-13325 GROW 176 12 2 0 v 4 2 v 1 1 x 0o 0 X 0o 0 X
#31 2018-13326 BTX 135 9 2 0 NA 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#32 2018-13327 CCLAG 92 5 2 0 v 2 1 v 2 1 v 0o 0 X 0o 0 X
#33 2018-13493 DaddyToken 344 40 2 0 v 8 0 X 2 0 X 30 X internal error
#34 2018-13533 ALUXToken 191 23 13 0 v 8 0 v 2 0 v 1 0 X 1 0 x
#35 2018-13625 Krown 271 22 9 0 v 1 0 X 30 v 0 0 X internal error
#36 2018-13670 GFCB 103 14 11 0 v 6 1 v 3 1 v 1 0 X 0o 0 X
#37 2018-13695 CTest7 301 17 8 0 v 0 0 X 0 0 X 0o 0 X 0o 0 X
#38 2018-13698 Play2LivePromo 131 8 70 v 7 0 7 0 5 0 X 5 0 X
#39 2018-13703 CERB_Coin 262 17 8§ 0 v 5 0 v 2 0 X 2 1 X 0o 0 X
#40 2018-13722 HYIPToken 410 8 3 0 v 2 0 v 2 0 v 0 0 X internal error
#41 2018-13777 RRToken 166 8 30 v 2 0 v 2 0 v 0o 0 X 0o 0 X
#42 2018-13778 CGCToken 224 13 6 0 4 0 v 4 0 v 1 0 X 1 0 X
#43  2018-13779 YLCToken 180 17 11 0 v 5 0 v 6 0 0o 0 X 0o 0 X
#44 2018-13782 ENTR 171 17 0 0 v 4 0 v 2 0 v 2 0 X 0o 0 X
#45 2018-13783 JiucaiToken 271 19 11 0 v 6 0 4 0 v 0 0 X internal error
#46 2018-13836 XRC 119 22 70 v 5 0 X 30 A 3 1 v | timeout (> 3 days)
#47 2018-14001 SKT 152 19 0 0 v 4 0 X 30 A 30 0o 0 X
#48 2018-14002 MP3 83 12 4 0 v 2 0 X 2 0 A 2 1 X | timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 30 X 2 0 A 30 v 1 0 X
#50 2018-14004 GLB 299 40 8 0 Vv 5 0 v 1 0 A 0o 0 X 0o 0 X
#51 2018-14005 Xmc 255 29 11 0 v 8 0 v 1 0o A 30 A 0o 0 X
#52 2018-14006 NGT 249 27 13 0 v 1 0 X 5 0 A 0 0 X | timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 v 1 0 v 1 0 v 4 2 v 0o 0 X
#54 2018-14084 MKCB 273 17 0 0 v 5 0 4 0 X 2 0 X 1 0 x
#55 2018-14086 SCO 107 16 4 0 v 7 2 v 5 2 X 0 0 X 0o 0 X
#56 2018-14087 EUC 174 15 70 v 4 0 X 4 0 X 0 0 X 0o 0 X
#57 2018-14089 Virgo_ZodiacToken ~ 208 30 20 0 v 2 0 v 5 0 v 4 0 v 0o 0 X
#58 2018-14576 SunContract 194 12 4 0 v 1 0 v 0 0 X 0o 0 X 0o 0 X
#59 2018-17050 Al 141 8 30 v 1 0 v 1 0 v 0o 0 X 0o 0 X
#60 2018-18665 NXX 79 7 5 0 v 4 0 v 4 0 v 0o 0 X 0o 0 X
/58 v 41 V20 v/ 10 V2
Total 12493 976 492 2 A:0 240 13 A:0 171 14 A:15 94 10 A:l 14 0 A:0
X0 X:17 X 23 X 46 X 42 14




VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]
No. CVEID  Name LOC  #Q pa@mrm #FP CVE [#Alarm #FP CVE [#Alarm #FP- CVE [#Alarm #FP CVE [¥Alarm #FP  CVE
#1  2018-10299 BEC 209 6 2 0 / 0 0 X T 0 A 2 0 7 0 0 X
#  2018-10376 SMT 204 22 3 0 v 1 0 v 20 X 1 0 X | timeout (> 3 days)
#3  2018-10468 UET 146 27 4 0 v 9 0 X 8 0 v 5 0 v 0 0 X
#4  2018-10706 SCA 404 48 33 0 v 9 0 X 4 0 yAN 2 0 X internal error
#5  2018-11239 HXG 102 11 70 v 6 0 2 0 X 30 v 2 0 v
#6  2018-11411 DimonCoin 126 15 70 v 5 0 X 5 0 v 5 0 v 30 v
#7  2018-11429 ATL - : - 30 v 2 0 A 0o 0 X 0o 0 X
#8  2018-11446 GRX 8 2 X 12 4 X 4 2 X internal error
#9  2018-11561 EET I-I ;I_ . 0 4 0 v 2 0 A 2 0 v 0o 0 X
#10 2018-11687 BTC (-3 E 99 5 /O 2 0 v 2 0 A 3 2 X 0 0o X
#11 2018-12070 SEC ~ © ™=y - . 6 0 4 0 X 301 X 0 0 X
#12 2018-12230 RMC 30 v 5 0 v 0o 0 X 0o 0 X
#13 2018-13113 ETT 7.| (o) 4 2 N/A 2 2 NA 0 0 NA 0 0 NA
#14 2018-13126 Mox EE (0) 0o 0 X 0 0 X 0o 0 X 0o 0 X
#15 2018-13127 DSP 30 v 30 A 1 0 X 0o 0 X
#16 2018-13128 ETY 30 30 A 0o 0 X 0o 0 X
#17 2018-13129 SPX i ) 5 0 v 3 0 A 1 0 X internal error
#18 2018-13131 SpadePreSale ™ 312 4| 3ot v | 0 0 X 0o 0 X 0o 0 X internal error
VERISMART OsIris [43] OYENTE [9, 34] MYTHRIL [7] MANTICORE [2]
#Alarm #FP CVE [#Alarm #FP CVE |[#Alarm #FP CVE |#Alarm #FP CVE |#Alarm #FP CVE
v:58 V41 V20 V10 2
Total 12493 976 492 2 A:0 240 13 A: 0| 171 14 A:15 94 10 A:1 14 0 A:0
X:0 X 17 X 23 X 46 X 42
#2972018-13230""DSN 171 17 10 14 4 0 14 » 0 X > 0 X 0 0 X
#30 2018-13325 GROW 176 12 2 0 v 4 2 v 1 1 X 0o 0 X 0o 0 X
#31 2018-13326 BTX 135 9 2 0 NA 4 2 N/A 2 2 NA 0 0 NA 0 0 NA
#32 2018-13327 CCLAG 92 5 2 0 v 2 1 v 2 1 v 0o 0 X 0o 0 X
#33 2018-13493 DaddyToken 344 40 2 0 v 8 0 X 2 0 X 30 X internal error
#34 2018-13533 ALUXToken 191 23 13 0 v 8 0 v 2 0 v 1 0 x 1 0 x
#35 2018-13625 Krown 271 22 9 0 v 1 0 X 30 v 0 0 X internal error
#36 2018-13670 GFCB 103 14 11 0 v 6 1 v 3 1 v 1 0 x 0o 0 X
#37 2018-13695 CTest7 301 17 8 0 Vv 0o 0 X 0 0 X 0o 0 X 0 0 X
#38 2018-13698 Play2LivePromo 131 8 70 v 7 0 7 0 5 0 X 5 0 X
#39 2018-13703 CERB_Coin 262 17 8 0 v 5 0 v 2 0 X 2 1 X 0o 0 X
#40 2018-13722 HYIPToken 410 8 3 0 v 2 0 v 2 0 v 0 0 X internal error
#41 2018-13777 RRToken 166 8 30 v 2 0 v 2 0 v 0o 0 X 0o 0 X
#42 2018-13778 CGCToken 224 13 6 0 4 0 v 4 0 v 1 0 x 1 0 X
#43 2018-13779 YLCToken 180 17 11 0 v 5 0 v 6 0 0o 0 X 0o 0 X
#44 2018-13782 ENTR 171 17 0 0 v 4 0 v 2 0 v 2 0 X 0o 0 X
#45 2018-13783 JiucaiToken 271 19 11 0 v 6 0 v 4 0 v 0 0 X internal error
#46 2018-13836 XRC 119 22 70 v 5 0 X 30 A 3 1 v | timeout (> 3 days)
#47 2018-14001 SKT 152 19 0w o0 v 4 0 X 30 A 30 0 0 X
#48 2018-14002 MP3 83 12 4 0 v 20 X 2 0 A 2 1 X | timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 30 X 2 0 A 30 1 0 X
#50 2018-14004 GLB 299 40 8 0 Vv 5 0 v 1 0 A 0o 0 X 0o 0 X
#51 2018-14005 Xmc 255 29 11 0o v 8 0 v 1 0 A 30 A 0o 0 X
#52 2018-14006 NGT 249 27 13 0 v 1 0 X 5 0 A 0 0 X | timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 v 1 0 v 1 0 v 4 2 v 0o 0 X
#54 2018-14084 MKCB 273 17 0 0 v 5 0 v 4 0 X 2 0 X 1 0 x
#55 2018-14086 SCO 107 16 4 0 v 7 2 v 5 2 X 0 0 X 0o 0 X
#56 2018-14087 EUC 174 15 70 v 4 0 X 4 0 X 0o 0 X 0o 0 X
#57 2018-14089 Virgo_ZodiacToken 208 30 20 0 v 12 0o v 5 0o v 14 0o v 0 0o X
#58 2018-14576 SunContract 194 12 4 0 v 1 0 v 0o 0 X 0o 0 X 0o 0 X
#59 2018-17050 Al 141 8 30 v 1 0 v 1 0 v 0o 0 X 0o 0 X
#60 2018-18665 NXX 79 7 5 0 v 4 0 v 4 0 v 0o 0 x 0o 0 X
/58 v 41 V20 v/ 10 V2
Total 12493 976 492 2 A:0 240 13 A: 0 171 14 A:15 94 10 A:l 14 0 A:0
X0 X:17 X 23 X 46 X 42 14




VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]
No. CVEID  Name LOC  #Q gamrm #FP CVE [#Alarm #FP CVE | #Alarm #FP CVE [#Alarm #FP CVE [#Alarm #FP  CVE
#1  2018-10299 BEC 299 6 2 0 7 0 0 X T 0 A 20 7 0 0 X
#  2018-10376 SMT 294 22 3 0 v 1 0 v 2 0 X 1 0 X | timeout (> 3 days)
#3  2018-10468 UET 146 27 4 0 v 9 0 X 8 0 v 5 0 0o 0 X
#4  2018-10706 SCA 404 48 33 0 v 9 0 X 4 0 yAN 2 0 X internal error
#5  2018-11239 HXG 102 11 70 v 6 0 2 0 X 30 v 20 v
#6 2018-11411 DimonCoin 126 15 7 0 5 0 X 5 0 v 5 0 v 30 v
#7  2018-11429 ATL e : S 30 v 2 0 / - - - -
#8  2018-11446 GRX 8 2 X 2 4 )
#9  2018-11561 EET = 4 0 v 2 0 [ =
#10 2018-11687 BTC I'I_Q.I'E' 99 5% 20 v 2 0 [/ I'IQI'E' < 94 6%
#11 2018-12070 SEC ~ © ™=y - . 6 0 4 0 ) ©O™= .
#12 2018-12230 RM( 30 v 5 0 -
#13 2018-13113 ETT 7.' (o) 4 2 NA 2 2 N 7-':: = . (o)
#14 2018-13126 Mox EE (0] 0 0 X 0 0o ) EEE < . (0]
#15 2018-13127 DSP 30 30 /
#16 2018-13128 ETY 30 30 /
#17 2018-13129 SPX , 5 0 30 [/
#18 2018-13131 SpadePreSale 312 4] ot v | 0o 0 X 0 0 X | METTXTT internal crror|
VERISMART OsIRIS [43] OYENTE |9, 34| MYTHRIL [7] MANTICORE | 2]
#Alarm #FP CVE JEAlarm #FP CVE |[#Alarm #FP CVE |#Alarm #FP CVE [ #Alarm #FP CVE
v:58 V41 V20 V10 2
Total 12493 976 492 2 A:0 240 13 A: 0| 171 14 A:15 94 10 A:1 14 0 A:0
X:0 X 17 X 23 X 46 X 42
#29 2016-15250" " DSN 1I'/71 17 10U v 4 U v 2 U Al > U lal U U o)
#30 2018-13325 GROW 176 12 2 0 v 4 2 v 1 1 X 0 0 X 0 0 X
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#32 2018-13327 CCLAG 92 5 20 v 2 1/ 2 1/ 0o 0 X 0o 0 X
#33 2018-13493 DaddyToken 344 40 2 0 v 8 0 X 2 0 X 30 X internal error
#34 2018-13533 ALUXToken 191 23 13 0 v 8§ 0 v 2 0 1 0 X 1 0 X
#35 2018-13625 Krown 2711 22 9 0 v 1 0 X 30 v 0o 0 X internal error
#36 2018-13670 GFCB 103 14 1m0 v 6 1 v 3 1 v 1 0 X 0 0 X
#37 2018-13695 CTest7 301 17 8 0 v 0 0 X 0 0 x 0o 0 X 0o 0 X
#38 2018-13698 Play2LivePromo 131 8 70 v 7 0 7 0 5 0 X 5 0 X
#39 2018-13703 CERB_Coin 262 17 8§ 0 v 5 0 v 2 0 X 2 1 X 0o 0 X
#40 2018-13722 HYIPToken 410 8 3 0 v 2 0 v 2 0 v 0 0 X internal error
#41 2018-13777 RRToken 166 8 30 v 2 0 v 2 0 v 0o 0 X 0o 0 X
#42 2018-13778 CGCToken 24 13 6 0 v 4 0 4 0 v 1 0 X 1 0 X
#43 2018-13779 YLCToken 180 17 1m0 v 5 0 v 6 0 0o 0 X 0 0 X
#44 2018-13782 ENTR 171 17 0 0 v 4 0 2 0 2 0 X 0 0 X
#45 2018-13783 JiucaiToken 271 19 11 0 v 6 0 v 4 0 v 0 0 X internal error
#46  2018-13836 XRC 119 22 70 v 5 0 X 30 A 3 1 v | timeout (> 3 days)
#47 2018-14001 SKT 152 19 0 0 v 4 0 X 30 A 30 v 0o 0 X
#48 2018-14002 MP3 83 12 4 0 v 2 0 X 2 0 A 2 1 X | timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 30 X 2 0 A 30 10 X
#50 2018-14004 GLB 299 40 s 0 v 5 0 1 0 A 0o 0 X 0 0 X
#51 2018-14005 Xmc 255 29 1o v 8 0 v 1 0 A 30 A 0o 0 X
#52  2018-14006 NGT 249 27 13 0 v 1 0 X 5 0 A 0 0 X | timeout (> 3 days)
#53  2018-14063 TRCT 178 9 1 0 v 1 0 v 1 0 v 4 2 v 0 0 X
#54 2018-14084 MKCB 273 17 0 0 v 5 0 4 0 X 2 0 X 1 0 X
#55 2018-14086 SCO 107 16 4 0 v 7 2 v 5 2 X 0o 0 X 0o 0 X
#56 2018-14087 EUC 174 15 7 0 v 4 0 X 4 0 X 0 0 X 0 0 X
#57 2018-14089 Virgo_ZodiacToken ~ 208 30 20 0 v 2 0 v 5 0 v 4 0 v 0o 0 X
#58 2018-14576 SunContract 194 12 4 0 v 1 0 v 0 0 X 0o 0 X 0 0 X
#59 2018-17050 Al 141 8 30 v 1 0 v 1 0 v 0o 0 X 0o 0 X
#60 2018-18665 NXX 79 7 5 0 4 0 v 4 0 v 0o 0 X 0 0 X
/58 v 41 V20 v/ 10 V2
Total 12493 976 492 2 A0 240 13 A0 171 14 A:15 9% 10 Al 4 0 A:0
X0 X:17 X 23 X 46 X 42 14




7|E obd 5|2 M5 H|a

= 7| Eo =] x N Eoﬂ Al —H
° 7‘_|'__|7:-|07‘E|_ ﬁﬂl—E 9—|E HE -IC—DI-)é-JIE?:-lIo =k
VERISMART SMTCHECKER (13 ZEUS |31
No.  Contract Address LOC  #Q 'sATarm #FP #FN  Verified | #Alarm_ #FP #FN[ %eriﬁed Veriﬁ[ed]
#1 0xc98f5c1b3b783794e646a8a29¢2916668b7d9606 42 3 0 0 0 v 1 1 0 X X
#2 Oxalb43b46befb2387d2df46cde82c3d454ef33¢c66 78 2 1 0 0 v internal error X
#3 0xd41f3b51e0c2d825a1178582d27c84dbfe48d1af 75 7 2 0 0 v 2 0 0 v X
#4 0x8a70cf25cf32e728be9e30c20b2781f60cb0ed6d 70 7 0 0 0 v 2 2 0 X X
#5 0xcfe185ce294b443¢c16dd89f00527d8b25¢c45bfod 103 8 0 0 0 v internal error X
#6 0xd9f7¢d813983bd89d18015cc3022f7b9b97d26d4 141 5 2 0 0 v internal error X
#7 0x218e5ea7e¢104385b0b91097519dfde91f15613¢7 74 6 1 0 0 v 1 0 0 v X
#8 0x4993CB95¢7443bdC06155¢5f5688Be9D8f6999a5 84 6 0 0 0 v internal error X
#9 0xf48cf5ad04afa369fe1ae599a83699¢712b0352 82 6 0 0 0 v 1 1 0 X X
#10  0x168296bb09¢24a88805cb9c33356536b980d3fc5 99 2 1 0 0 v 2 1 0 X X
#11  0x8c65898cceaa73209f579653fa5523b7b13972bd 171 15 9 0 0 v internal error X
#12  0xe57a41170f18fab3248d623f06bd92b32260fae2 139 7 0 0 0 v internal error X
#13  0xE01B770235Bc5db653604e5519F048dF54490B5f 139 7 0 0 0 v internal error X
#14  0xd23f2533B726C9Cb1Fb9ed109b82e5A8F01c881e 139 7 0 0 0 v internal error X
#15  0x3ff8¢78e266395d08f41ef1631391f0050d48081 139 7 0 0 0 v internal error X
#16  0x45d147c800d401350b24fc1cd5fbc98040b177¢8 141 16 10 0 0 v 9 0 1 X X
#17  0x3B6d241e1b38776C2eFE944E7012239ed59334c1 153 5 0 0 0 v internal error X
#18  0x873c58020bcb114b4fea456cef93aaf58e8e305d 139 7 0 0 0 v internal error X
#19  0x08711d3b02c8758f2fb3ab4e80228418a7f8e39¢ 113 4 0 0 0 v internal error X
#20  0xd7bf41bbc8979b3821851b871f055f4ae62b2299 40 3 0 0 0 v 1 1 0 X X
#21  0x8a772004af0b8fca5e7093c6f277ba7b0e8fa97a 59 3 0 0 0 v internal error X
#22  0x8d2c532d7d211816a2807a411f947b211569b68c 28 3 1 0 0 v 2 1 0 X X
#23  0xeb41d678879c735f22fce499d891d44c288829%ea 19 3 0 0 0 v 1 1 0 X X
#24  0xcd3e727275bc2f511822dc9a26bd7b0bbf161784 457 30 13 6 0 X internal error X
#25  0xDea48D521832780f5e437F7f744c94d2CdA85A9 17 3 0 0 0 v 1 1 0 X X
Total 2741 172 40 6 0 )‘(/2? 23 9 1 '; 92 ){2(5)
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Netkoin O|A]|

contract Netkoin {

mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;

function transfer (address to, uint value) public
returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;

return true;/\

} QHEZRE 25| 7=

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;
return true;

} ANEHEZRE EZ517| 2|2




Netkoin O|A]|

contract Netkoin { E
mapping (address => uint) public balance; tota |

2HXHA &
DS =0 o=
uint public totalSupply; Su up

ply = >balance

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;
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function transfer (address to,
returns (bool) {

require (balancel[msg.sender] >= value);
balance[msg. sender]
balance[to] += value;

return true;/\

uint value) public

value;

CHEELRE &7

51| =

>= value);
value;
value;

function burn (uint value) public returns (bool) {
require (balancel[msg.sender]
balance[msg. sender]
totalSupply -=

return true;
ulg



Netkoin O|A]|

contract Netkoin { EE|_I-|x—I-||A|_:I HI_:I é-)ljél
' => ui lic bal ;
vint public totalsupply; | totalSupply = >balance
constructor (uint initialSupply) {
balancemsk. sender) - totsloupply; < totalSupply = Tbalance
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function transfer (address to,
returns (bool) {

require (balancel[msg.sender] >= value);
balance[msg. sender]
balance[to] += value;

return true_/\

uint value) public

value;

QHEZRE 25| 7=

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);

balance[msg. sender]
value;

totalSupply -=

value;

return true;
ulg
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Netkoin O|A]|

contract Netkoin {

mapping (address => uint) public balance;

uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

function transfer (address to, uint value) public % totalSupply = Zbalance

returns (bool) {

% totalSupply = X balance

require (balancelmsg.sender] >= value);

balance[msg.sender] -= value;
balance[to] += value;

return true_/\

} CHEERE 22I517| |2

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;

return true;
) AHERL 2 2245}
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Netkoin O|A]|

contract Netkoin {

mapping (address => uint) public balance;

uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

% totalSupply = X balance

function transfer (address to, uint value) public %totalSupply

returns (bool) {

> balance

require (balancelmsg.sender] >= value);

balance[msg.sender] -= value;
balance[to] += value;

return true_/\

} CHEERE 22I517| |2

% totalSupply

> balance

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;

return true;
) AHERL 2 2245}
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Netkoin O|A]|

contract Netkoin { EE|_I-|I—I-||A|_:I HI_:I é-)ljél
' => ui lic bal ;
vint public totalsupply; | totalSupply = >balance
constructor (uint initialSupply) {
balancemsk. sender) - totsloupply; < totalSupply = Tbalance

function transfer (address to, uint value) public
returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;

return true_/\
} CHEERE 22I517| |2

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;

return true
} AREOES=2R= 25| 2[S

<{tota15upply

> balance

<{tota15upply

> balance

<{tota15upp1y

> balance
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Netkoin O|A]|

contract Netkoin {

mapping (address => uint) public balance;

uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

EdfM 2w HE
totalSupply = >balance

% totalSupply = X balance

function transfer (address to, uint value) public %totalSupply

returns (bool) {

require (balancelmsg.sender] >= value);

balance[msg.sender] -= value;
balance[to] += value;

return true_/\

) QHEZRE X257 4|8

function burn (uint value) public returns (bool) { %totalSupply

require (balancel[msg.sender] >= value);

balance[msg.sender] -= value;
totalSupply -= value;

return true;
) ACZ222 22517

> balance
%totalSupply > balance
2 balance
%totalSupply > balance
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require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;

assert (totalSupply >= value)

totalSupply = 2balance ... transaction invariant

> balance[msg.sender] ... def. of 2balance
> value ... assumption (require)
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