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Proving Partial Correctness

@ A function is partially correct if when the function's precondition is
satisfied on entry, its postcondition is satisfied when the function
returns (if it ever does).

@ Inductive assertion method for proving partial correctness

» Derive verification conditions (VCs) from a function.
» Check the validity of VCs by an SMT solver.
» If all of VCs are valid, the function ia partially correct.
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Deriving VCs

Done in two steps:
@ The function is broken down into a finite set of basic paths.
@ Each basic path generates a verification condition.

@ Loops and recursive functions complicate proofs as they create
unbounded number of paths. For loops, loop invariants cut the paths
into a finite set of basic paths. For recursion, function specification
cuts the paths.
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Control-Flow Graph

@pre: 0 <l Au<]|al
@post : rv > il < i< uAafi] =e
bool LinearSearch (int a[], int [, int u, int e) {
intz:=1;
while QL : Il < i A (V). 1l < j <i— alj] #e)
(i <w){
if (a[i] = e) return true
t:=1+1;}

return false }
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Control-Flow Graph

S L0 & (ol ) (0 <-) & G<) > ] )8 oop enty

@post: (rv <-> (exists (). (1 <= j) && (j <= w)) && (alj] == €)))) 2: function exit
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Basic Paths

@ A basic path is a sequence of atomic statements that begins at the
function precondition or a loop invariant and ends at a loop invariant
or the function postcondition.

@ Moreover, a loop invariant can only occur at the beginning or the
ending of a basic path (Basic paths do not cross loops).
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Example: LinearSearch

@pre: 0 < I Au<|al
@post : rv > Fil < i< uAali] =e
bool LinearSearch (int a[], int I, int u, int e) {
intz:=1;
while
QL:I<iA(V.1<j<i—alj]#e)
(G < u){
if (a[i] = e) return true
t: =1+ 1;
}

return false

}

1)
(3)
(2),(4)
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(1)
Qpre: 0 <IlAu<|a
1:=1

@L:1<iA(Vj.1<j<i— aljl#e)

(2)
QL:1<iNVj. 1< j<i— alj] #e)
assume @ < u;

assume a[i] = e;

rv = true

@post : v > Tl < i< uAafi] =e

(3)
QL:1<iNVj. 1< j<i— alj] #e)
assume @ < u;

assume ali] # e

i1:=1+4 1;
QL:1<iNnVj. 1< j<i— al[j] #e)
(4)

QL:I1<iN(Vj. 1< j<i—alj]#e)
assume 7 > u;

rv := false

@post : 7v > Fl < i< uAali] =e
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Example: Bubble Sort

@pre : |ag| > 0
@post : sorted(rv, 0, |[rv| — 1)
int[] BubbleSort (int[] ao) {
int[] @ := ao
-1<4i< |al
@L1 | A partitioned(a, 0,%,% + 1, |a| — 1)
A sorted(a,, |a| — 1)

for (intd:=|al —1;4>0;d:=i—1){ (1)
1<i<la| A 0<j<i e
A partitioned(a, 0,%,% + 1, |a] — 1)
@L> A partitioned(a, 0,5 — 1,7, 7) (6) (5) (2)

A sorted(a, 1, |a| — 1)
for (intj:=0,75 <4 j:=35+1){ @
if (als] > alj + 1]) { .
int t := a[j];

int a[j] := alj + 1J; 3). (4
inta,[j+1]:=t; ()()

}
}

return a;

}
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Basic Paths

®
@pre : |a] > 0
a := ao;

i:= |a| — 13
QL : —1 < i < |a| A partitioned(a, 0,%,% + 1, |a| — 1) A sorted(a, i, |a| — 1)

(2)
QL : —1 < i < |a| A partitioned(a, 0,%,% + 1, |a| — 1) A sorted(a, i, |a|] — 1)
assume 7 > 0;

Jj =05

@Ly : 1<i<|al AN 0<j<iA partitioned(a,0,%,72+ 1,|a| — 1)
2 A partitioned(a, 0,7 — 1,j,j5) A sorted(a, i, |a| — 1)

(3)

QLo : 1<i<|al AN 0L j<iA partitioned(a,0,%,%2+ 1, |a| — 1)
25 A partitioned(a, 0,5 — 1,j,j5) A sorted(a, i, |a| — 1)

assume j < i
assume a[j] > a[j + 1];

t:=alj];

alj] :==alj +1];

alj +1] :==1t;

Jj=i+1

QL : [ 1<i<|al AN 0<j<iA partitioned(a,0,%,72+ 1,|a| — 1) }
" | A partitioned(a, 0,5 — 1,5,j5) A sorted(a, i, |a| — 1)
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Basic Paths

(4)

QL : [1<i<|al A 0<j<iA partitioned(a,0,4,% + 1,|a] — 1) ]
" | A partitioned(a, 0,5 — 1,5,j5) A sorted(a, i, |a| — 1)

assume j < 43

assume a[j] < a[j + 1];

Jj=J+1 .

1<i<|al A 0L j<iA partitioned(a,0,%,72+ 1,|a| — 1)

@Lyz : | A partitioned(a, 0,5 — 1,34,5) A sorted(a,i,|a] — 1) |
(C) -
QL 1<i<|al AN 0L j<iA partitioned(a,0,%,%2+ 1, |a| — 1)

2 ¢ .y - T

A partitioned(a, 0,5 — 1,7,7) A sorted(a, 1, |a] — 1)
assume j > i;

1:=1—1;

@QL; : —1 < i < |al| A partitioned(a, 0,%,¢ + 1, |a|] — 1) A sorted(a, ¢, |a| — 1)

(6)

@QL; : —1 < i < |a| A partitioned(a, 0,%,¢ + 1, |a|] — 1) A sorted(a, ¢, |a| — 1)
assume ¢ < 03

TV 1= a;

@post : sorted(rv, 0, |rv| — 1)
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Basic Paths: Function Calls

@ Both loops and (recursive) function calls may create an unbounded
number of paths. For loops, loop invariants cut loops to produce a
finite number of basic paths. For function calls, we use function
specifications to cut calls.

@ Observe that the postcondition of a function summarizes the effects
of calling the function, as it relates the return variable and the formal
parameters. So we can use these summaries to replace function calls.

@ However, note that the function postcondition holds only when the
precondition is satisfied on entry. To ensure this, we generate an extra
basic path that asserts the precondition, called function call assertion.
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Example: Binary Search

@pre: 0 < I Au < |a| Asorted(a,l,u)
@post: rv > Fl<i<uAafi] =e
bool BinarySearch (int a[], int I, int u, int e) {
if (I > ) return false;
else {
int m = (I + u) div 2;
if (a[m] = e) return true;
else if (a[m] < e) {
QR; : 0 <m+1Au < |a|l Asorted(a,m + 1, u)
return BinarySearch (a,m + 1, u, e)
} else {
QR;:0<IAm—1 < |a| Asorted(a,l,m — 1)
return BinarySearch (a,l,m — 1,¢€)
}
}
}
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Basic Paths

(3),(4)

(1)

(2)

(5):(6)
(3)

(5)

@pre: 0 <lAwu < |a|Asorted(a,l,u)
assume [ > u;

rv := false;

@post : 7v > Fl < i< uAafi] =e

@pre: 0 <lAwu < |a|Asorted(a,l,u)
assume | < u;

m := (I + u) div 2;

assume a[m] = e;

rv := true;

@post rv > Fil < i< uAafi =e

@pre 0 < I A u < |a| A sorted(a, l, u)

assume | < w;

m := (I + u) div 2;

assume a[m] # e;

assume a[m] < e;

QR1:0<m+1Au< |a|Asorted(a,m + 1,u)

@pre 0 <l Au < |a| A sorted(a,l,u)

assume I < wu;

m := (I + u) div 2;

assume a[m] # e;

assume a[m] > e;

QR2:0<IlIAmM—1< |a| Asorted(a,l,m — 1)
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Basic Paths

(4) @pre: 0 <lAu<|a|Asorted(a,l,u)

assume | < w;

m := (I + u) div 2;

assume a[m] # e;

assume a[m] < e;

assume vy <> Jim+1<i<uAafi] =e
(5)a(6) TV 1= v1;
@post : v <> Fi.l <i < uAalflgg e

(3),(4)

(6) @pre:0<IAu<|a|Asorted(a,l,u)
assume | < w;
m := (I + u) div 2;
assume a[m] # e;
assume a[m] > e;
assume vz <> il < i< m—1Aali] =e;
TV 1= v3;
@post : rv > Fl < i< uAafi] =e

GJa,l,u, e, rv] be the post condition. Then, the function call
return BinarySearch(a, m + 1, u, e)

translates to
assume Gla,m + 1,u, e, v1];7v := v
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Weakest Precondition
What is the precondition that must hold before the statement to ensure
that the postcondition holds afterwards?

o {? }xi=xt1{x>0}

o {? }y=2+y{y <6}

o {? txi=xty{y>ux}

o {? }assume a<5{a<b5}

o {? }assume a <b{a<5}
The weakest precondition is the most general one among valid
preconditions. Weakest precondition transformer:

wp : FOL X stmts — FOL
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Weakest Precondition Transformer

Weakest precondition wp(F, S) for statements S of basic paths:

@ Assumption: What must hold before statement assume c is executed
to ensure that F' holds afterwards? If ¢ — F' holds before, then
satisfying ¢ guarantees that F' holds afterwards:

wp(F,assume ¢) <= ¢ — F.

@ Assignment: What must hold before statement v := e is executed to
ensure that F'[v] holds afterward? If F[e] holds before, then
assigning e to v makes F'[v] holds afterward:

wp(F,v:=e) <= Fle]
@ For a sequence of statements S1;...;.55,

Wp(F, S15.0 0, Sn) - Wp(Wp(F, Sn)a S15.00 Sn—l)-
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Verification Condition

The verification condition of basic path

QF
S1;

Shn;
QG

F — wp(G,S15...;Sh).

The verification condition is sometimes denoted by the Hoare triple

{F}S1;...58.{G}.
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Example

The VC of the basic path

Qx >0
x:=x+ 1;
Qx > 1
is
z>0—->wp(x>1l,x:=x+1)
where
wp(x > lL,z:=x+1) < x>0
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Example

Consider the basic path (2) in the LinearSearch example:
QL:F:I1<iNAnVj.l<j<i—aljl#e)
S1 :assume @ < u;
S2 : assume afi] = e;
S3 : rv 1= true
@post: G:rv > Fil<i<uAali] =e

The VC is F — wp(G, S1; S2; S3), so compute

wp(G, S1;82; S3)

< wp(wp(rv « Fj. £<j<u A a[j|=e, mv:=true), Si;52)
< wp(true « J5.€<j<u A a[j]=e, S1;52)

S wp(3j. £<j<u A a[j]=e, 51;52)

< wp(wp(Fj. £<j<u A a[j] =e, assume ali] =¢), S1)

< wpafil=e — Fj.L<ji<u A a[j]=e, S1)

< wp(alil=e — Fj. £<j<u A a[j]=e, assume i < u)

S i<u — (afil=e — Fj.L<j<u A a[j]=¢)

The resulting VC is (Tz U T'a)-valid:

I<inMVj.l<j<i—alj] #e)
2 (E<u—(alil=e—Fgl <j<uAa[j] =e¢e))
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Weakest Precondition Transformer for Array Assignment

wp(F, zleq] := e2) <= F{z — xz(e1 <e2)}

o {? }xl[il:=y { z[¢] =2 }
o {7} xlilimy {ali] = 2 }
o {7 }ylj+1l:=x[ix1] {y[jl=any[j+1]=0b}
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Strongest Postcondition

Strongest postcondition transformer

sp : FOL X stmts — FOL

computes the most specific postcondition of a given precondition and
program statement, e.g.,

o {x>—-1}x:=x+1{7}

o {y<3}y=2+y{7}

o {zx <0 }x:=x+ty {7}

o {T }assume a <5{7}

e {b<5}assume a<b{?7}
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Strongest Postcondition Transformer

o sp(F,assumec) <= cAF
o sp(F[v],v := e[v]) < T v = e[v?] A F[v?]
o sp(F, S1;...35,) <= sp(sp(F, S1),S2;...;Sn)

sp(t > n,i:=1+ k)
«— 3% i=i"+kAi®">n
<~ i1—k>n

sp(i > n,assume k > 0; i := i+ k)
<> sp(sp(¢ > n,assume k > 0),¢ :=1 + k)
<= sp(i>nAk>0,i:=1+ k)
= 3% i=i"+ kA" >nAk>0
= i—k>nAk>0
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Verification Condition

The verification condition of basic path
QF
S13
Sn;
QG

sp(F, S1;...35,) & G

The verification condition is sometimes denoted by the Hoare triple

{F}S1;...58.{G}.
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Partial Correctness

Theorem

If for every basic path
QF
S1;
Snj
QG

of program P, the verification condition
{F}Sl; coey Sn{G}

is valid, then the program obeys its specification.
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