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• Writing and maintaining tests is tedious and error-prone 

• Idea: Automated Test Generation 

• Generate a regression test suite  

• Execute all reachable statements  

• Catch any assertion violations 

Motivation
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• Random Testing 

• Generate random inputs  

• Execute the program on those (concrete) inputs  

• Problem 

• Probability of catching error can be astronomically small 

Existing Approach 1
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void testme (int x) { 
    if (x == 94389) { 
        ERROR 
    } 
}

Probability of ERROR: 


1/232 = 0.000000023 %



• Symbolic Execution 

• Use symbolic values for inputs  

• Execute program symbolically on symbolic input values  

• Collect symbolic path constraints  

• Use theorem prover to check if a branch can be taken  

• Problem 

• Incomplete theorem prover  

• Limited scalability 

Existing Approach 2
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Symbolic Execution
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int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

1

2

3

4

6

5

x: , y:  
pc: 

α β
true1

Execution Tree



Symbolic Execution

5

int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

1

2

3

4

6

5

x: , y:  
pc: 

α β
true1

x: , y: , z:  
pc: 

α β 2β
true2

Execution Tree



Symbolic Execution

5

int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

1

2

3

4

6

5

x: , y:  
pc: 

α β
true1

x: , y: , z:  
pc: 

α β 2β
true2

x: , y: , z:  
pc: 
α β 2β

2β = α3

Execution Tree



Symbolic Execution

5

int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

1

2

3

4

6

5

x: , y:  
pc: 

α β
true1

x: , y: , z:  
pc: 

α β 2β
true2

x: , y: , z:  
pc: 
α β 2β

2β = α3 x: , y: , z:  
pc: 
α β 2β

2β ≠ α6

Execution Tree



Symbolic Execution

5

int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

1

2

3

4

6

5

x: , y:  
pc: 

α β
true1

x: , y: , z:  
pc: 

α β 2β
true2

x: , y: , z:  
pc: 
α β 2β

2β = α3 x: , y: , z:  
pc: 
α β 2β

2β ≠ α6

x: , y: , z:  
pc: 

α β 2β
2β = α ∧ α > β + 104

Execution Tree



Symbolic Execution

5

int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

1

2

3

4

6

5

x: , y:  
pc: 

α β
true1

x: , y: , z:  
pc: 

α β 2β
true2

x: , y: , z:  
pc: 
α β 2β

2β = α3 x: , y: , z:  
pc: 
α β 2β

2β ≠ α6

x: , y: , z:  
pc: 

α β 2β
2β = α ∧ α > β + 104 x: , y: , z:  

pc: 
α β 2β

2β = α ∧ α ≤ β + 105

Execution Tree



Limitation of Symbolic Execution
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int foo (int v) {
  return secure_hash(v);
}

void testme(int x, int y) {

  z := foo (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}



• Approach  

• Store program state concretely and symbolically  

• Solve constraints to guide execution at branch points  

• Explore all execution paths of the unit tested 

• Use concrete values to simplify symbolic constraints  

• Example of hybrid analysis 

• Collaboratively combines dynamic and static analysis

Concolic Testing
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int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}
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int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

x=22, y=7,  
z=14

x=α, y=β, z=2*β

Concrete 
State

Symbolic  
State

2*β ≠ α
1st iteration

- Constraint: 2*β = α  
- Solution: α=2,β=1
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int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

x=2, y=1 x=α, y=β

Concrete 
State

Symbolic  
State

true

2nd iteration
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int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

x=2, y=1,  
z=2

x=α, y=β, z=2*β
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true

2nd iteration
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int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

x=2, y=1,  
z=2

x=α, y=β, z=2*β

Concrete 
State

Symbolic  
State

2*β = α

2nd iteration



Concolic Testing

14

int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

x=2, y=1,  
z=2

x=α, y=β, z=2*β

Concrete 
State

Symbolic  
State

2*β = α ∧  
α ≤ β+102nd iteration
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int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

x=2, y=1,  
z=2

x=α, y=β, z=2*β

Concrete 
State

Symbolic  
State

2*β = α ∧  
α ≤ β+102nd iteration

- Constraint: 2*β = α ∧ α > β+10 
- Solution: α=30, β=15



Concolic Testing

15

int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

x=30, y=15 x=α, y=β

Concrete 
State

Symbolic  
State

true

3rd iteration
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int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

x=30, y=15,  
z=30

x=α, y=β, z=2*β

Concrete 
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true

3rd iteration
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int double (int v) {
  return 2*v;
}

void testme(int x, int y) {

  z := double (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

x=30, y=15,  
z=30

x=α, y=β, z=2*β

Concrete 
State

Symbolic  
State

2*β = α ∧  
α > β+10

3rd iteration

crashing input
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2 PRELIMINARIES
In Section 2.1, we de�ne a generic concolic testing algorithm. Sec-
tion 2.2 discusses existing search heuristics and their limitations.

2.1 Concolic Testing
Concolic testing is a hybrid software testing technique that com-
bines symbolic [21] and concrete executions to systematically ex-
plore the program’s execution paths.

Concolic testing begins with executing the subject program P
with an initial input �0. During the concrete execution, concolic
testing maintains a symbolic memory state S and a path condition
�. The symbolic memory is a mapping from program variables
to symbolic values. It is used to evaluate the symbolic values of
expressions. For instance, when S is [x 7! � ,� 7! � + 1] (variables
x and � are mapped to symbolic expressions � and � + 1 where �
and � are symbols), the statement z := x +� transfers the symbolic
memory into [x 7! � ,� 7! � + 1, z 7! � + � + 1]. The path
condition represents the sequence of branches taken during the
current execution of the program. It is updated whenever an assume
statement assume(e ) is encountered. For instance, when S = [x 7!
�] and e = x < 1, the path condition � gets updated by �^ (� < 1).

Let � = �1 ^ �2 ^ · · · ^ �n be the path condition that results
from the initial execution. To obtain the next input value, concolic
testing chooses a branch condition �i and generates the new path
condition �0 as follows: �0 =

V
j<i � j ^ ¬�i . That is, the new

condition �0 has the same pre�x as � up to the i-th branch with
�i negated, so that input values that satisfy �0 drive the program
execution to follow the opposite branch of �i . Such concrete input
values can be obtained from an SMT solver. This process is repeated
until a �xed testing budget runs out.

Algorithm 1 presents the concolic testing algorithm. The algo-
rithm takes a program P , an initial input vector �0, and a testing
budget N (i.e., the number of executions of the program). The algo-
rithm maintains the execution tree T of the program, which is the
list of previously explored path conditions. The execution tree T
and input vector � are initially empty and the initial input vector,
respectively (lines 1 and 2). At line 4, the program P is executed
with the input � , resulting in the current execution path �m ex-
plored. The path condition is appended to T (line 5). In lines 6–8,
the algorithm chooses a branch to negate. The function Choose
�rst chooses a path condition � from T , then selects a branch, i.e.,
�i , from �. Once a branch �i is chosen, the algorithm generates
the new path condition �0 =

V
j<i � j ^ ¬�i . If �0 is satis�able,

the next input vector is computed (line 9), where SAT(�) returns
true i� � is satis�able and model(�) �nds an input vector � which
is a model of �, i.e., � |= �. Otherwise, if �0 is unsatis�able, the
algorithm repeatedly tries to negate another branch until a satis�-
able path condition is found. This procedure repeats for the given
budget N and the �nal number of covered branches |Branches(T ) |
is returned.

The performance of Algorithm 1 varies depending on the choice
of the function Choose, namely a search heuristic. Since the num-
ber of execution paths in a program is usually exponential in the
number of branches, exploring all possible execution paths is infea-
sible. To address this problem, concolic testing relies on the search
heuristic that steers concolic testing in a way to maximize code

Algorithm 1: Concolic Testing
Input :Program P , initial input vector �0, budget N
Output :The number of branches covered
1: T  hi
2: �  �0
3: form = 1 to N do
4: �m  RunProgram(P ,� )
5: T  T · �m
6: repeat
7: (�,�i )  Choose(T ) (� = �1 ^ · · · ^ �n )
8: until SAT(

V
j<i � j ^ ¬�i )

9: �  model(
V
j<i � j ^ ¬�i )

10: end for
11: return |Branches(T ) |

coverage in a given limited time budget [5]. The goal of this paper is
to automatically generate an e�ective heuristic for a given program.

2.2 Existing Search Heuristics
Before presenting our technique, we describe two notable search
heuristics. These heuristics are known to perform comparatively
better than other heuristics [2, 26].

Control-Flow Directed Search (CFDS) [2]. CFDS is based on
the natural intuition that uncovered branches near the current
execution path would be easier to be exercised in the next execution.
This heuristic �rst picks the last path condition �m , then selects a
branch whose opposite branch is the nearest from any of the unseen
branches. The distance between two branches is calculated by the
number of branches on the path from the source to the destination.
To calculate the distance, CFDS uses control �ow graph of the
program, which is statically constructed before the testing.

Context-Guided Search (CGS) [26]. CGS basically performs
the breath-�rst search (BFS) on the execution tree, while reducing
the search space by excluding branches whose “contexts” are al-
ready explored. Given an execution path, the context of a branch
in the path is de�ned as a sequence of preceding branches. The
search gathers candidate branches at depth d from the execution
tree, picks a branch from the candidates, and the context of the
branch is calculated. If the context has been already considered,
CGS skips that branch and continues to pick the next one. Oth-
erwise, the branch is negated and the context is recorded. When
all the candidate branches at depth d are considered, the search
proceeds to the depth d + 1 of the execution tree and repeats the
process explained above.

Limitations. Existing search heuristics have a key limitation;
they rely on a �xed heuristic and fail to consistently perform well
on a wide range of target programs. Our experience with these
heuristics is that they are unstable and their e�ectiveness signi�-
cantly varies depending on the target programs. For example, CGS
outperforms other existing heuristics for several benchmarks: e.g.,
expat-2.1.0 and grep-2.2 (Figure 1). However, we found that the
CGS heuristic is sometimes inferior even to the random heuristic
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to automatically generate an e�ective heuristic for a given program.

2.2 Existing Search Heuristics
Before presenting our technique, we describe two notable search
heuristics. These heuristics are known to perform comparatively
better than other heuristics [2, 26].

Control-Flow Directed Search (CFDS) [2]. CFDS is based on
the natural intuition that uncovered branches near the current
execution path would be easier to be exercised in the next execution.
This heuristic �rst picks the last path condition �m , then selects a
branch whose opposite branch is the nearest from any of the unseen
branches. The distance between two branches is calculated by the
number of branches on the path from the source to the destination.
To calculate the distance, CFDS uses control �ow graph of the
program, which is statically constructed before the testing.

Context-Guided Search (CGS) [26]. CGS basically performs
the breath-�rst search (BFS) on the execution tree, while reducing
the search space by excluding branches whose “contexts” are al-
ready explored. Given an execution path, the context of a branch
in the path is de�ned as a sequence of preceding branches. The
search gathers candidate branches at depth d from the execution
tree, picks a branch from the candidates, and the context of the
branch is calculated. If the context has been already considered,
CGS skips that branch and continues to pick the next one. Oth-
erwise, the branch is negated and the context is recorded. When
all the candidate branches at depth d are considered, the search
proceeds to the depth d + 1 of the execution tree and repeats the
process explained above.

Limitations. Existing search heuristics have a key limitation;
they rely on a �xed heuristic and fail to consistently perform well
on a wide range of target programs. Our experience with these
heuristics is that they are unstable and their e�ectiveness signi�-
cantly varies depending on the target programs. For example, CGS
outperforms other existing heuristics for several benchmarks: e.g.,
expat-2.1.0 and grep-2.2 (Figure 1). However, we found that the
CGS heuristic is sometimes inferior even to the random heuristic
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int foo (int v) {
  return hash(v);
}

void testme(int x, int y) {

  z := foo (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

Concrete 
State

Symbolic  
State

x=22, y=7 x=α, y=β
true

1st iteration
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int foo (int v) {
  return hash(v);
}

void testme(int x, int y) {

  z := foo (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

Concrete 
State

Symbolic  
State

1st iteration

x=22, y=7,  
z=601…129

x=α, y=β,  
z=hash(β)

true
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int foo (int v) {
  return hash(v);
}

void testme(int x, int y) {

  z := foo (y);  
  
  if (z==x) {       
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1st iteration

x=22, y=7,  
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hash(β) ≠ α
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int foo (int v) {
  return hash(v);
}

void testme(int x, int y) {

  z := foo (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

Concrete 
State

Symbolic  
State

1st iteration

x=22, y=7,  
z=601…129

x=α, y=β,  
z=hash(β)

hash(β) ≠ α

- Constraint: hash(β) = α 
- Replace β by 7: 601…129 = α 
- Solution: α=601…129, β=7
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int foo (int v) {
  return hash(v);
}

void testme(int x, int y) {

  z := foo (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

Concrete 
State

Symbolic  
State

x=601…129 
y=7

x=α, y=β
true

2nd iteration
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int foo (int v) {
  return hash(v);
}

void testme(int x, int y) {

  z := foo (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

Concrete 
State

Symbolic  
State

2nd iteration

x=601…129 
y=7 

z=601…129

x=α, y=β,  
z=hash(β)

true



Advantage of Concolic Testing
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int foo (int v) {
  return hash(v);
}

void testme(int x, int y) {

  z := foo (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

Concrete 
State

Symbolic  
State

2nd iteration

x=601…129 
y=7 

z=601…129

x=α, y=β,  
z=hash(β)

hash(β) = α



Advantage of Concolic Testing

29

int foo (int v) {
  return hash(v);
}

void testme(int x, int y) {

  z := foo (y);  
  
  if (z==x) {       

         
    if (x>y+10) {    
      Crash       
    } else {   }            
  }              
}

Concrete 
State

Symbolic  
State

2nd iteration

x=601…129 
y=7 

z=601…129

x=α, y=β,  
z=hash(β)

hash(β) = α ∧  
α > β+10
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int foo (int v) {
  return secure_hash(v);
}

void testme(int x, int y) {

  if (x != y) {       
         

    if (foo(x) == foo(y)) {    
      Crash       
    }
  }              
}

Concrete 
State

Symbolic  
State

x=22, y=7 x=α, y=β
true

1st iteration



Limitation of Concolic Testing
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int foo (int v) {
  return secure_hash(v);
}

void testme(int x, int y) {

  if (x != y) {       
         

    if (foo(x) == foo(y)) {    
      Crash       
    }
  }              
}

Concrete 
State

Symbolic  
State

x=22, y=7
x=α, y=β
α ≠ β

1st iteration



Limitation of Concolic Testing
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int foo (int v) {
  return secure_hash(v);
}

void testme(int x, int y) {

  if (x != y) {       
         

    if (foo(x) == foo(y)) {    
      Crash       
    }
  }              
}

Concrete 
State

Symbolic  
State

x=22, y=7

x=α, y=β

α ≠ β ∧ 
hash(α) ≠ hash(β)

1st iteration



Limitation of Concolic Testing

32

int foo (int v) {
  return secure_hash(v);
}

void testme(int x, int y) {

  if (x != y) {       
         

    if (foo(x) == foo(y)) {    
      Crash       
    }
  }              
}

Concrete 
State

Symbolic  
State

x=22, y=7

x=α, y=β

α ≠ β ∧ 
hash(α) ≠ hash(β)

1st iteration

- Constraint: α ≠ β ∧ hash(α) = hash(β) 
- Replace α,β by 22,7: 22 ≠ 7 ∧ 438…861 = 601…129 
- Unsatisfiable!



Limitation of Concolic Testing

32

int foo (int v) {
  return secure_hash(v);
}

void testme(int x, int y) {

  if (x != y) {       
         

    if (foo(x) == foo(y)) {    
      Crash       
    }
  }              
}

Concrete 
State

Symbolic  
State

x=22, y=7

x=α, y=β

α ≠ β ∧ 
hash(α) ≠ hash(β)

1st iteration

- Constraint: α ≠ β ∧ hash(α) = hash(β) 
- Replace α,β by 22,7: 22 ≠ 7 ∧ 438…861 = 601…129 
- Unsatisfiable!

false negative
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=1 x=α
true

1st iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=1 
A = {5,7,9}

x=α
true

1st iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=1, i=0, 
A = {5,7,9}

x=α

true

1st iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=α
true

x=1, i=0, 
A = {5,7,9}

1st iteration



Testing Loops

37

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=α

5 α≠

x=1, i=0, 
A = {5,7,9}

1st iteration



Testing Loops

38

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=α

5 α≠

x=1, i=1, 
A = {5,7,9}

1st iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=1, i=1, 
A = {5,7,9}

x=α

5 α≠

1st iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=1, i=1, 
A = {5,7,9}

x=α

5 α ∧ 7 α≠ ≠

1st iteration



Testing Loops

41

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=1, i=2, 
A = {5,7,9}

x=α

5 α ∧ 7 α≠ ≠

1st iteration



Testing Loops

42

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=1, i=2, 
A = {5,7,9}

x=α

5 α ∧ 7 α ≠ ≠

1st iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=α

5 α ∧ 7 α∧  
9 α 

≠ ≠
≠

x=1, i=2, 
A = {5,7,9}

1st iteration



Testing Loops

44

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=1, i=3, 
A = {5,7,9}

x=α

5 α ∧ 7 α∧  
9 α 

≠ ≠
≠

1st iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=1, i=3, 
A = {5,7,9}

x=α

5 α ∧ 7 α∧  
9 α 

≠ ≠
≠

1st iteration



Testing Loops

45

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

- Constraint: 5 α ∧ 7 α ∧ 9=α   
- Solution: α=9

≠ ≠

x=1, i=3, 
A = {5,7,9}

x=α

5 α ∧ 7 α∧  
9 α 

≠ ≠
≠

1st iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=9 x=α
true

2nd iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=9, 
A = {5,7,9}

x=α
true

2nd iteration



Testing Loops

48

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=9, i=0, 
A = {5,7,9}

x=α

true

2nd iteration



Testing Loops

49

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=α
true

x=9, i=0, 
A = {5,7,9}

2nd iteration



Testing Loops

50

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=α

5 α≠

x=9, i=0, 
A = {5,7,9}

2nd iteration



Testing Loops

51

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=α

5 α≠

x=9, i=1, 
A = {5,7,9}

2nd iteration



Testing Loops

52

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=9, i=1, 
A = {5,7,9}

x=α

5 α≠

2nd iteration



Testing Loops

53

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=9, i=1, 
A = {5,7,9}

x=α

5 α ∧ 7 α≠ ≠

2nd iteration



Testing Loops

54

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=9, i=2, 
A = {5,7,9}

x=α

5 α ∧ 7 α≠ ≠

2nd iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=9, i=2, 
A = {5,7,9}

x=α

5 α ∧ 7 α ≠ ≠

2nd iteration



Testing Loops

56

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=9, i=2, 
A = {5,7,9}

x=α

5 α ∧ 7 α ∧  
9=α 

≠ ≠

2nd iteration



Testing Loops

56

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=9, i=2, 
A = {5,7,9}

x=α

5 α ∧ 7 α ∧  
9=α 

≠ ≠

- Constraint: 5 α ∧ 7=α   
- Solution: α=7

≠

2nd iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=7 x=α
true

3rd iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=7, 
A = {5,7,9}

x=α
true

3rd iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=7, i=0, 
A = {5,7,9}

x=α

true

3rd iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=α
true

x=7, i=0, 
A = {5,7,9}

3rd iteration



Testing Loops

61

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=α

5 α≠

x=7, i=0, 
A = {5,7,9}

3rd iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=α

5 α≠

x=7, i=1, 
A = {5,7,9}

3rd iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=7, i=1, 
A = {5,7,9}

x=α

5 α≠

3rd iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=7, i=2, 
A = {5,7,9}

x=α

5 α ∧ 7=α ≠

3rd iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=7, i=2, 
A = {5,7,9}

x=α

5 α ∧ 7=α ≠

- Constraint: 5 α 
- Solution: α=5

≠

3rd iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=5 x=α
true

4th iteration
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=5, 
A = {5,7,9}

x=α
true

4th iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=5, i=0, 
A = {5,7,9}

x=α

true

4th iteration



Testing Loops
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void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=α
true

x=5, i=0, 
A = {5,7,9}

4th iteration



Testing Loops

69

void testme(int x) {

  int A[] = { 5, 7, 9 }; 

  int i = 0; 

  while (i < 3) {
    if (A[i] == x) break;
    i++;
  }

  return i; 
}

Concrete 
State

Symbolic  
State

x=7, i=2, 
A = {5,7,9}

x=α

5=a

4th iteration
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=236  
p=NULL

x=α, p=β
true

1st iteration
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=236  
p=NULL

x=α, p=β
α > 0

1st iteration
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=236  
p=NULL

x=α, p=β

α > 0 ∧ 
β = NULL

1st iteration



Testing Data Structures

72

typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=236  
p=NULL

x=α, p=β

α > 0 ∧ 
β = NULL

1st iteration

- Constraint: α >0 ∧ β  NULL 
- Solution: α = 236, β = {634, NULL}

≠
634 NULL
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=236  
p={634, NULL}

x=α, p=β 
p->data =  
p->next = 

γ
δ

true

2nd iteration

634 NULL



Testing Data Structures
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=236  
p={634, NULL}

x=α, p=β 
p->data =  
p->next = 

γ
δ

α > 0

2nd iteration

634 NULL
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=236  
p={634, NULL}

x=α, p=β 
p->data =  
p->next = 

γ
δ

α > 0 ∧ 
β  NULL≠

2nd iteration

634 NULL
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=236  
p={634, NULL}

x=α, p=β 
p->data =  
p->next = 

γ
δ

α > 0 ∧ 
β  NULL ∧ 
2*α+1  

≠
≠ γ2nd iteration

634 NULL



Testing Data Structures
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=236  
p={634, NULL}

x=α, p=β 
p->data =  
p->next = 

γ
δ

α > 0 ∧ 
β  NULL ∧ 
2*α+1  

≠
≠ γ2nd iteration

634 NULL

- Constraint: α>0 ∧ β NULL ∧ 2*α+1=  
- Solution: α = 1, β = {634, NULL}

≠ γ
3 NULL
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=1  
p={634, NULL}

x=α, p=β 
p->data =  
p->next = 

γ
δ

true

3rd iteration

3 NULL
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=1  
p={634, NULL}

α > 0 ∧ 
β  NULL ∧ 
2*α+1 = 
≠

γ
3rd iteration

3 NULL

x=α, p=β 
p->data =  
p->next = 

γ
δ
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=1  
p={634, NULL}

x=α, p=β 
p->data =  
p->next = 

γ
δ

α > 0 ∧ 
β  NULL ∧ 
2*α+1 =  ∧ 

  β

≠
γ

δ ≠3rd iteration

3 NULL
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=1  
p={634, NULL}

x=α, p=β 
p->data =  
p->next = 

γ
δ

α > 0 ∧ 
β  NULL ∧ 
2*α+1 =  ∧ 

  β

≠
γ

δ ≠3rd iteration

3 NULL

- Constraint: α>0 ∧ β NULL ∧ 2*α+1=  ∧ =β 
- Solution: α = 1, β = {634, NULL}

≠ γ δ
3 NULL
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=1  
p={634, NULL}

x=α, p=β 
p->data =  
p->next = 

γ
δ

true

4th iteration

3 NULL
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typedef struct cell {
  int data; 
  struct cell *next; 
} cell;

int foo(int v) { return 2*v + 1; }

void testme(int x, cell *p) {
  if (x > 0)
    if (p != NULL)
      if (foo(x) == p->data)
        if (p->next == p)
          Crash       
  return 0;
}

Concrete 
State

Symbolic  
State

x=1  
p={634, NULL}

x=α, p=β 
p->data =  
p->next = 

γ
δ

α > 0 ∧ 
β  NULL ∧ 
2*α+1 =  ∧ 

 = β

≠
γ

δ4th iteration

3 NULL



• An automated, white-box approach to test generation 

• Concrete and symbolic execution cooperate w/ each other 

• Concrete execution guides symbolic execution, enabling it to 
overcome incompleteness of theorem prover  

• Symbolic execution guides generation of concrete inputs, 
increasing program code coverage 

• Further reading: 

• Automatically Generating Search Heuristics for Concolic Testing. ICSE 2018 

• Concolic Testing with Adaptively Changing Search Heuristics. ESEC/FSE 2019 

• SymTuner: Maximizing the Power of Symbolic Execution by Adaptively Tuning 
External Parameters. ICSE 2022

Summary: Concolic Testing

82


