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Semantic Analysis

token streams  syntax tree syntax tree
character | Lexical Syntax Semantic L, R IR .
stream Analyzer Analyzer Analyzer Translator

Semantic analysis aims to statically detect runtime errors, e.g.,

int af10] = {...};
int x = rand();
int y = 1;
if (x > 0) {
if (x < 15) {
if (x < 10) alx] = "hello" + y;

alx] = 1;
}
} else {
y=y/x
}
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Underlying Technology: Software Analysis

@ Technology for catching bugs or proving correctness of software

— .\7 _ ‘ Bugs found

= —
— L ~ Safety proved

code

@ Widely used in software industry
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A Hard Limit

@ The Halting problem is not computable

Alan Turing (1936)

@ If exact analysis is possible, we can solve the Halting problem

0%, |

V — halt

program —| (program; true+1|) — M \
Sap~

run
—>

forever

@ Rice's theorem (1951): any non-trivial semantic property of a program
is undecidable
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Tradeoff

@ Three desirable properties
» Soundness: all program behaviors are captured
» Completeness: only program behaviors are captured
» Automation: without human intervention

@ Achieving all of them is generally infeasible

Sound Sound Sound
Automatic Complete Automatic Complete Automatic Complete
dynamic analysis static analysis verification
Sound
Automatic Complete
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Principles of Static Analysis

30 x 12 4+ 11 x 9 =7

e Dynamic analysis (testing): 459
@ Static analysis: a variety of answers

> “integer”, “odd integer”, "positive integer’, “400 < n < 500", etc
@ Static analysis process:

@ Choose abstract value (domain), e.g., V. = {T,e,0, L}
@ Define abstract semantics in terms of abstract values:

X | Tlelo|L]||] + | Tle|o]| L
T T
e e
o o
1 1

© "Execute’ the program:
exetoxXxo=o0
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Principles of Static Analysis

@ By contrast to testing, static analysis can prove the absence of bugs:
void f (int x) A
y =x % 12 + 9 x 11;
assert (y h 2 == 1);
}
@ Instead, static analysis may produce false alarms:
void f (int x) A
y = X + X;
assert (y h 2 == 0);
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Example Program

q=0
2
// a > 0, b >0 | r=a
q=0;
r = a;

while (r >= b) {
r=r1r - b;
g=q+t1;

}

assert (g >= 0);

assert (r >= 0);
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A Simple Sign Analysis

@ Abstract domain:

T

RN

neg zero pos
ANV

@ Abstract semantics:

top | neg |zero| pos | bot
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Fixed Point Computation
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An Extended Sign Analysis

@ Abstract domain:

o\
non-zero e non-neg

neg e

>
\

@ Abstract semantics:
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Fixed Point Computation
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An Abstract Semantics of While

The While language:
@ Syntax:

a — n|x|ai+az|ar*xaz|al —az
b — true|false|a1:a2|a1§a2|—|b|b1/\b2
¢ — x:=a|skip|cijc2|if bey c2 | while b e

o (Concrete) Semantics
Af a]: State — Z

B[b]: State —» T
C[ c] : State — State
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Abstract Values: Integers

o Concrete integers (Z) are abstracted by the complete lattice (Z, 55):
7= {73, L5, Pos, Neg, Zero}
al; b= a=bva=1;vb=T;

@ An abstract integer denotes a set of integers.
» Abstraction function: a5 : P(Z) — Z

» Concretization function: v; : 7 — P(Z)

az(S) =Pos (Vn € S.n > 0) Y5(T3) =Z

az(S) = Neg (Vn € S.n <0) ¥;(Pos) = {n € Z | n > 0}
az(S) = Zero (S = {0}) v;(Neg) = {n €Z | n <0}
az(S) = T5 (otherwise) ~5(Zero) = {0}

@ Join (least upper bound) and meet (greatest lower bound):
fll_lzl:)=c:l(i)gzl:1) al_lzl:)=lA)(AEzCZ)
&Uil}=b(A|;ib) &ﬂi{)zd(&gzb)
allzb=Ts ar; b= 15
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Abstract Values: Booleans

o The truth values T = {true, false} are abstracted by (T, C45):

Blg;fi)z <~ 61252 V BIZJ-FI“ VEZZTT

T = {T4, Ls, true, false}

@ An abstract boolean denotes a set of concrete booleans:

az : P(T) — T
az(0) = L5
az({true}) = @i
az({false}) = false

Y4 T — P(T)

73 (Ly) =0
va(true) = {true}
Y4 (false) = {false}

az(T) = Tx 73(T3) =T
@ Join and meet:
alugb=a(bCza) angb=>b(bCsa)
alsb=baCsb angb=a(aCls;bd)
alsgb=Tx arg b= 1ls
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Abstract States

e Concrete states (State) are abstracted by (S/taﬁz, C

State)

S/t\atezVar—>Z

~

5 82 <= Vzx € Var. 3;(x) Cj 32(x).

Cstate
@ An abstract state denotes a set of concrete states:

P(State) — State

XState
agmi(S) = Az [esaz({s(x)})
Vs = State — P(State)
7s/t\ate(§) = {s € State | Vx € Var. s(z) € 'Yi(é(:v))}

@ Join and meet:

~

$1 Ugime $2 = Az. 31(x) Uz 82(x)

$1 Mg $2 = Az 31(x) My 82(x)
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Abstract Semantics

Ala] : State — 7
A[n]G) = az({n})
A[z]() = 8(=)

Ala1+a2](8) = Ala1](3) +z Al a2](3)
i4|[ a1 * az [(3) ./}[ a1 [(3) x5 AA[[ a2 ](3)
Alar—az2](8) = Ala1](3) —; Al a21(3)

B[b] : State > T
g[true]](g) = true

Al a1 ](3) =; Al a2 ](3)

Bl a1 < a2 ](3) Al a1 1(3) <z Af a2 1(3)
B[ -b](3) -:B[ b]1(3)

BlbiAb2](3) = B[b11(3) Ag B[ b21(3)

. B[ false ](3)
B[ a1 = a2 [(3)
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Abstract Semantics

Cle] : State — State
Cle:=a] = Xadz— Ala]()]
Clskip] = id
Clcisea] = Clez]oCler]
Clitbeica] = cond(B[b],Cler],Clez])
6|[whi1ebc]] = fizF
where )
State HOEETS
cond(f,9,h) = Aa. ?L((‘?) :::;Egz%&
3(8) Ugr h(3) f3)=T4

F(g) = cond(B[ b],§0C[ c],id)
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Example: while —(x = 0) skip

oﬁ:(%a%)ﬁ(@—)%):

F(§) = cond(B[ ~(z = 0) ], § o C[ skip |, id) = cond(\3.5(z) #; Zero, g, id)

1 if (3(x) #5 Zero) = L
_ e ) 9 i (3() #5 Zero) = frue.
) s if (3(x) #5 Zero) = false

gd)us if (3(z) #5 Zero) =T

n if 3(x) = L
— 23 g(3) if 3(x) € {Pos, Neg}

B if 3(x) = Zero
G Us fs(x)=T

@ C[ while =(x = 0) skip ] = |_|i20 Fi(LS/t\ate—)S/t\ate):

Q 90 = Lo stare = ML

Loifs(z) =L
@ai=F@) =xr.{ 3 o sgg < {z':fi’ Neg}

8 ifs(z)=T

+ if 8(z) = L
0 5= Fign = s §O =7 (8o € Poses) _;

ﬁ(§)|_|§:§\_’.§:.§ if8(x) =T
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Static Analysis of Control-Flow Graphs

@ Programs in While can be represented by control-flow graph
G = (N, <), where each node n € N contains a command
(denoted emd(n)) defined as follows:

c — x := a | assume(b) | skip

@ Abstract semantics (transfer function) fn: State — State:

if emd(n) = skip

sfx— A[a](3)] ifz:=a

if assume(b),t?ﬁa C g[[ b](3)
if assume(b), jm JB[b](3)

0>

fn(g) =

|_<‘m

@ The analysis is to compute the least fixed point of the function:
F : (N — State) — (N — State)

F(X)=xn. fu( || X))

n’<—n
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Fixed Point Computation

@ Tabulation algorithm:
X:=X":=xn.L

repeat
~. X' =X
? — ~
|_| Fi(An.L) = X 1= X UF(X)
20 until X C X’
return X’

@ Worklist algorithm:

W:=N
X :=An.L
repeat

n := choose(W)
W= W\ {n}
S 1= fn(l_lnI;,nX(nl))
if s [Z X(n)
X(n):=X(n)Us
W:=Wu{n' € N|n<n'}
until W =0
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Summary

Approaches to software analysis
Principles of static analysis
Simple and extended sign analysis

o
o
o
@ Static analysis for While
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