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Relational Abstract Domains

* |ntervals vs. Octagons vs. Polyhedra

® Focus: Core idea of the Octagon domain*

x:[9,9]

. y 19,91

int af[l0]; -

e = 0; v = 0 Octagon analysis x—y:[0,0]
x+y:[18,18]

while (x < 9) {

Xt++; yt++;
} x 1 [9,9]

Interval analysis
/ y y. [0,00]

*Antoine Miné. The Octagon Abstract Domain. https://arxiv.org/abs/cs/0703084
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Difference Bound Matrix (DBM)

e (N+1)X (N+ 1) matrix (N: the number of variables): e.qg.,

0 X y
0O |J0-0 x—-0 y—-20
O—x x—x y—x
y 0=y x=y y—y
e Example
] 0<x<1 _ _ 1 <x< 10
0 10 10 0<y<l 0 10 +oo 0<y
00 01 = _y<o R R T T
0 0 0 Yo 0 1 0 Yo
x—y <0 § B x—y<l1



Difference Bound Matrix (DBM)

e A DBM represents a set of program states (N-dim points)
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e A DBM can also be represented by a directed graph

-

S

0
+ 00

—1

A y
4 3

+o0 400 —
1 +oo




Difference Bound Matrix (DBM)

e Two different DBMs can represent the same set of points
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-1 1 +oo], -1 1 4o

e Closure (normalization) via the Floyd-Warshall algorithm
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Fixed Point Comp. with Widening
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Fixed Point Comp. with Widening

1. Remove information about x: c?o 0(? z_
@?ﬂquz} 1 o w0 0.
© oo O © oo 0 ‘ x=0 ‘ ‘0 0 oo
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1 l |
/N
1
‘ Xx<=9 ‘ ‘ x> 9 ‘
l [ 1
+ ‘x=x+1‘
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Fixed Point Comp. with Widening

2. Add constraint “x=0": c?o 0(;> z
x=0 << x—-0<0A0—-x<0 l oo oo 0.
[Ooooo} [0000] [ x=0 | 0 0 o
0 0 ol =10 oo o l 0 0 oo
o oo 0 o0 oo 0 ‘ 5 ‘ oo oo 0.
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Fixed Point Comp. with Widening

3. Normalize the resulting state: 0 oo oo]
l o 0 o
0 0 o] [0 0 o o0 0 0.
[Ooooo]=[0 Ooo] ‘ x=0 ‘ _ _
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Fixed Point Comp. with Widening

1. Remove information abouty: (0 o0 o0
l o 0 o
0 0 o 0 0 oo o0 o 0.
[0 0 oo]—>[0 0 oo] | x=0 | _ _
o oo 0 00 00 0 0 0 o
l 0 0 o0
oo oo 04
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Fixed Point Comp. with Widening

2. Add constraint “y=0": [0 o0 o
l o 0 o
0 0 o 0O 0 O oo oo 0
I R R I A= A
l 0O 0 o
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Fixed Point Comp. with Widening

3. Normalize the resulting state: [0 o0 o
0 0 0]° [0 0 0 l o 0 co
[0000]=[000} ~ Lo o0 0
0 0 ool Lo 0o [ x=0 | 0 0 o

l 0 0 o
oo oo 0.
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0 00
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l e
+ ‘x=x+1‘

13



Fixed Point Comp. with Widening
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Fixed Point Comp. with Widening
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Fixed Point Comp. with Widening
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Fixed Point Comp. with Widening

1. Compute output by joining inputs: 0 O(;) >
o0 0
0 0 O 0O 11 011 l o oo 0
00 O0lul-100/=[000 ‘X=o‘ _
000l [-1 00l looo 0 0 oo
l 0 0 o
oo oo 0
0 o0 o ‘ y=0 ‘
SOV 0 00
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Fixed Point Comp. with Widening

2. Apply widening with old output: 0 o0 oo
0O 0O 01 1 0 c0o o l z c?o %O_
[000]v[000]=[00 o] =0 |
o0o0o0 Lloool Lloo o 0 0 oo
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Fixed Point Comp. with Widening

3. Check if fixed point is reached: 0 0(;> 00 |
00 00
0O 00 0 0o o l o oo 0
00o0[2]0 0 0 [x=0 | -
0O 0 O 0O 0 O — 0 0 ool
l 0 0 o
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Fixed Point Comp. with Widening

1. Add constraint “x <= 9"; 0 0(;> 00
00 0
0 co oo 0 9 oo l o oo 0
0 0 o]—> 00 0 <=0 |
O 0 O 0 0 O 0O 0 oo
l 0 0 o
0 oo 0
0 0o ™ ‘ y=O ‘
0O 0 O 0O 0O
00 1
0O 0O
0 0o ™
b / \ O 0 O
-1 0 O 0 0 0
~1 0 0 ‘ w <=9 ‘ ‘ >0 ‘
T
0O 0 0
00 0 ‘X=X+1‘
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Fixed Point Comp. with Widening

2. Normalize the resulting state: 0 0(? o0
00 00
079 oo 099 l o oo 0
00 0|—1000 ‘ =0 ‘
0 0 O 0O 0 0 0O O oo]
l 0 0 o
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0O 0 0
00 0 ‘X=X+1‘
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Fixed Point Comp. with Widening

1. Compute output by joining inputs: 0 O(;) >
o0 0
000 0 10 10 0 10 10 l o oo 0
000u—100=000‘x=o‘ _
000l L-1 0 o0 0 0 0 0 0 oo
l 0 0 o
oo oo 0.
0 0o o ‘ y=0 ‘
000 0O 0O
000 l 000
0O 0O
0 10 10 / \ 0 O(;) o0O
[—1 0 O] 0O 0 O
-1 0 0 ‘x<=9 ‘ ‘ x> 9 ‘
l o s
000
00 0 [x=x+1]




Fixed Point Comp. with Widening

2. Apply widening with old output: 0 0(;> 00
00 00
0 c0o o 0O 10 10 0 c0o ™ l o oo 0.
O 0 O]lVvIO O Ol=1|0 O0 O ‘ x =0 ‘
O 0 O 0O 0 O 0O 0 O 0 0 ool
l 0 0 o
0 oo 0
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0 0 O 0O 0O
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0O 0 O
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Fixed Point Comp. with Widening

3. Check if fixed point is reached 0 0(;> o0 |
00 00
0 oo o 0 co oo l o oo 0
O 0 o120 0 O ‘ =0 ‘ -
0O 0 O 0O 0 O 0 0 ool
l 0 0 o
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Fixed Point Comp. with Widening

1. Add constraint “x>9" 0 oo o
x>9 & 0—x<—10 l oo 0 000
0 0o o 0 oo o ‘ x=0 ‘ -0 0 )
[o 0 0]—>[—10 0 o] 0 0 oo
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X0 o0
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00 0
000 ‘X=X+1‘




Fixed Point Comp. with Widening

2. Normalize the resulting state: 0 oo o0]
0 o o 0 o o l o 0 o
[—10 0 o]e[—lo 0 0] o oo 0.
0 0 0 -10 0 0 ‘ x=0 ‘ 0 0 o
l 0 0 o
0 oo 0
0 0o ™ ‘ y=0 ‘
00 0 0 0O
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/‘ ‘ 0 0o ™
0 10 10 / \ oo o]
-1 0 O
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x &0
l [ |m T
0O 0 0
000 ‘X=X+1‘




Fixed Point Comp. with Narrowing

1. Compute output by joining inputs: Y O(;) !
o0 0
000 0 10 10 0 10 10 o oo 0
000u—100=000‘x=o‘ _ _
000 L-1 0 0 00 0 (0 0 oo]
0 0 o
oo o0 0.
0 10 10 ‘ y=0 ‘ -
0 0 0 000
000 l 000
0 0 O
0 10 10 / \ 00 0
[—1 0 O] 0O 0 O
—1 O O ‘ X<=9 ‘ ‘ X>9 ‘_
x0 X0
-10 0 0
8 g (9) l l [—10 0 0]
0 0 0 [x=x+1]




Fixed Point Comp. with Narrowing

2. Apply narrowing with old output: 0 0(;> o0 |
00 00
0 o0 ™ 0O 10 10 0O 10 10 l o oo 0.
000A000=000‘X=0‘
O 0 O 0O 0 O 0O 0 O (0 O o0]
0 0 o
oo oo 0.
0 10 10 ‘ y=0 ‘ ]
0 0 0 0O 0 O
0! 1
0 00
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0 10 10 / \ 0 o0 o
[_1 X O] 0 0 0
-1 00 ‘ X <=9 ‘ ‘ X>9 ‘
x &0
—-10 O O
8 3 (9) l l [—10 0 o]
00 0 ‘X=X+1‘




Fixed Point Comp. with Narrowing

3. Check if fixed point is reached: 0 0(? o0 |
0 0
0 o0 ™ 0O 10 10 l o o 0
0 0 Of[E]0 0 O ‘ —0 ‘ - -
O 0 O O 0 O — ‘0 0 ool
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0O 0 O 0O 0O
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Exercise

Describe how the zone analysis works for the
following example.

// a >= 0, b > 0

a = 0;

r = ay;

while (r >= b) {
r = r - Db;
qg=9q+ 1;

}
assert (g >= 0);
assert(r >= 0);
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Numerical Abstract Domains

Interval domain: e.g.,, 1 <x <10

Octagon domain:e.g., 1 <x—-y <10
Polyhedra domain:e.g., 1 <2x+y+2z<10
Congruence domain: e.g.,x =2 mod 4

Disjunctive domain:e.g.,, 1 <x<10v 20 <x
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