
Today

• How to solve undecidable problem?

• ex) program analysis

• Classes of decidable problems 

• P / NP / NP-complete
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Technology for Safe Softwares

Manual, ad-hoc, postmortem:

code review, testing, simulation, debugging, etc
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What is Program Analysis?

Very broad topic, but generally speaking, automated analysis
of program behavior

Program analysis is about developing algorithms and tools
that can analyze other programs

prog.c

2 / 24

Static Program Analysis
What is Program Analysis?

Very broad topic, but generally speaking, automated analysis
of program behavior

Program analysis is about developing algorithms and tools
that can analyze other programs

prog.c

2 / 24

• Predict sw behavior statically and automatically



“Software MRI”

What is Program Analysis?

Very broad topic, but generally speaking, automated analysis
of program behavior

Program analysis is about developing algorithms and tools
that can analyze other programs

prog.c

2 / 24

Static Program Analysis
What is Program Analysis?

Very broad topic, but generally speaking, automated analysis
of program behavior

Program analysis is about developing algorithms and tools
that can analyze other programs

prog.c

2 / 24

• Predict sw behavior statically and automatically



“Software MRI”

What is Program Analysis?

Very broad topic, but generally speaking, automated analysis
of program behavior

Program analysis is about developing algorithms and tools
that can analyze other programs

prog.c

2 / 24

Static Program Analysis
What is Program Analysis?

Very broad topic, but generally speaking, automated analysis
of program behavior

Program analysis is about developing algorithms and tools
that can analyze other programs

prog.c

2 / 24

• Predict sw behavior statically and automatically



Example: 

• Detects memory errors in C programs

• e.g., buffer-overrun, memory leak, null-dereference, etc

• Features (vs. testing)

• Full automation

• Find bugs early

• All bugs found (ensured by theory)

Catching Software Bugs Early at Build Time

An Overview of
Sparrow’s Static Program Analysis Technology

July 2007

Copyright c⃝ 2007 Fasoo.com, Inc. All rights reserved.
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Impossible!

Alan Turing

Is it possible?
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Challenge 3: Scalability
nethack-3.3.0  (211KLoC)



Common Sense: Infeasible

?

Soundness

Scalability Precision
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General Sparse 

Analysis Framework 
[PLDI’12]

Selective X-Sensitivity 
Framework 
[PLDI’14]

Soundness

Scalability Precision



Significance

• Crack down the common sense

• Publication:

• General Sparse Analysis Framework

• ACM PLDI 2012 (top conference in programming languages)

• ACM TOPLAS 2014 (top journal in programming languages)

• Selective X-Sensitivity Framework 

• ACM PLDI 2014 (top conference in programming languages)



Motivation

• In 2007, commercialized

• memory-bug-finding tool for full C

• sound in design, unsound yet scalable in reality

• Realistic workbench available

• “let’s try to achieve sound, precise, yet scalable version”

Catching Software Bugs Early at Build Time

An Overview of
Sparrow’s Static Program Analysis Technology

July 2007
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The Challenge in Reality
Soundness

Scalability Precision

Catching Software Bugs Early at Build Time

An Overview of
Sparrow’s Static Program Analysis Technology

July 2007

Copyright c⃝ 2007 Fasoo.com, Inc. All rights reserved.

(2007, sound-&-global version)



The First Goal: Scalability
Soundness

Scalability Precision

Catching Software Bugs Early at Build Time

An Overview of
Sparrow’s Static Program Analysis Technology

July 2007
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(2012, sound-&-global version)



Scalability Improvement

Catching Software Bugs Early at Build Time

An Overview of
Sparrow’s Static Program Analysis Technology

July 2007

Copyright c⃝ 2007 Fasoo.com, Inc. All rights reserved.

1 Million LoC in 10 hrs
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General Sparse Analysis 
Framework

Thm. (preservation of soundness and precision)

“An important strength is that the theoretical result is very 
general ... The result should be highly influential on future 
work in sparse analysis.” (from PLDI reviews)

PL
DI’1

2



The Second Goal: Precision
Soundness

Scalability Precision

Catching Software Bugs Early at Build Time

An Overview of
Sparrow’s Static Program Analysis Technology

July 2007

Copyright c⃝ 2007 Fasoo.com, Inc. All rights reserved.

(2012, sound-&-global version)



cf) Existing Techniques
Soundness

Scalability Precision

context-sensitivity, 
relational analysis, 

etc
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Effectiveness

program 
statesvs.program 

states

 +25% / -1300%+25% / -25%

error 
states

error 
states



Recruiting Research Interns

• Programming system design (PL)

• High performance static analysis (PL + Algorithm)

• Data-driven program analysis (PL + ML)

• Software security (PL + Security)



Challenge���������	
��������������������  in���������	
��������������������  Static���������	
��������������������  Analysis

precise

cheap

imprecise

expensive

?
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Hard���������	
��������������������  Search���������	
��������������������  Problem

• Intractably large space, if not infinite

• 2N different parameters in FS

• Most of them are too imprecise or costly

• P({x,y,z}) = {∅,{x},{y},{z},{x,y},{y,z},{x,z},{x,y,z}}



Our���������	
��������������������  Learning-based���������	
��������������������  Approach

• Learn model M from dataset

• For new program P, run static analysis with M(P)

P1, P2, …,Pm

Dataset

⇒ M : pgm → 2Var

F(p, M(p))



Effectiveness���������	
��������������������  
(flow-sensitivity)

Training Testing
FI FS selective FS FI FS selective FS

Trial prove prove prove quality prove time prove time cost prove time quality cost
1 5988 7045 6642 61.9 % 3312 75.8 4602 372.8 4.9 x 4509 100.6 92.8 % 1.3 x
2 4742 6205 6116 93.9 % 4558 56.3 5442 1014.2 18.0 x 5029 107.8 53.3 % 1.9 x
3 4039 5641 5376 83.5 % 5261 109.4 6006 1586.5 14.5 x 5771 192.2 68.5 % 1.8 x
4 6885 8844 8432 79.0 % 2415 35.1 2803 430.8 12.3 x 2725 65.2 79.9 % 1.9 x
5 5250 6334 6060 74.7 % 4050 85.8 5313 1588.2 18.5 x 5124 134.7 85.0 % 1.6 x

TOTAL 26904 34069 32626 79.9 % 19596 362.4 24166 4992.5 13.8 x 23158 600.5 77.9 % 1.7 x

Table 2. Flow-sensitivity.

Training Testing
FICI FSCS selective FSCS FICI FSCS selective FSCS

Trial prove prove prove quality prove time prove time cost prove time quality cost
1 5988 7889 7222 64.9 % 3312 75.8 5947 5960.0 78.6 x 5810 151.9 94.8 % 2.0 x
2 4742 6847 6447 81.0 % 4558 56.3 6989 5150.8 91.5 x 6496 257.8 79.7 % 4.6 x
3 4039 5987 5734 87.0 % 5260 109.4 7849 9511.1 86.9 x 7180 304.6 74.2 % 2.8 x
4 6885 10757 10127 83.7 % 2415 35.1 3079 5013.7 142.8 x 2843 112.2 64.5 % 3.2 x
5 5250 8075 7406 76.3 % 4050 85.8 5761 3528.6 41.1 x 5412 254.1 79.6 % 3.0 x

TOTAL 26904 39555 36936 79.3 % 19595 362.4 29625 29164.2 80.5 x 27741 1080.6 81.2 % 3.0 x

Table 3. Flow-sensitivity + Context-sensitivity.
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Recruiting Research Interns

• Programming system design (PL)

• High performance static analysis (PL + Algorithm)

• Data-driven program analysis (PL + ML)

• Software security (PL + Security)



Classes of Problems

unsolvable

solvable

NP

P



P and NP

• P: solvable in polynomial time. 

• 현실적으로 풀 수 있는 문제

• NP: nondeterministic polynomial time. 

• 운이 좋아야 풀 수 있는 문제.



Examples of NP Problems
• finding hamiltonian path



Examples of NP Problems
• traveling salesman problem (TSP)



Examples of NP Problems
• boolean satisfiability problem



NP-complete Problems

• Most difficult problems in the NP class

• NP-complete problems are logically related

• If one NP-complete problem is solvable in polynomial time, all 
the others are solvable in polynomial



Usefulness of NP-completeness



Usefulness of NP-completeness



Usefulness of NP-completeness



P=NP?



Summary

• Undecidable problems can be solved in a useful way via 
approximation

• P / NP / NP-complete


