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About This Course (from Lecture 0)

This course is not about
@ to learn particular programming languages

Java o JovaSerit

@ to improve your “programming skills” (e.g., tools, libraries, etc)
Instead, in this course you will learn

o fundamental principles of modern programming languages

@ how programming systems are designed and implemented

@ thinking formally and rigorously
To succeed in this course, you must

@ have basic programming skills

@ be familiar with at least two PLs (e.g., C, Java)

@ have taken Theory of Computation, Discrete Math, etc

@ be prepared to learn new things
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Design and Implementation of Programming Languages
(from Lecture 0)

We will learn programming language concepts by designing and
implementing our own programming language system.

o We will define a programming language. For example, “factorial” is
written in our language as follows:
let x = read in
letrec fact(n) =
if iszero n then 1
else ((fact (n-1)) * n)
in (fact x)

@ We will design and implement an interpreter for the language:

Program — | Interpreter | — Result

@ We will design and implement a type checker for the language:

Program — | Type Checker | — Safe/Unsafe
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Checklist

Have you pick up the following ideas from this course?
@ Designing programming languages (i.e., syntax and semantics)
@ Implementing programming languages (i.e., interpreters)

e Detecting runtime errors at compile-time (i.e., type system)
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Applications of Programming Language Foundations
A good understanding of programming language foundations is essential
for

@ Software engineering

@ Software security

@ Software analysis
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Application (1): Software Bug/Vulnerability Detection
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Application (1): Software Bug/Vulnerability Detection

SmartMesh A2l (2018)

. F4 QUEZL FOINS 0185101 HE2SIN Fo| E22 MY

=
(CVE-2018-10376)

0xd6a09bdb29e1eafa92a30373c44b09%e2e2e0651e

h: Token Sale) @ (0

3 C 0,000,000,000.891004451135422463
($223,066,504,429,629,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) SmartMesh (SMT)

» From 0xdf31a499a5a8358... To 0xd6a09bdb29e1ea... For
50,659,039,041,325,800,000,000,000,000,000,000,000,000,000,000,000,000,000,000.693003461994217473

($173,496,170,111,934,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) AN SmartMesh (SMT)

https://etherscan.io/tx/0x | abab4c8db9a30e703 1 14528e3 | dee129a3a758f7f8abc3b6494aad3d304e43f
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Application (1): Software Bug/Vulnerability Detection

SmartMesh Al (2018)

o Y QHIEEL (integer overflow) F2H
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1 function transferProxy (address from, address to, uint
value, uint fee) public return% HIH= Af2to| Xk

2 if (balancel[from] < fee + value) PETCEE

3 revert();

4 if (balance[to] + value < balance[to] |]

5 balance[msg.sender] + fee < balance[msg.sender])

6 revert();

7 balance[to] += value;

8 balance[msg.sender] += fee; OHEZER
9 balance[from]A—= value + fee; iﬂﬂ
10 return true; \

11}

(HEX) QHEZL/AHEZRR

LUSIR| %3
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Application (1): Software Bug/Vulnerability Detection

SmartMesh Al (2018)

balance[from] = balance[to] = balance[msg.sender] = 0

value: Bffffffffffffffffffffffffffffffffffffrffffffffffffrfffffffffffefe
fee : 7 1

1 function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {

2| false |ba1ance[from] < fee + valueb{ ol

3 revert();

4 | false F{balance[to] + value < balancel[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])
6 revert();

7 balance[to] += value;

8 balance[msg.sender] +=

9 balance[from] -= value + fee;

10 return true;

11}
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Application (1
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Application (2): Software Error Repair

. in = malloc(1);
AI'E" l: Linux Kernel out = matloc(1); < 22k
... // use in, out
free(out);
free(in);

in = malloc(2);
if (in == NULL) {

goto err;

out = malloc(2);
if (out == NULL) {

free(in);\>
goto err;

. // use in,) out
err:

free(in);
free(out); HZa| 52 x|
return; (double-free)
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Application (2): Software Error

Al I: Linux Kernel

USB: fix double frees in error code paths of ipaq driver

the error code paths can be enter with buffers to freed buffers.
Serial core would do a kfree() on memory already freed.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>
P master © v4.15-re1 ... v2.6.24-rc1

Oliver Neukum committed with gregkh on 18 Sep 2007 1 par

=& LHZe 2A 1:
LRI} MAZRAE=AX] &LI5H| o=
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Repair

in = malloc(1);
out = malloc(1);
.«s // use in, out
free(out);
free(in);

in = malloc(2);

if (in == NULL) {
out = NULL;
goto err;

out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;

... // use in, out
err:
free(in);
free(out);
return;
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Application (2): Software Error Repair

in = malloc(1);

Al 1: Linux Kernel out = mattoc(1);
..« // use in, out

free(in);
memory leak
in = malloc(2);
if (in == NULL) {
out = NULL;
= ClHAe| 2A| 2: goto err;
xi MM 2L Q27 i ¥
LF 3 I- OIlM ME2 2F7H free(out);

out = malloc(2);
USB: fix double kfree in ipaq in error case

in the error case the ipaq driver leaves a dangling pointer to already if (out == NULL) {
freed memory that will be freed again. free(in);
Signed-off-by: Oliver Neukum <oneukum@suse.de> in = NULL;
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>
goto err;
U master © v4.15-rel - v2.6.27-1c1
Oliver Neukum committed with gregktfon 30 Jun 2008 | 1 parent 35 // use in, out
- y
err:
free(in);
9/ 50| CiA| RF £FE AT free(out);
return;
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Application (2): Software Error Repair

R in = malloc(1);
Al 1: Linux Kernel out = malloc(1);

. // use in, out
free(out);
free(in);
out = NULL;
in = malloc(2);

S ClMZde I—ErXﬂ if (in == NULL) {
x1|7uix|nr §§o| Oz out = NULL;
goto err;

fix for a memory leak in an error case introduced by fix for double free
The fix NULLed a pointer without freeing it.

free{out);
out = malloc(2);

Signed— off by: Oliver Neukum < on=nkum@snse de>

uh uha_motorspor i o
: g:;d of f-t byJ Lan s Torv: ams m]r ams@l nux-foundation.org> 1f (OUt . - NULL) {
e fmdlm,
= .
Oliver Neukum committed with :umld 1 parent geeosc2 in = NULL ’
goto err;

. // use in, out
F LAHNN FIK| F 1070 A err:

free(in);
free(out);
return;
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Application (2): Software Error Repair

#“SAVER: H|22| Q2 X}= L8|

in = malloc(1);
out = malloc(1);
. // use in, out

free(out);
free(in);

in = malloc(2);
if (in == NULL) {

goto err;

out = malloc(2);
if (out == NULL) {

free(in);

goto err;

. // use in, out

err:

free(in); // double-free
free(out);// double-free

return;

Hakjoo Oh
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in = malloc(1);
out = malloc(1);

. // use in, out
free(in):'

in = malloc(2);
if (in == NULL) {

goto err;

free(out);
out = malloc(2);

if (out == NULL) {
—free(in);

goto err;

. // use in, out
err:

free(in);

free(out);

return;
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Application (2): Software Error Repair

SAVER A&

INFER SAVER FoorParcH [60]
Program KLoC #T #F Pre(s) Fix(s) Gr /1 or Xr G Xe Fix(s) Gr /1 At X Gp X
rappel (ad8efd7) 2.2 1 0 22 0.0 1 1 0 0 0 0 89 1 1 0 0 0 0
flex (d3de49f) 223 3 4 263 25 0 0 o 0 0 o 510 o 0 o o 1 1
‘WavPack (22977b2) 312 1 2 4.6 221 0 0 o 0 0 0 67.9 o 0 0 o 2 2
Swoole (a4256e4) 430 15 3 885 10.1 1 11 o 0 0 0 3925 9 7 0 2 1 1
Ixc (72cc48f) 499 3 5 2306 58 3 3 o 0 0 o 179.6 o 0 o o 1 1
p11-kit (ead7ara) 629 33 9 6462 2888 24 24 0 0 0 0 564 8 7 1 0 2 2
x264 (d4099dd) 732 10 0 1443 9.9 10 10 o 0 0 o 4269 2 2 o o 0 0
rccuuls 1.8 920 10 11 1441 444 8 8 o 0 0 0 662.2 3 2 1 o 0 0
i 116.9 4 5 448 25 4 4 o 0 0 0 182.1 o 0 o 0 0 0
3208 16 27 23720 216.0 11 10 1 0 0 0 46364 3 0 o 3 19 18
8144 9 66 37436 602.1 72 71 1 0 0 0 71739 26 19 2 5 26 25

x| MY: 72 (75%)

10
programs —>
(2-320K)

true alarms \
o

false alarms \

FootPatch
(CMU, ICSE"18)
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(2t: 71, 2H9: 1, X|Y: 0)

x| 44: 26 (27%)
(244: 19, oHH: 2, X|%: 5)

x| 44: 0

aj%| 4: 26
(2HH: 1, X|Y: 25)
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Application (2): Software Error Repair

Application to Intelligent Tutoring System

n CodeOnWeb

FixML-generated feedback: ((Sum 1lst):

oncoder

1) |

let rec diff : aexp * string -> aexp
= fun (e, x) >
match e with
| Const n -> Const 0
| Var a -> if (a < x) then Const @ else Const 1
| Pover (a, n) => if (a <> x) then Const @ else Times [Const n; Power (a, n-1)]
| Times 1 ->
begin
match 1 with
| 11 -> Const o
| hd::tl > Sum [Times ((diff (hd, x))::tl); Times [hd; diff (Times tl, x)7]
end
| Sum 1 -> Sum (List.map (fun e -> diff (e,x)) 1)

HIE &7
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Application (3): Automatic Software Synthesis

# Write a python function to toggle all even bits of a given number.
# Your code should pass these tests:
#
# assert even_bit_toggle_number(10) == 0
# assert even_bit_toggle_number(20) == 30
# assert even_bit_toggle_number(30) == 20
def even_bit_toggle_number(n):
count = 0
res =0
temp = n
while temp > 0:
if count % 2 == 1:
res |= 1 << count
count += 1
temp >>= 1
return n ~ res
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