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Knight Capital Says Trading Glitch Cost It $440 Million
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Runaway Trades Spread Turmoil Across Wall St.
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SmartMesh A2l (2018

e SmartMesh EZ2 AOIE ZHE Q@ Ol
(CVE-2018-10376)= 0|E5}0{ M=ZetX S| EFTS M

5499035 (1348012 Block Confirmations)
227 days 10 hrs ago (Apr-24-2018 07:16:19 PM +UTC)

Oxd6a09bdb29e1eafa92a30373c44b09e2e2e0651e

Contract 0x55f93985431fc9304077687a35a1ba103dc1e081 (SmartMeshICO) @

From Oxdf31a499a5a8358...To 0xdf31a499a5a8358...for
65,133,050,195,990,400,000,000,000,000,000,000,000,000,000,000,000,000,000,000.891004451135422463
($398,308,806,220,652,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) AR ERC-20 (SMT)

From Oxdf31a499a5a8358... To 0xd6a09bdb29e1ea... for
50,659,039,041,325,800,000,000,000,000,000,000,000,000,000,000,000,000,000,000.693003461994217473
($309,795,738,171,618,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) AN ERC-20 (SMT)

0 Ether ($0.00)

e —

https://etherscan.io/tx/Ox1abab4c8db9a30e703114528e31dee129a3a758f7f8abc3b6494aad3d304e43f
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1 function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {

2 i1f (balance[from] < fee + value)
3 revert () ;
4 if (balance[to] + value < balance[to] ||
5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;
7 balance[to] += value;
8 balance[msg.sender] += fee;
9 balancel[from] -= value + fee;
return true;
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function transferProxy (address from,

value, uint fee) public returns (bool) {

S0 2|7t
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if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to]
balance[msg.sender] + fee < balance[msg.sender])

revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
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address to,
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return true;

uint
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1 function transferProxy (address from, address to, uint
value, uint fee) public returns rEELHL_ }EHﬂleﬂw

2 if (balance[from] < fee + value)|=_ b ZE5HK| M3

3 revert () ; _

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;

7 balance[to] += value;

8 balance[msg.sender] += fee; %l =1

9 balancel[from] -= value + fee;

10 return true;

e
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function transferProxy (address from,

value ,

uint fee) public returns

artMesh AlZ{| (2018)

address to, uint

if (balance[from] < fee + value)|=
revert () ;

L=

7t =X A3

ra+o| S|

1f (balance[to] + value < balancel[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;

balance
balance
balance

[ to] += value;
' msg.sender ]
 from] -= val

+= fee;
ue + fee;

)
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return true;
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function transferProxy (address from,

value, uint fee) public returns
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artMesh AlZ{| (2018)

address to, uint

if (balance[from] < fee + value)|=
revert () ;

HLj&=
7t =&KX M2

ra+o| S|

1f (balance[to] + value < balance[to]
balance[msg.sender] + fee < balance[msg.sender])
revert () ;

balance
balance
balance

[ to] += value;
'msg.sender] += fee;
:from]A—: value + fee;
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return true;F]\
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function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
return true;
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SmartMesh Alg{| (2018)

balance[from] = balancel[to] = balancelmsg.sender] = 0

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
return true;
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balance[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
return true;
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SmartMesh Alg{| (2018)

balance[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value%{ Ol
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;

balancel[from] -= value + fee;
return true;
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balance[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
'hk@%%balance[From] < fee + value%% 0]
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;

balancel[from] -= value + fee;
return true;
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balanc

e[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

functi

on transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

re

vert () ;

f&&a}i

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||

balance[msg.sender] + fee < balance[msg.sender])

vert () ;

nce[to] += value;
ncelmsg.sender] += fee;
ncelfrom] -= value + fee;
rn true;



O OO0 ~J O U1 = W D

p—
_ O

SmartMesh Alg{| (2018)

balanc

e[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

functi

on transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

re

vert () ;

f&&a}i

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||

balance[msg.sender] + fee < balance[msg.sender])

vert () ;

nce[to] += value; = Bfffff-ff
ncelmsg.sender] += fee;
ncelfrom] -= value + fee;
rn true;
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balanc

e[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

functi

on transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

re

vert () ;

f&&a}i

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||

balance[msg.sender] + fee < balance[msg.sender])

vert () ;

nce[to] += value; = Bfffff-ff

- (
ncelmsg.sender] += fee; = 70000
ncelfrom] -= value + fee;
rn true;
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balanc

e[from] = balancel[to] = balancelmsg.sender] = 0

value: S8fffffffffffffffffffrffrffrfrffrfrffrfrffrrrffrfrffrrfrffrrfrffeffe
fee 1 7000000000000000000000000000000000000000000000000000000000000001

functi

on transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'bk@%%balance[From] < fee + value Ol

re

vert () ;

f&&a}i

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||

balance[msg.sender] + fee < balance[msg.sender])

vert () ;

nce[to] += value; = Bfffff-ff

- (
nce[msg.sender] += fee; = 7/00---00
nce[from] -= value + fee; Ol
rn true;
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Cost of software fails in 2017

606 fails US$1.7 trillion

from 314 companies in financial losses

3.6 billion 268 years

people affected lost to downtime
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(Linux Kernel)

in = malloc(1);
out = malloc(1l);

. // use 1n, out
free(out);
free(in);

in = malloc(2);
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);

goto err;
s
. // use 1n, out
err:
free(in);
free(out);
return;



in = malloc(1);

_Jlk_EE'?'-"O'l xl’% —EM. out = malloc(1);
) ..« // use 1n, out
(Linux Kernel) free(out);
free(in);

in = malloc(2);
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);

goto err;
I3

. // use 1n, out
err:
free(in);
free(out);
return;

double-free
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(Linux Kernel)

double-free\ err:

in = malloc(1);
out = malloc(1l);

. // use 1n, out
free(out);
free(in);

in = malloc(2);
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {

</free(in);
goto err;
}

. // use 1n, out

free(in);
free(out);
return;
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int double (int v) {

return 2xv;

¥

void testme(int x,
z := double (y);
if (z==x) {

if (x>y+10) {
Error;
I3
¥
I3

int y) {

Probability of the error? (0 < x,y < 100)

11



int double (int v) {

return 2xv;

¥

void testme(int x,
z := double (y);
if (z==x) {

if (x>y+10) {
Error;
I3
¥
I3

int y) {

Probability of the error? (0 < x,y < 100)

< 0.4%

11



el (Symbolic Execution)

ke
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int double (int v) {
return 2xv;

}

void testme(int x, int y) { x=a, y=3
-—
z = double (y); true

if (z==x) {

if (x>y+10) {
Error;
¥
I3
¥



7|2 & (Symbolic Execution)

int double (int v) {
return 2xv;

}

void testme(int x, int y) {

z := double (y); x=0, y=[3,z=2"3
— )
if (z==x) { true

if (x>y+10) {
Error;
¥
I3
¥



7|2 & (Symbolic Execution)

int double (int v) {
return 2xv;

+
void testme(int x, int y) {

z := double (y);

if (z==x) { X=C1,)’=B,Z=2*B
4—
if (x>y+10) { 2*B =a
Error;
}
I3

}



7|2 & (Symbolic Execution)

int double (int v) {
return 2xv;

+
void testme(int x, int y) {

z := double (y);

1f (Z::X) { X:a’)I:B,Z=2*B
4—
if (x>y+10) { 2*B =a
Error;
¥
I3

}

Challenge: Path explosion
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State-of-the-art Symbolic Execution
® Developed “data-driven symbolic execution”

® considerable increase in code coverage

1400 . expatl-2.1.0 .

9000

=
=
o
o
o)}
o
o
(=)

branches covered
[
o
o
o
branches covered
(6]
o
o
o

900}

H
o
o
o

800},

3000
(> e e e ’ ; -
— - FD Y- T, -
7007} CFDS Gen | 000k CFDS = = Gen
A-A CGS ¢ OURS A-Ao CGS ¢ OURS
600. - DFS Random --- DFS Random
0 500 1000 1500 2000 2500 3000 3500 4000 1000o 500 1000 1500 2000 2500 3000 _ 3500 4000
iterations iterations

® dramatic increase in bug-finding capability

Phenomenons Bug-Triggering Inputs  Version
sed Memory Exhaustion 4.4(latest)
OURS CFDS CGS Random Gen DFS
gawk-3.0.3 100/100 0/100 0/100  0/100  0/100 ©0/100 "™ G e
grep-2.2  47/100  0/100 5/100  0/100  0/100 0/100 o

gawk Memory Exhaustion '$6672467e2=E7' 4.21(latest)




7|2 & (Symbolic Execution)

int double (int v) {
return 2xv;

}

void testme(int x, int y) {

z := double (y); error-triggering
input

if (z==x) {
=q, y=p,z=2"
if (x>y+10) { x=0,y=p &
Error, ¢———eeee *Q —
} 2’p=aA » x=30,y=15

1 a> B+1 0
1 SMT solver




Static Program Analysis

Technology for “software MRI”
Code —» Eume

® Predict software behavior statically and automatically

® static:analyzing program text without execution

® automatic: sw is analyzed by sw (“static analyzer”)
® Next-generation software testing technology

® finding bugs early / full automation / all bugs found

® Being widely used in sw industry

w facebook. Google @§
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error states

error states
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error states

error states

l 59| & (false alarm) \
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error states

error states

| Challenge: how to find a good abstraction!? I

20



Data-Driven Program Analysis

® Learning algorithms for data-driven program analysis
® |earning models [OOPSLA’| /73]
® optimization algorithms [TOPLAS’| 9]
® feature engineering [OOPSLA’|/7b]
® State-of-the-art program analyses enabled by algorithms
® interval / pointer analysis [OOPSLA’18a, TOPLAS’ | 8]
® symbolic analysis / execution [ICSE’|8,ASE’ | 8]
® others program analyses [FSE’' 18, OOPSLA’18b]

9 papers in top-tier PL/SE conferences and journals

21
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<~ “State-of-the-art Pointer Analysis

® Achieved state-of-the-art pointer analysis for |ava
® foundational static analysis for bug-finders, verifiers, etc

® Trained with 5 small programs from the DaCapo benchmark
and tested with 5 remaining large programs

: : blqat . . 1200 : : Jyth°’F
2500} . S2objH+IntroB(12,372)
S20bjH []
] 1000}
> 2000} 1
.E
=|2 3 o
@ 1500} 9]
S| E £
+J -+
< | © o 600
8 2. 1000} B
c e ,
i © © 400} S20bjH+IntroA
.20 500} | L]
= ,
S2objH+Data(Ours) S2ob5l+lntroB Insensitive 200} S20biH+Data(O
ol | [] ] 1 0 J."' ata(Ours) Insensitive
S20bjH+IntroA []
v 1200 1400 1600 1800 2000 %00 1700 1800 1900 2000 2100 2200 2300
# of may-fail casts # of may-fail casts

high precision

22



N

<~ “State-of-the-art Pointer Analysis

® Achieved state-of-the-art pointer analysis for |ava

® foundational static analysis for bug-finders, verifiers, etc

® Trained with 5 small programs from the DaCapo benchmark
and tested with 5 remaining large programs
blqat 1200 ‘ ‘ jyth°’?
2500} S2objH+IntroB(12,372)
S20bjH L]
] 1000}
2000}
>N
E W - 800f
e ‘glsoof TqEJ
< |z manual approaches S ool
8 élOOO (PLD| |4b) %
i © © 400} S20bjH+IntroA
.50 500} V L]
< ; S20bjH+IntroB e
0SZobJH;Data(Ours) ] - Insensitive 200 SZoij.+Data(Ours) neensitive
S20bjH+IntroA []
12IOO 14IOO 16IOO 18IOO 20IOO 10600 17‘00 léOO 1500 2600 21‘00 22‘00 2300

# of may-fail casts # of may-fail casts

high precision

22



AT EL0] 3T (Software Verification)

EE_'E $SP'S %%Jg‘g
\ e

SHA ME SAT(lD N P)

(counterexample)

23
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VeriSmart 43 M&s
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_____________________________________________ (#queries) | i (EMMAEHY0)
____________ Z8UST
____________ ZeUS2 BB
____________ Z8USS D
____________ zeus4d B B
____________ Z8USS il D
____________ Z8USE D
____________ Z8US D
____________ Z8US8 i i
____________ Zeusy D
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___________ zeusl D
___________ ZeUS12 S
___________ Z8US1 S S

M| 72 48 72
Zeus?} ™0 Aluffst 1371 == 2H0f| CHsH SH HdS
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(Linux Kernel)

USB: fix double frees in error code paths of ipaq driver

the error code paths can be enter with buffers to freed buffers.
Serial core would do a kfree() on memory already freed.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>

P master © v4.15-rc1 ... v2.6.24-rc1

Oliver Neukum committed with gregkh on 18 Sep 2007 1 par

T

in = malloc(1);
out = malloc(1l);
..« // use 1n, out
free(out);
free(in);

in = malloc(2);

if (in == NULL) {
out = NULL;
goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;
s
..« // use 1n, out
err:
free(in);
free(out);
return;
26



s A ELS
(Linux Kernel)

USB: fix double frees in error code paths of ipaq driver

the error code paths can be enter with buffers to freed buffers.
Serial core would do a kfree() on memory already freed.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>

P master © v4.15-rc1 ... v2.6.24-rc1

Oliver Neukum committed with gregkh on 18 Sep 2007 1 par

N

AZ ClH o 27 1
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in = malloc(1);
out = malloc(1l);
..« // use 1n, out
free(out);
free(in);

in = malloc(2);

if (in == NULL) {
out = NULL;
goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;
s
..« // use 1n, out
err:
free(in);
free(out);
return;
26



s X 2L

(Linux Kernel)

USB: fix double kfree in ipaq in error case

in the error case the ipaq driver leaves a dangling pointer to already
freed memory that will be freed again.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>

I master © v4.15-rc1 ... v2.6.27-rct
Oliver Neukum committed with gregkh on 30 Jun 2008 1 parent 35

in = malloc(1);
out = malloc(1l);
..« // use 1n, out
// removed
free(in);

in = malloc(2);
if (in == NULL) {
out = NULL;
goto err;
I3
free(out);
out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;
I3
..« // use 1n, out
err:
free(in);
free(out);
return;
27



—_ = - in = malloc(1);
II‘% uHXl "é'..?._é;' out = malloc_:(l);
... // use 1n, out

(Linux Kernel) // removed

free(in);

T LIHZL| =X 2:

- in = malloc(2);
UX|= HHUM MER LF7 LD if (in == NULL) {
out = NULL;
memory leak goto err;

}

free(out);

out = malloc(2);
USB: fix double kfree in ipaq in error case l f ( ou t —— N U L L ) {
in the error case the ipaq driver leaves a dangling pointer to already 'f r‘EEGE ( j_r] ) ;

freed memory that will be freed again.

in = NULL;

Signed-off-by: Oliver Neukum <oneukum@suse.de>

Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de> g oto err;
P master © v4.15-rc1 ... v2.6.27-rct }
Oliver Neukum committed with gregkh on 30 Jun 2008 1 parent 35 ..« // use 1n y Out
err.
free(in);
free(out);
return;
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(Linux Kernel)

fix for a memory leak in an error case introduced by fix for double free
The fix NULLed a pointer without freeing it.
Signed-off-by: Oliver Neukum <oneukum@suse.de>

Reported-by: Juha Motorsportcom <juha_motorsportcom@luukku.com>
Signed-off-by: Linus Torvalds <torvalds@linux-foundation.org>

I» master © v4.15-rc1 ... v2.6.27-rct
Oliver Neukum committed with torvalds on 27 Jul 2008 1 parent 9ee@8c2
L T— T

in = malloc(1);
out = malloc(1l);
..« // use 1n, out
free(out);
free(in);
out = NULL;
in = malloc(2);
if (in == NULL) {
out = NULL;
goto err;
I3
// removed
out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;
I3
..« // use 1n, out
err:
free(in);
free(out);
return;
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s X 2L

(Linux Kernel)

fix for a memory leak in an error case introduced by fix for double free
The fix NULLed a pointer without freeing it.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
Reported-by: Juha Motorsportcom <juha_motorsportcom@luukku.com>
Signed-off-by: Linus Torvalds <torvalds@linux-foundation.org>

I» master © v4.15-rc1 ... v2.6.27-rct

Oliver Neukum committed with torvalds on 27 Jul 2008 1 parent 9ee@8c2

in = malloc(1);
out = malloc(1l);
..« // use 1n, out
free(out);
free(in);
out = NULL;
in = malloc(2);
if (in == NULL) {
out = NULL;
goto err;
I3
// removed
out = malloc(2);
if (out == NULL) {
free(in);
in = NULL;
goto err;
I3
..« // use 1n, out
err:
free(in);
free(out);
return;
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in = malloc(1);
out = malloc(1);
... // use 1n, out
free(out);
free(in);

in = malloc(2);
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);

goto err;
}
. // use 1n, out
err:
free(in);
free(out);
return;

=2I0] 2F XS 4

in = malloc(1);
out = malloc(1);

. // use 1n, out
// removed
free(in);

in = malloc(2);
if (in == NULL) {

goto err;
¥
free(out):
out = malloc(2);
if (out == NULL) {
// removed

goto err;
¥
. // use 1n, out
err:
free(in);
free(out);
return;
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in = malloc(1);
out = malloc(1);
... // use 1n, out
free(out);
free(in);

in = malloc(2);
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);

goto err;
}
. // use 1n, out
err:
free(in);
free(out);
return;
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in = malloc(1);
out = malloc(1);

. // use 1n, out
// removed
free(in);

in = malloc(2);
if (in == NULL) {

goto err;
¥
free(out):
out = malloc(2);
if (out == NULL) {
// removed

goto err;
¥
. // use 1n, out
err:
free(in);
free(out);
return;
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A :
MemFix

approx. by SAT encoding

static analysis

in = malloc(2);
if (in == NULL) {

goto err;

>3 I>>3

}

free(out);

out = malloc(2); |
if (out == NULL) {
// removed

n
\/T
=1

1

=

n

/;i\ (11 # i)

1121 1221

[l
—

J

goto err; N
} ) .
Fixing memory errors Exact cover problem Boolean satisfiability
(undecidable) (NP-complete) (NP-complete)
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Automatic Feedback Generation
for Programming Assignments

* In my programming language course,

- students hardly receive personalized feedback, and

* instructor’s solutions are not very helpful.

QEIAL

4 N

Sum

| Sum plus ->
(match plus with
[] ->ConstO
| [hd] -> diff( hd, var)
| hd::tl -> Sum [diff(hd, var); diff(Times tl, var)]

By ot
/Iet rec map f (l,var) = \
match | with
| [1->1]
| hd::tl -> (f (hd,var))::(map f (tl,var))
| Sum Ist -> Sum (map diff (Ist,var))




S = C HiCHO
Stll M= 't =EE
type aexp = ( let rec diff : aexp * string -> aexp

|CONST of int

| VAR of string

| POWER of string * int
| TIMES of aexp list

| SUM of aexp list

type env = (string * int * int) list

let diff :
= fun (aexp, x) —->

aexp * string -> aexp

let rec deployEnv : env -> int -> aexp list
= fun env flag —>

match env with

| hd::tl ->
(
match hd with
[(x, ¢, p) ->
if (flag = @ & c = @) then deployEnv tl flag
else if (x = "const" & flag = 1 & c = 1) then deployEnv tl flag
else if (p = @) then (CONST c)::(deployEnv tl flag)
else if (c =1 & p = 1) then (VAR x)::(deployEnv tl flag)
else if (p = 1) then TIMES[LCONST c; VAR x]::(deployEnv tl flag)
else if (c = 1) then POWER(x, p)::(deployEnv tl flag)
else TIMES [CONST c; POWER(x, p)]::(deployEnv tl flag)
)
[ [1->11
in

let rec updateEnv :
= fun elem env flag ->

(string * int x int) -> env -> int -> env

match env with
| (hd::tl) —>
(
match hd with
| (x, ¢, p) >
(
match elem with
| (x2, c2, p2) —>
if (flag = @) then
if (x = x2 && p = p2) then (x, (c + c2), p)::tl
else hd::(updateEnv elem tl flag)
else
if (x = x2) then (x, (c*c2), (p + p2))::tl
else hd::(updateEnv elem tl flag)

)
| [1 -> elem::[]
in

let rec doDiff : aexp * string -> aexp
= fun (aexp, x) ->
match aexp with
| CONST _ -> CONST @
| VAR v ->
if (x = v) then CONST 1
else CONST @
| POWER (v, p) ->
if (p = @) then CONST @
else if (x = v) then TIMES ((CONST p)::POWER (v, p-1)::[1)
else CONST @
| TIMES 1lst ->
(
match 1lst with

match (hd, diff_hd, tl, diff_tl) with
| (CONST p, CONST s, [CONST r], CONST g) -> CONST (p*q + rxs)
| (CONST p, _, _, CONST @) ->
if (diff_hd = CONST @ || tl = [CONST @]) then CONST (p*q)
else SUM [CONST(p*q); TIMES(diff_hd::tl)]
| (_, CONST s, [CONST rl, _) ->
if (hd = CONST @ || diff_tl = CONST @) then CONST (rs)
else SUM [TIMES [hd; diff_t1]; CONST(r*s)]
| _ ->
if (hd = CONST @ || diff_tl = CONST @) then TIMES(diff_hd::tl)
else if (tl = [CONST @] || diff_hd = CONST @) then TIMES [hd; diff_tl]
else SUM [TIMES [hd; diff_t1]; TIMES (diff_hd::tl)]

)
| [] -> CONST o
)
| SUM 1st -> SUM(List.map (fun aexp -> doDiff(aexp, x)) lst)
in

let rec simplify : aexp -> env -> int -> aexp list
= fun aexp env flag ->
match aexp with
| SUM 1st ->
(
match 1lst with
| (CONST c¢)::tl -> simplify (SUM tl) (updateEnv ("const", c, @) env @) @
| (VAR x)::tl -> simplify (SUM tl) (updateEnv (x, 1, 1) env @) @
| (POWER (x, p))::tl -> simplify (SUM tl) (updateEnv (x, 1, p) env @) @
| (SUM 1st)::tl -> simplify (SUM (List.append lst tl)) env @
| (TIMES 1lst)::tl ->
(
let 1 = simplify (TIMES 1st) [] 1 in
match 1 with
| h::t ->
if (t = []) then List.append 1 (simplify (SUM tl) env @)
else List.append (TIMES 1::[]) (simplify (SUM tl) env @)

| [1->11
)
| [1 -> deployEnv env @
)
| TIMES lst ->
(
match 1lst with
| (CONST c¢)::tl -> simplify (TIMES tl) (updateEnv ("const", c, @) env 1) 1
| (VAR x)::tl -> simplify (TIMES tl) (updateEnv (x, 1, 1) env 1) 1
| (POWER (x, p))::tl -> simplify (TIMES tl) (updateEnv (x, 1, p) env 1) 1
| (SUM 1st)::tl ->
(
let 1 = simplify (SUM 1st) [] @ in
match 1 with
| h::t ->
if (t = [1) then List.append 1 (simplify (TIMES tl) env 1)
else List.append (SUM 1::[1) (simplify (TIMES tl) env 1)
| [1 -> [1 (* Feedback : Replace [] by ((Sum 1lst) :: tl) %)
)
| (TIMES 1st)::tl -> simplify (TIMES (List.append lst tl)) env 1
| [1 -> deployEnv env 1
)
in

let result = doDiff (aexp, x) in

match result with

| SUM _ -> SUM (simplify result [] @)

| TIMES _ -> TIMES (simplify result [] 1)
| _ -> result

= fun (e, x) —>
match e with
Const n -> Const @
Var a -> if (a <> x) then Const @ else Const 1
Power (a, n) -> if (a <> x) then Const @ else Times [Const n; Power (a, n-1)]
Times 1 ->

begin

match 1 with

| [J -> Const @

| hd::tl -> Sum [Times ((diff (hd, x))::tl); Times [hd; diff (Times tl, x)1]
end

Sum 1 -> Sum (List.map (fun e -> diff (e,x)) 1)




S = C HiCHO
Stll M= 't =EE
type aexp = ( let rec diff : aexp * string -> aexp

|CONST of int

| VAR of string

| POWER of string * int
| TIMES of aexp list

| SUM of aexp list

type env = (string * int * int) list

let diff :
= fun (aexp, x) —->

aexp * string -> aexp

let rec deployEnv : env -> int -> aexp list
= fun env flag —>

match env with

| hd::tl ->
(
match hd with
[(x, ¢, p) ->
if (flag = @ & c = @) then deployEnv tl flag
else if (x = "const" & flag = 1 & c = 1) then deployEnv tl flag
else if (p = @) then (CONST c)::(deployEnv tl flag)
else if (c =1 & p = 1) then (VAR x)::(deployEnv tl flag)
else if (p = 1) then TIMES[LCONST c; VAR x]::(deployEnv tl flag)
else if (c = 1) then POWER(x, p)::(deployEnv tl flag)
else TIMES [CONST c; POWER(x, p)]::(deployEnv tl flag)
)
[ [1->11
in

let rec updateEnv :
= fun elem env flag ->

(string * int x int) -> env -> int -> env

match env with
| (hd::tl) —>
(
match hd with
| (x, ¢, p) >
(
match elem with
| (x2, c2, p2) —>
if (flag = @) then
if (x = x2 && p = p2) then (x, (c + c2), p)::tl
else hd::(updateEnv elem tl flag)
else
if (x = x2) then (x, (c*c2), (p + p2))::tl
else hd::(updateEnv elem tl flag)

)
| [1 -> elem::[]
in

let rec doDiff : aexp * string -> aexp
= fun (aexp, x) ->
match aexp with
| CONST _ -> CONST @
| VAR v ->
if (x = v) then CONST 1
else CONST @
| POWER (v, p) ->
if (p = @) then CONST @
else if (x = v) then TIMES ((CONST p)::POWER (v, p-1)::[1)
else CONST @
| TIMES 1lst ->
(
match 1lst with

match (hd, diff_hd, tl, diff_tl) with
| (CONST p, CONST s, [CONST r], CONST g) -> CONST (p*q + rxs)
| (CONST p, _, _, CONST @) ->
if (diff_hd = CONST @ || tl = [CONST @]) then CONST (p*q)
else SUM [CONST(p*q); TIMES(diff_hd::tl)]
| (_, CONST s, [CONST rl, _) ->
if (hd = CONST @ || diff_tl = CONST @) then CONST (rs)
else SUM [TIMES [hd; diff_t1]; CONST(r*s)]
| _ ->
if (hd = CONST @ || diff_tl = CONST @) then TIMES(diff_hd::tl)
else if (tl = [CONST @] || diff_hd = CONST @) then TIMES [hd; diff_tl]
else SUM [TIMES [hd; diff_t1]; TIMES (diff_hd::tl)]

)
| [] -> CONST o
)
| SUM 1st -> SUM(List.map (fun aexp -> doDiff(aexp, x)) lst)
in

let rec simplify : aexp -> env -> int -> aexp list
= fun aexp env flag ->
match aexp with
| SUM 1st ->
(
match 1lst with
| (CONST c¢)::tl -> simplify (SUM tl) (updateEnv ("const", c, @) env @) @
| (VAR x)::tl -> simplify (SUM tl) (updateEnv (x, 1, 1) env @) @
| (POWER (x, p))::tl -> simplify (SUM tl) (updateEnv (x, 1, p) env @) @
| (SUM 1st)::tl -> simplify (SUM (List.append lst tl)) env @
| (TIMES 1lst)::tl ->
(
let 1 = simplify (TIMES 1st) [] 1 in
match 1 with
| h::t ->
if (t = []) then List.append 1 (simplify (SUM tl) env @)
else List.append (TIMES 1::[]) (simplify (SUM tl) env @)

= fun (e, x) —>
match e with
Const n -> Const @
Var a -> if (a <> x) then Const @ else Const 1
Power (a, n) -> if (a <> x) then Const @ else Times [Const n; Power (a, n-1)]
Times 1 ->

begin

match 1 with

| [J -> Const @

| hd::tl -> Sum [Times ((diff (hd, x))::tl); Times [hd; diff (Times tl, x)1]
end

Sum 1 -> Sum (List.map (fun e -> diff (e,x)) 1)

| [1->11
)
| [1 -> deployEnv env @
)
| TIMES lst ->
(
match 1lst with
| (CONST c¢)::tl -> simplify (TIMES tl) (updateEnv ("const", c, @) env 1) 1
| (VAR x)::tl -> simplify (TIMES tl) (updateEnv (x, 1, 1) env 1) 1
| (POWER (x, p))::tl -> simplify (TIMES tl) (updateEnv (x, 1, p) env 1) 1
| (SUM 1st)::tl ->
(
let 1 = simplify (SUM 1st) [] @ in
match 1 with
| h::t ->
if (t = [1) then List.append 1 (simplify (TIMES tl) env 1)
else_List.append (SUM 1::[1) (simplify (TIMES tl) env 1)
| [1 -} [1 embeadbackeRanlaca ] Oy ((Sum 1oty L1 i)
)
| (TIMES 1st)::tl -> simplify (TIMES (List.append lst tl)) env 1
| [1 -> deployEnv env 1
)
in

let result = doDiff (aexp, x) in

match result with

| SUM _ -> SUM (simplify result [] @)

| TIMES _ -> TIMES (simplify result [] 1)
| _ -> result

» ((Sum 1lst)::tl)
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s\
s Program Synthesis

-+ Can we automate the process of writing computer
programs!?



S\
b o
-z Program Synthesis
-+ Can we automate the process of writing computer
programs!?
reverse(12) = 21, reverse(123) = 321
reverse (n) { reverse (n) {
r = 0; r = 0;
while ( ) { 2.5s while ([n > 0] {
x :=n % 10;
.ll"> r := 1r %= 10;
r := r + Xx;
n :=n / 10;

I b
return r; return r;

} }
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Performance

® Better than humans for introductory programming
tasks

. . Vars Time (sec)
Domain | No Description e T Avims Ints | Exs Base Base+Opt | Ours
1 Given n, return n!. 2 0 2 4 0.0 0.0 0.0
2 Given n, return n!! (i.e., double factorial). 3 0 3 4 0.0 0.0 0.0
3 | Given n, return 37 . 3 0 2 4 0.1 0.0 0.0
4 | Given n, return 37, i 4 0 2 3 122.4 18.1 0.3
5 | Given n, return [T}, i°. 4 0 2 3 102.9 13.6 0.2
6 Given a and n, return a”. 4 0 2 4 0.7 0.1 0.1
7 | Given n and m, return > . 3 0 2 3 0.2 0.0 0.0
Integer 8 | Givenn and m, return [T", i. 3 0 2 3 0.2 0.0 0.1
9 | Count the number of digit for an integer. 3 0 3 3 0.0 0.0 0.0
10 | Sum the digits of an integer. 3 0 3 4 5.2 2.2 1.3
11 | Calculate product of digits of an intger. 3 0 3 3 0.7 2.3 0.3
12 | Count the number of binary digit of an integer. 2 0 3 3 0.0 0.0 0.0
13 | Find the nth Fibonacci number. 3 0 3 4 98.7 13.9 2.6
14 | Given n, return 37 (3°F _, m)). 3 0 2 4 1L 3249 | 37.6
15 | Given n, return [, (IT,,—, m)). 3 0 2 4 1 316.6 | 86.9
16 | Reverse a given integer. 3 0 3 3 1 367.3 2.5
17 | Find the sum of all elements of an array. 3 1 2 2 8.1 3.6 0.9
18 | Find the product of all elements of an array. 3 1 2 2 7.6 39 0.9
19 | Sum two arrays of same length into one array. 3 2 2 2 44.6 29.9 0.2
20 | Multiply two arrays of same length into one array. 3 2 2 2 47.4 26.4 0.3
21 | Cube each element of an array. 3 1 1 2 1283.3 716.1 | 13.0
22 | Manipulate each element into 4th power. 3 1 1 2 1265.8 715.5 | 13.0
23 | Find a maximum element. 3 1 2 2 0.9 0.7 0.4
Array 24 | Find a minimum element. 3 1 2 2 0.8 0.3 0.1
25 | Add 1 to each element. 2 1 1 3 0.3 0.0 0.0
26 | Find the sum of square of each element. 3 1 2 2 2700.0 186.2 | 11.5
27 | Find the multiplication of square of each element. 3 1 1 2 1709.8 1040.3 | 12.6
28 | Sum the products of matching elements of two arrays. 3 2 1 3 20.5 38.7 1.5
29 | Sum the absolute values of each element. 2 1 1 2 45.0 50.5 | 121
30 | Count the number of each element. 3 1 3 2 238.9 1094.1 0.2
Average > 616.8 165.5 6.6
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1. 8.8.8.9.¢
*k  kk
*x Kk X
*hk  kk
1. 8.8.8.9.¢

Synthesizing Pattern

1.8.0.0.0.8.8 ¢
* % * X
*x *x Kk X
*x Kk %
*x Kk Kk X
* % * k
1. 8.0.8.8.8.8.¢

Programs

for 2 in N do:
for 57 in N do:
if(i =1[i=N|lj=1[j=1]
j=N—i+1|7=N):print %
else: print __
print 3

for 7 in N do:
forjind+« N —1¢— 2 do:
if(j =2xN—il|lj=2xN+1—2]]
jg=4+« N —1i—2]||j=1): print %
else: print __
print 3

36



o) 11 =9 = Al
JdiClelu AT EQ0] 24 Q14
® Research areas: programming languages, software engineering,
software security
® program analysis and testing

® program synthesis and repair

® Publication: top-venues in PL, SE, -
Security, and Al: e

o PLDI(12,14), OOPSLA('I5;17;17;1818),TOPLAS( 14,16, T7,18;19),

ICSE(’17,18), FSE'I8,ASE’ I8, S&P’ | 7, JCAI( 17, 18), etc

® We are recruiting graduate students and undergrad research interns!

http://prl.korea.ac.kr
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