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• Dynamic analysis (testing): 459

Principles of Static Analysis

2

30 × 12 + 11 × 9 = ?

• Static analysis: a variety of answers  

• “integer” (type system) 

• “odd integer” 

• “positive integer” 

• “integer between 400 and 500” 

• …

1. Choose abstract 
value (domain)

e ×̂ e +̂ o ×̂ o = o

e ×̂ e = e
e ×̂ o = e
o ×̂ e = e
o ×̂ o = o

e +̂ e = e
e +̂ o = o
o +̂ e = o
o +̂ o = e

2. “Execute” the program with 
abstract values
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Strength of Static Analysis 

void f (int x) { 
 y = x * 12 + 9 * 11; 
 assert (y % 2 == 1); 

}

 (don’t know)⊤
Even

Odd

Odd

• By contrast to testing, static analysis can prove the absence 
of bugs 
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Strength of Static Analysis 

@pre: n >= 0  
@post: rv == n 
int SimpleWhile (int n) { 
  int i = 0;  
  while  
  @L: 0 <= i <= n 
  (i < n) { 
    i = i + 1; 
  } 
}

• By contrast to program verification, static analysis can prove 
the absence of bugs automatically
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Weakness of Static Analysis

• Instead, static analysis may produce false alarms

void f (int x) { 
 y = x + x; 
 assert (y % 2 == 0); 

}

 (don’t know)⊤

 (don’t know)⊤

false alarm
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A Simple Sign Domain

?
<latexit sha1_base64="XHvFMHFTYukWEC1o1sc5bXp7Mh0="></latexit><latexit sha1_base64="XHvFMHFTYukWEC1o1sc5bXp7Mh0="></latexit><latexit sha1_base64="XHvFMHFTYukWEC1o1sc5bXp7Mh0="></latexit><latexit sha1_base64="XHvFMHFTYukWEC1o1sc5bXp7Mh0="></latexit>

>
<latexit sha1_base64="J/sW+9Nycu8kGW+YskIbwJTOoOc="></latexit><latexit sha1_base64="J/sW+9Nycu8kGW+YskIbwJTOoOc="></latexit><latexit sha1_base64="J/sW+9Nycu8kGW+YskIbwJTOoOc="></latexit><latexit sha1_base64="J/sW+9Nycu8kGW+YskIbwJTOoOc="></latexit>

neg zero pos

• Abstract values

• Abstract operators

top neg zero pos bot
top
neg
zero
pos
bot

top neg zero pos bot
top
neg
zero
pos
bot

+/− ×



// a >= 0, b >= 0 
q = 0; 
r = a; 
while (r >= b) { 
  r = r - b; 
  q = q + 1; 
} 
assert(q >= 0); 
assert(r >= 0); 

r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

Example Program

7



Fixed Point Comp.
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r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

W = { 1, 2, 3, 4, 5, 6, 7 }



r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

Fixed Point Comp.
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W = { 1, 2, 3, 4, 5, 6, 7 }



r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

Fixed Point Comp.
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W = { 1, 2, 3, 4, 5, 6, 7 }



r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

Fixed Point Comp.
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W = { 1, 2, 3, 4, 5, 6, 7 }

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

⊔ =

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤



r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

Fixed Point Comp.
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W = { 1, 2, 3, 4, 5, 6, 7 }



r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

Fixed Point Comp.
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W = { 1, 2, 3, 4, 5, 6, 7 }



r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : P
r : ⊤

Fixed Point Comp.
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W = { 1, 2, 3, 4, 5, 6, 7 }



r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : P
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥
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b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : P
r : ⊤

⊔ =

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

Fixed Point Comp.
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W = { 1, 2, 3, 4, 5, 6, 7 }



r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2
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4 7

5
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a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : P
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

Fixed Point Comp.
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W = { 1, 2, 3, 4, 5, 6, 7 }



r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : P
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

Fixed Point Comp.
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W = { 1, 2, 3, 4, 5, 6, 7 }



r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2
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4 7

5
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a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤
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b : ⊤
q : ⊤
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
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a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

Fixed Point Comp.
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W = { 1, 2, 3, 4, 5, 6, 7 }



r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2
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4 7

5

6

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 
 

a : ⊥
b : ⊥
q : ⊥
r : ⊥

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

⊔ =

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

(fixed point)

Fixed Point Comp.
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W = { 1, 2, 3, 4, 5, 6, 7 }



r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤
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b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

 
 

 

a : ⊤
b : ⊤
q : Z
r : ⊤

 
 
 

a : ⊤
b : ⊤
q : ⊤
r : ⊤

Fixed Point Comp.
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W = { 1, 2, 3, 4, 5, 6, 7 }



An Extended Sign Domain

21

⊤

⊥

neg zero pos

non-zero non-negnon-pos
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top neg zero pos non-pos non-zero non-neg bot

top

neg

zero

pos

non-pos 

non-zero

non-neg

bot

top neg zero pos non-pos non-zero non-neg bot

top

neg

zero

pos

non-pos 

non-zero

non-neg

bot

+

−



Exercise (1)

23

r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

Describe the result of the analysis with  
the extended sign domain

// a >= 0, b >= 0 
q = 0; 
r = a; 
while (r >= b) { 
  r = r - b; 
  q = q + 1; 
} 
assert(q >= 0); 
assert(r >= 0); 



The Interval Domain

24

Interval Domain

The complete lattice (Ẑ,v):

Ẑ = {?} [ {[l, u] | l, u 2 Z [ {�1,+1} ^ l  u}

Abstraction/concretization functions:

↵Ẑ : }(Z) ! Ẑ, �Ẑ : Ẑ ! }(Z)

Join/Meet:

Hakjoo Oh COSE312 2023 Spring, Lecture 13 April 10, 2023 27 / 43



Example Program

25

x = 0; 

while (x <= 9) 
  x = x + 1;

x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,10]

x : [0,10]

x : [0,9]

x : [0,10]

x : [10,10]

1

2

3

4

5



Fixed Point Computation

26

x = 0

x <= 9 x > 9

x = x + 1

x : ⊥

x : [−∞, ∞]

x : ⊥

x : ⊥

x : ⊥

x : ⊥

x : ⊥

Initial states

1

2

3

4

5



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : ⊥

x : ⊥

x : ⊥

x : ⊥

x : ⊥

Fixed Point Computation

27

1

2

3

4

5



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : ⊥

x : [0,0]

x : ⊥

x : [0,0]

x : ⊥

Input state: [0,0] ⊔ ⊥ = [0,0]

Fixed Point Computation

28



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : ⊥

x : [0,0]

x : [0,0]

x : [0,0]

x : ⊥

[0,0] ⊓ [−∞,9] = [0,0]

Fixed Point Computation

29



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,1]

x : [0,0]

x : [0,0]

x : [0,0]

x : ⊥

Fixed Point Computation

30



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,1]

x : [0,1]

x : [0,0]

x : [0,1]

x : ⊥

Input state:  
(1st iteration of loop)

[0,0] ⊔ [1,1] = [0,1]

Fixed Point Computation

31



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,1]

x : [0,1]

x : [0,1]

x : [0,1]

x : ⊥

[0,1] ⊓ [−∞,9] = [0,1]

Fixed Point Computation
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x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,2]

x : [0,1]

x : [0,1]

x : [0,1]

x : ⊥

Fixed Point Computation

33



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,2]

x : [0,2]

x : [0,1]

x : [0,2]

x : ⊥

Input state:  
(2nd iteration of loop)

[0,0] ⊔ [1,2] = [0,2]

Fixed Point Computation

34



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,9]

x : [0,9]

x : [0,8]

x : [0,9]

x : ⊥

Input state:  
(9th iteration of loop)

[0,0] ⊔ [1,9] = [0,9]

Fixed Point Computation

35



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,9]

x : [0,9]

x : [0,9]

x : [0,9]

x : ⊥

[0,9] ⊓ [−∞,9] = [0,9]

Fixed Point Computation
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x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,10]

x : [0,9]

x : [0,9]

x : [0,9]

x : ⊥

Fixed Point Computation

37



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,10]

x : [0,10]

x : [0,9]

x : [0,10]

x : ⊥

Input state:  
(10th iteration of loop)

[0,0] ⊔ [1,10] = [0,10]

Fixed Point Computation

38



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,10]

x : [0,10]

x : [0,9]

x : [0,10]

x : ⊥

 [0,10] ⊓ [−∞,9] = [0,9]fixed point

Fixed Point Computation
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x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,10]

x : [0,10]

x : [0,9]

x : [0,10]

x : [10,10]

[0,10] ⊓ [10,∞] = [10,10]

Fixed Point Computation

40



Fixed Point Comp. with Widening

41

x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : ⊥

x : ⊥

x : ⊥

x : ⊥

x : ⊥



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : ⊥

x : [0,0]

x : ⊥

x : [0,0]

x : ⊥

Input state: [0,0] ⊔ ⊥ = [0,0]

Fixed Point Comp. with Widening

42



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : ⊥

x : [0,0]

x : [0,0]

x : [0,0]

x : ⊥

[0,0] ⊓ [−∞,9] = [0,0]

Fixed Point Comp. with Widening

43



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,1]

x : [0,0]

x : [0,0]

x : [0,0]

x : ⊥

Fixed Point Comp. with Widening

44



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,1]

x : [0,∞]

x : [0,0]

x : [0,∞]

x : ⊥

1. Compute output by joining inputs:
[0,0] ⊔ [1,1] = [0,1]

Fixed Point Comp. with Widening

45



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,1]

x : [0,∞]

x : [0,0]

x : [0,∞]

x : ⊥

[0,0] ▿ [0,1] = [0,∞]
2. Apply widening with old output:

Fixed Point Comp. with Widening
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x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,1]

x : [0,∞]

x : [0,0]

x : [0,∞]

x : ⊥

[0,0] ⋣ [0,∞]

3. Check if fixed point is reached

Fixed Point Comp. with Widening
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x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,1]

x : [0,9]

x : ⊥

[0,∞] ⊓ [−∞,9] = [0,9]

x : [0,∞]

x : [0,∞]

Fixed Point Comp. with Widening
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x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,10]

x : [0,9]

x : ⊥

x : [0,∞]

x : [0,∞]

Fixed Point Comp. with Widening
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x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : ⊥

x : [1,10]

x : [0,9]

x : [0,∞]

x : [0,∞]

1. Compute output by joining inputs:
[0,0] ⊔ [1,10] = [0,10]

Fixed Point Comp. with Widening
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x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : ⊥

x : [1,10]

x : [0,9]

x : [0,∞]

x : [0,∞]

[0,∞] ▿ [0,10] = [0,∞]
2. Apply widening with old output:

Fixed Point Comp. with Widening
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x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : ⊥

x : [1,10]

x : [0,9]

x : [0,∞]

x : [0,∞]

[0,∞] ⊒ [0,∞]
3. Check if fixed point is reached

Fixed Point Comp. with Widening
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x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [10,∞]

[0,∞] ⊓ [10,∞] = [10,∞]

x : [1,10]

x : [0,9]

x : [0,∞]

x : [0,∞]

Fixed Point Comp. with Widening
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Fixed Point Comp. with Narrowing
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x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [10,∞]

x : [1,10]

x : [0,9]

x : [0,10]

x : [0,10]

1. Compute output by joining inputs:

[0,0] ⊔ [1,10] = [0,10]



x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [10,∞]

x : [1,10]

x : [0,9]

[0,∞] △ [0,10] = [0,10]

2. Apply narrowing with old output:

x : [0,10]

x : [0,10]

Fixed Point Comp. with Narrowing
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x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [10,∞]

x : [1,10]

x : [0,9]

[0,∞] ⋢ [0,10]
3. Check if fixed point is reached:

x : [0,10]

x : [0,10]

Fixed Point Comp. with Narrowing
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x = 0

x <= 9 x > 9

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [10,10]

x : [1,10]

x : [0,9]

x : [0,10]

x : [0,10]

Fixed Point Comp. with Narrowing
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• The set of intervals:

The Interval Domain

58

ℤ̂ = { ⊥ } ∪ {[l, u] ∣ l, u ∈ ℤ ∪ {−∞, ∞}, l ≤ u}

• Partial order:

⊥ ⊑ ̂z (for any ̂z ∈ ℤ̂) [l1, u1] ⊑ [l2, u2] ⟺ l2 ≤ l1 ∧ u1 ≤ u2

• Join:

⊥ ⊔ ̂z = ̂z ̂z ⊔ ⊥ = ̂z [l1, u1] ⊔ [l2, u2] = [min(l1, l2), max(u1, u2)]

[l1, u1] ⊓ [l2, u2] = [l2, u1] (if l1 ≤ l2 ∧ l2 ≤ u1)

[l1, u1] ⊓ [l2, u2] = [l1, u2] (if l2 ≤ l1 ∧ l1 ≤ u2)

̂z1 ⊓ ̂z2 = ⊥ (otherwise)

• Meet:



• Widening:

The Interval Domain
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⊥ ▽ ̂z = ̂z
̂z ▽ ⊥ = ̂z

[l1, u1] ▽ [l2, u2] = [l1 > l2? −∞ : l1, u1 < u2? +∞ : u1]

• Narrowing:

⊥ △ ̂z = ⊥
̂z △ ⊥ = ⊥

[l1, u1] △ [l2, u2] = [l1 = −∞?l2 : l1, u1 = +∞?u2 : u1]



• Addition / Subtraction / Multiplication:

The Interval Domain

60

[l1, u1] +̂ [l2, u2] = [l1 + l2, u1 + u2]
[l1, u1] −̂ [l2, u2] = [l1 − u2, u1 − l2]

[l1, u1] ×̂ [l2, u2] = [min(l1l2, l1u2, u1l2, u1u2), max(l1l2, l1u2, u1l2, u1u2)]

• Equality (=) produces  except for the cases:⊤
[l1, u1] =̂ [l2, u2] = ̂true (if l1 = u1 = l2 = u2)
[l1, u1] =̂ [l2, u2] = ̂false (no overlap)

• ``Less than” (<) produces  except for the cases:⊤
[l1, u1] <̂ [l2, u2] = ̂true (if u1 < l2)

[l1, u1] <̂ [l2, u2] = ̂false (if l1 > u2)



Abstract Memory

61

𝕄̂ = Var → ℤ̂

m1 ⊑ m2 ⟺ ∀x ∈ Var . m1(x) ⊑ m2(x)

m1 ⊔ m2 = λx . m1(x) ⊔ m2(x)

m1 ▽ m2 = λx . m1(x) ▽ m2(x)

m1 △ m2 = λx . m1(x) △ m2(x)

m1 ⊓ m2 = λx . m1(x) ⊓ m2(x)



Worklist Algorithm

62

 
 
 

     
     
     
     
     
         
             
        
             
       

W := Node
T := λn . ⊥𝕄̂
while W ≠ ∅

n := choose(W )
W := W∖{n}
in := inputof(n, T )
out := analyze(n, in)
if out ⋢ T(n)

if widening is needed
T(n) := T(n) ▽ out

else
T(n) := T(n) ⊔ out

W := W ∪ succ(n)

 
 

     
     
     
     
     
         
        

W := Node
while W ≠ ∅

n := choose(W )
W := W∖{n}
in := inputof(n, T )
out := analyze(n, in)
if T(n) ⋢ out

T(n) := T(n) △ out
W := W ∪ succ(n)

Fixpoint comp. with widening Fixpoint comp. with narrowing



Exercise (2)
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x = 0; 

while (x != 10) 
  x = x + 1;

x = 0

x != 10 x == 10

x = x + 1

Describe the result of the interval analysis: 
(1) without widening 
(2) with widening/narrowing



Widening with Thresholds 
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Assume a set  of thresholds is given beforehand: e.g., T T = {5,10}

x = 0

x != 10 x == 10

x = x + 1



x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,1]

x : [0,5]

x : [0,0]

x : [0,5]

x : ⊥

1. Compute output by joining inputs:

[0,0] ⊔ [1,1] = [0,1]

Widening with Thresholds 
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x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,1]

x : [0,5]

x : [0,0]

x : [0,5]

x : ⊥

[0,0] ▿ [0,1] = [0,5]

2. Given , use 5 as threshold  
when applying widening:

T = {5,10}

Widening with Thresholds 
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x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,1]

x : [0,5]

x : [0,0]

x : [0,5]

x : ⊥

[0,0] ⋣ [0,5]

3. Check if fixed point is reached:

Widening with Thresholds 
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x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,1]

x : [0,5]

x : [0,5]

x : [0,5]

x : ⊥

Widening with Thresholds 
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x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,6]

x : [0,5]

x : [0,5]

x : [0,5]

x : ⊥

Widening with Thresholds 
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x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,6]

x : [0,10]

x : [0,5]

x : [0,10]

x : ⊥

1. Compute output by joining inputs:

[0,0] ⊔ [1,6] = [0,6]

Widening with Thresholds 
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x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,6]

x : [0,5]
x : ⊥

x : [0,10]

x : [0,10]

[0,5] ▿ [0,6] = [0,10]

2. Given , use 10 as threshold  
when applying widening:

T = {5,10}

Widening with Thresholds 
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x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,6]

x : [0,5]
x : ⊥

x : [0,10]

x : [0,10]

[0,5] ⋣ [0,10]

3. Check if fixed point is reached:

Widening with Thresholds 
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x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [0,9]
x : ⊥

x : [0,10]

x : [0,10]
x : [1,6]

Widening with Thresholds 

73



x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,10]

x : [0,9]
x : ⊥

x : [0,10]

x : [0,10]

Widening with Thresholds 
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x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,10]

x : [0,9]
x : ⊥

x : [0,10]

x : [0,10]

1. Compute output by joining inputs:
[0,0] ⊔ [1,10] = [0,10]

Widening with Thresholds 
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x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,10]

x : [0,9]
x : ⊥

x : [0,10]

x : [0,10]

[0,10] ▿ [0,10] = [0,10]

2. Apply widening:

Widening with Thresholds 
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x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,10]

x : [0,9]
x : ⊥

x : [0,10]

x : [0,10]

[0,10] ⊒ [0,10]
3. Check if fixed point is reached:

Widening with Thresholds 
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x = 0

x != 10 x == 10

x = x + 1

x : [0,0]

x : [−∞, ∞]

x : [1,10]

x : [0,9]
x : [10,10]

x : [0,10]

x : [0,10]

Widening with Thresholds 
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• A threshold set  is given. T ⊆ ℤ

⊥ ▽T ̂z = ̂z
̂z ▽T ⊥ = ̂z

[l1, u1] ▽T [l2, u2] = [l1 > l2?glb(T, l2) : l1, u1 < u2?lub(T, u2) : u1]

glb(T, n) = max{t ∈ T ∣ t ≤ n}
lub(T, n) = min{t ∈ T ∣ t ≥ n}

Widening with Thresholds 
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Exercise (3)

80

r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

Describe the result of the interval analysis  
with widening and narrowing

// a >= 0, b >= 0 
q = 0; 
r = a; 
while (r >= b) { 
  r = r - b; 
  q = q + 1; 
} 
assert(q >= 0); 
assert(r >= 0); 



• Intervals vs. Octagons vs. Polyhedra 

Relational Abstract Domains

81

int a[10]; 
x = 0; y = 0; 

while (x < 9) { 
    x++; y++; 
} 

a[y] = 0;

• Focus: Core idea of the Octagon domain*

Octagon analysis

Interval analysis

 
 

 

x : [9,9]
y : [9,9]
x − y : [0,0]
x + y : [18,18]

 x : [9,9]
y : [0,∞]

*Antoine Miné. The Octagon Abstract Domain. https://arxiv.org/abs/cs/0703084

https://arxiv.org/abs/cs/0703084
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Difference Bound Matrix (DBM)

0 − 0 x − 0 y − 0
0 − x x − x y − x
0 − y x − y y − y

x
y

yx
0

0
•  matrix ( : the number of variables): e.g., (N + 1) × (N + 1) N

[
0 10 10
0 0 0
0 0 0 ] ⟺

0 ≤ x ≤ 10
0 ≤ y ≤ 10
y − x ≤ 0
x − y ≤ 0

• Example

0 10 +∞
−1 0 −1
0 1 0

⟺

1 ≤ x ≤ 10
0 ≤ y

y − x ≤ − 1
x − y ≤ 1



Difference Bound Matrix (DBM)

83

+∞ 4 3
−1 +∞ +∞
−1 1 +∞

x
y

yx
0

0

⟺

0

x y

4
−1 3

−1

1

• A DBM can also be represented by a directed graph

• A DBM represents a set of program states (N-dim points)

γ
0 10 +∞

−1 0 −1
0 1 0

= {(x, y) ∣ 1 ≤ x ≤ 10,0 ≤ y, y − x ≤ − 1,x − y ≤ 1}



Difference Bound Matrix (DBM)

84

• Two different DBMs can represent the same set of points

+∞ 4 3
−1 +∞ +∞
−1 1 +∞

*

= [
0 4 3

−1 0 2
−1 1 0] 0

x y

4
−1 3

−1

1

2

0

0 0

0 5 3
−1 +∞ +∞
−1 1 +∞

*

= [
0 4 3

−1 0 2
−1 1 0]

• Closure (normalization) via the Floyd-Warshall algorithm

γ
+∞ 4 3
−1 +∞ +∞
−1 1 +∞

= γ
0 5 3

−1 +∞ +∞
−1 1 +∞



Fixed Point Comp. with Widening
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y = 0

x <= 9 x > 9

x = x + 1

x = 0
[

0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

y = y + 1

⊥

⊥

⊥

⊥

⊥

⊥

⊥

⊥



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

⊥

⊥

⊥

⊥

⊥

⊥

1. Remove information about x:

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ] → [

0 ∞ ∞
∞ ∞ ∞
∞ ∞ 0 ]
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[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

⊥

⊥

⊥

⊥

⊥

⊥

2. Add constraint “x=0”:

[
0 ∞ ∞
∞ ∞ ∞
∞ ∞ 0 ] → [

0 0 ∞
0 ∞ ∞
∞ ∞ 0 ]

x = 0 ⟺ x − 0 ≤ 0 ∧ 0 − x ≤ 0
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

⊥

⊥

⊥

⊥

⊥

⊥

3. Normalize the resulting state:

[
0 0 ∞
0 ∞ ∞
∞ ∞ 0 ]

*

= [
0 0 ∞
0 0 ∞
∞ ∞ 0 ]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

⊥

⊥

⊥

⊥

⊥

1. Remove information about y:

[
0 0 ∞
0 0 ∞
∞ ∞ 0 ] → [

0 0 ∞
0 0 ∞
∞ ∞ ∞]

[
0 0 0
0 0 0
0 0 0]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

⊥

⊥

⊥

⊥

⊥

2. Add constraint “y=0”:

[
0 0 ∞
0 0 ∞
∞ ∞ ∞] → [

0 0 0
0 0 ∞
0 ∞ ∞]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

[
0 0 0
0 0 0
0 0 0]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

⊥

⊥

⊥

⊥

⊥

3. Normalize the resulting state:

[
0 0 0
0 0 ∞
0 ∞ ∞]

*

= [
0 0 0
0 0 0
0 0 0]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

[
0 0 0
0 0 0
0 0 0]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

⊥

⊥

⊥

[
0 0 0
0 0 0
0 0 0][

0 0 0
0 0 0
0 0 0]

[
0 0 0
0 0 0
0 0 0]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

⊥

⊥

[
0 0 0
0 0 0
0 0 0]

[
0 0 0
0 0 0
0 0 0]

0 min(0,9) 0
0 0 0
0 0 0

= [
0 0 0
0 0 0
0 0 0]

[
0 0 0
0 0 0
0 0 0]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

⊥

[
0 0 0
0 0 0
0 0 0]

[
0 0 0
0 0 0
0 0 0]

[
0 0 0
0 0 0
0 0 0]

x − x′￼≤ c → x − x′￼≤ c + 1
x′￼− x ≤ c → x′￼− x ≤ c − 1

[
0 0 0
0 0 0
0 0 0] → [

0 1 0
−1 0 −1
0 1 0 ]

[
0 0 0
0 0 0
0 0 0]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

[
0 0 0
0 0 0
0 0 0]

[
0 0 0
0 0 0
0 0 0]

[
0 0 0
0 0 0
0 0 0]

[
0 1 0

−1 0 −1
0 1 0 ]

[
0 1 1

−1 0 0
−1 0 0]

[
0 0 0
0 0 0
0 0 0]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

[
0 0 0
0 0 0
0 0 0]

[
0 0 0
0 0 0
0 0 0]

[
0 1 0

−1 0 −1
0 1 0 ]

[
0 1 1

−1 0 0
−1 0 0]

[
0 0 0
0 0 0
0 0 0] ⊔ [

0 1 1
−1 0 0
−1 0 0] = [

0 1 1
0 0 0
0 0 0]

1. Compute output by joining inputs:

[
0 ∞ ∞
0 0 0
0 0 0 ]

[
0 ∞ ∞
0 0 0
0 0 0 ]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

[
0 ∞ ∞
0 0 0
0 0 0 ]

[
0 0 0
0 0 0
0 0 0]

[
0 0 0
0 0 0
0 0 0]

[
0 1 0

−1 0 −1
0 1 0 ]

[
0 1 1

−1 0 0
−1 0 0]

[
0 0 0
0 0 0
0 0 0] ▿ [

0 1 1
0 0 0
0 0 0] = [

0 ∞ ∞
0 0 0
0 0 0 ]

2. Apply widening with old output:

[
0 ∞ ∞
0 0 0
0 0 0 ]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

[
0 ∞ ∞
0 0 0
0 0 0 ]

[
0 0 0
0 0 0
0 0 0]

[
0 0 0
0 0 0
0 0 0]

[
0 1 0

−1 0 −1
0 1 0 ]

[
0 1 1

−1 0 0
−1 0 0]

[
0 0 0
0 0 0
0 0 0] ⋣ [

0 ∞ ∞
0 0 0
0 0 0 ]

3. Check if fixed point is reached:

[
0 ∞ ∞
0 0 0
0 0 0 ]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

[
0 ∞ ∞
0 0 0
0 0 0 ]

[
0 ∞ ∞
0 0 0
0 0 0 ] →

0 9 ∞
0 0 0
0 0 0

[
0 0 0
0 0 0
0 0 0]

[
0 1 0

−1 0 −1
0 1 0 ]

[
0 1 1

−1 0 0
−1 0 0] [

0 ∞ ∞
0 0 0
0 0 0 ]

1. Add constraint “x <= 9”:

0 9 9
0 0 0
0 0 0
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

[
0 ∞ ∞
0 0 0
0 0 0 ]

0 9 ∞
0 0 0
0 0 0

→
0 9 9
0 0 0
0 0 0

[
0 0 0
0 0 0
0 0 0]

[
0 1 0

−1 0 −1
0 1 0 ]

[
0 1 1

−1 0 0
−1 0 0] [

0 ∞ ∞
0 0 0
0 0 0 ]

2. Normalize the resulting state:

0 9 9
0 0 0
0 0 0
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

[
0 ∞ ∞
0 0 0
0 0 0 ] [

0 0 0
0 0 0
0 0 0]

[
0 1 1

−1 0 0
−1 0 0] [

0 ∞ ∞
0 0 0
0 0 0 ]

0 9 9
0 0 0
0 0 0

0 10 9
−1 0 −1
0 1 0
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

[
0 ∞ ∞
0 0 0
0 0 0 ] [

0 0 0
0 0 0
0 0 0]

[
0 ∞ ∞
0 0 0
0 0 0 ]

0 9 9
0 0 0
0 0 0

0 10 9
−1 0 −1
0 1 0

[
0 10 10

−1 0 0
−1 0 0 ]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

[
0 ∞ ∞
0 0 0
0 0 0 ] [

0 0 0
0 0 0
0 0 0]

[
0 ∞ ∞
0 0 0
0 0 0 ]

0 9 9
0 0 0
0 0 0

0 10 9
−1 0 −1
0 1 0

[
0 10 10

−1 0 0
−1 0 0 ]

[
0 0 0
0 0 0
0 0 0] ⊔ [

0 10 10
−1 0 0
−1 0 0 ] = [

0 10 10
0 0 0
0 0 0 ]

1. Compute output by joining inputs:
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

[
0 ∞ ∞
0 0 0
0 0 0 ] [

0 0 0
0 0 0
0 0 0]

[
0 ∞ ∞
0 0 0
0 0 0 ]

0 9 9
0 0 0
0 0 0

0 10 9
−1 0 −1
0 1 0

[
0 10 10

−1 0 0
−1 0 0 ]

[
0 ∞ ∞
0 0 0
0 0 0 ] ▿ [

0 10 10
0 0 0
0 0 0 ] = [

0 ∞ ∞
0 0 0
0 0 0 ]

2. Apply widening with old output:
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

⊥

[
0 ∞ ∞
0 0 0
0 0 0 ] [

0 0 0
0 0 0
0 0 0]

[
0 ∞ ∞
0 0 0
0 0 0 ]

0 9 9
0 0 0
0 0 0

0 10 9
−1 0 −1
0 1 0

[
0 10 10

−1 0 0
−1 0 0 ]

[
0 ∞ ∞
0 0 0
0 0 0 ] ⊒ [

0 ∞ ∞
0 0 0
0 0 0 ]

3. Check if fixed point is reached
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

[
0 ∞ ∞
0 0 0
0 0 0 ] [

0 0 0
0 0 0
0 0 0]

[
0 ∞ ∞
0 0 0
0 0 0 ]

0 9 9
0 0 0
0 0 0

0 10 9
−1 0 −1
0 1 0

[
0 10 10

−1 0 0
−1 0 0 ]

[
0 ∞ ∞

−10 0 0
−10 0 0 ]

1. Add constraint “x>9”
x > 9 ⟺ 0 − x ≤ − 10

[
0 ∞ ∞
0 0 0
0 0 0 ] → [

0 ∞ ∞
−10 0 0

0 0 0 ]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

[
0 ∞ ∞
0 0 0
0 0 0 ] [

0 0 0
0 0 0
0 0 0]

[
0 ∞ ∞
0 0 0
0 0 0 ]

0 9 9
0 0 0
0 0 0

0 10 9
−1 0 −1
0 1 0

[
0 10 10

−1 0 0
−1 0 0 ]

[
0 ∞ ∞

−10 0 0
−10 0 0 ]

2. Normalize the resulting state:

[
0 ∞ ∞

−10 0 0
0 0 0 ] → [

0 ∞ ∞
−10 0 0
−10 0 0 ]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Widening



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

[
0 10 10
0 0 0
0 0 0 ] [

0 0 0
0 0 0
0 0 0]

[
0 10 10
0 0 0
0 0 0 ]

0 9 9
0 0 0
0 0 0

0 10 9
−1 0 −1
0 1 0

[
0 10 10

−1 0 0
−1 0 0 ]

[
0 ∞ ∞

−10 0 0
−10 0 0 ]

[
0 0 0
0 0 0
0 0 0] ⊔ [

0 10 10
−1 0 0
−1 0 0 ] = [

0 10 10
0 0 0
0 0 0 ]

1. Compute output by joining inputs:

Fixed Point Comp. with Narrowing
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

[
0 0 0
0 0 0
0 0 0]

0 9 9
0 0 0
0 0 0

0 10 9
−1 0 −1
0 1 0

[
0 10 10

−1 0 0
−1 0 0 ]

[
0 ∞ ∞

−10 0 0
−10 0 0 ]

[
0 ∞ ∞
0 0 0
0 0 0 ] △ [

0 10 10
0 0 0
0 0 0 ] = [

0 10 10
0 0 0
0 0 0 ]

2. Apply narrowing with old output:

[
0 10 10
0 0 0
0 0 0 ]

[
0 10 10
0 0 0
0 0 0 ]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Narrowing



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

[
0 0 0
0 0 0
0 0 0]

0 9 9
0 0 0
0 0 0

0 10 9
−1 0 −1
0 1 0

[
0 10 10

−1 0 0
−1 0 0 ]

[
0 ∞ ∞

−10 0 0
−10 0 0 ]

[
0 ∞ ∞
0 0 0
0 0 0 ] ⋢ [

0 10 10
0 0 0
0 0 0 ]

3. Check if fixed point is reached:

[
0 10 10
0 0 0
0 0 0 ]

[
0 10 10
0 0 0
0 0 0 ]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Narrowing



y = 0

x <= 9 x > 9

x = x + 1

x = 0

y = y + 1

[
0 0 0
0 0 0
0 0 0]

0 9 9
0 0 0
0 0 0

0 10 9
−1 0 −1
0 1 0

[
0 10 10

−1 0 0
−1 0 0 ]

[
0 10 10

−10 0 0
−10 0 0 ]

[
0 10 10
0 0 0
0 0 0 ]

[
0 10 10
0 0 0
0 0 0 ]
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[
0 0 ∞
0 0 ∞
∞ ∞ 0 ]

[
0 ∞ ∞
∞ 0 ∞
∞ ∞ 0 ]

Fixed Point Comp. with Narrowing



Motivating Example
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r = a

r >= b r < b

r = r - b

q = 0

q = q + 1

1

2

3

4 7

5

6

0 ∞ ∞ ∞ ∞
0 0 ∞ ∞ ∞
0 ∞ 0 ∞ ∞
∞ ∞ ∞ 0 ∞
∞ ∞ ∞ ∞ 0

a b q r

0 ∞ ∞ 0 ∞
0 0 ∞ 0 ∞
0 ∞ 0 0 ∞
0 ∞ ∞ 0 ∞
∞ ∞ ∞ ∞ 0

0 ∞ ∞ 0 ∞
0 0 ∞ 0 0
0 ∞ 0 0 ∞
0 ∞ ∞ 0 ∞
0 0 ∞ 0 0

0 ∞ ∞ ∞ ∞
0 0 ∞ ∞ ∞
0 ∞ 0 ∞ ∞
0 ∞ ∞ 0 ∞
0 ∞ ∞ ∞ 0

0 ∞ ∞ ∞ ∞
0 0 ∞ ∞ ∞
0 ∞ 0 ∞ ∞
0 ∞ ∞ 0 ∞
0 ∞ ∞ ∞ 0

0 ∞ ∞ ∞ ∞
0 0 ∞ ∞ ∞
0 ∞ 0 ∞ ∞
0 ∞ ∞ 0 ∞
0 ∞ 0 ∞ 0

0 ∞ ∞ ∞ ∞
0 0 ∞ ∞ ∞
0 ∞ 0 ∞ ∞
0 ∞ ∞ 0 ∞
0 ∞ ∞ ∞ 0

0 ∞ ∞ ∞ ∞
0 0 ∞ ∞ ∞
0 ∞ 0 ∞ ∞

−1 ∞ ∞ 0 ∞
0 ∞ ∞ ∞ 0

0 ∞ ∞ ∞ ∞
0 0 ∞ ∞ ∞

−1 ∞ 0 ∞ −1
0 ∞ ∞ 0 ∞
0 ∞ ∞ ∞ 0

Describe how the zone analysis works for the 
following example. 

// a >= 0, b >= 0 
q = 0; 
r = a; 
while (r >= b) { 
  r = r - b; 
  q = q + 1; 
} 
assert(q >= 0); 
assert(r >= 0); 



Static Analysis Use Cases: Infer

113

• Install (https://github.com/facebook/infer/)

• Running Infer: e.g., 

• infer capture -- make 

• infer analyze

https://github.com/facebook/infer/blob/main/INSTALL.md


Infer’s Intermediate Language

114

https://github.com/facebook/infer/blob/main/infer/src/IR/Sil.mli



Example: Buffer Overflow Detection
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 16     static char *curfinal = "HDACB  FE";
 17 
 18     keysym = read_from_input ();
 19 
 20     if ((((KeySym)(keysym) >= 0xFF91) && ((KeySym)(keysym) <= 0xFF94)))
 21     {
 22        unparseputc((char)(keysym-0xFF91 +'P'), pty);
 23        key = 1;
 24     }
 25     else if (keysym >= 0)
 26     {
 27         if (keysym < 16)
 28         {
 29             if (read_from_input())
 30             {
 31                if (keysym >= 10) return;
 32                curfinal[keysym] = 1;
 33             }
 34             else
 35             {
 36                 curfinal[keysym] = 2;
 37             }
 38         }
 39         if (keysym < 10)
 40         {
 41             unparseputc(curfinal[keysym], pty);
 42         }
 43      }

curfinal:[10,10] 
keysym: [10,15]



Example: Memory Leak Detection
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We present SAVER.
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1 int swTableColumn_add(swTable *table, ...) {
2 col = sw_malloc(sizeof(swTableColumn));
3 if (type == SW_TABLE_INT)
4 col->size = 1;
5 col->index = table->size;
6 return swHashMap_add(table->columns, ..., col);
7 }
8

9 int swHashMap_add(swHashMap *hmap, ..., void *data) {
10 node = sw_malloc(sizeof(swHashMap_node));
11 if (node == NULL)
12 return SW_ERR;
13 node->data = data;
14 swHashMap_node_add(hmap, ... node);
15 return SW_OK;
16 }

3 ALGORITHM
3.1 Program Representation
We present a program by a control-�ow graph (C, ,!, ce , cx ). A pro-
gram point is associated with a command de�ned by the following
grammar:

cmd ! load(id, lv) | store(lv, e) | alloc(id) | free(id) | prune(e)
lv ! id | x | lv.f
e ! n | lv | ¬e | e = e

An identi�er id is a logical variable which holds a value obtained by
a memory-read operation, x a program variable, and f a �eldname.
lv referring a memory location is either an identifer or program
variable and may be followed by a �eld. An expression e is an
integer (n) or a memory location (lv) or logical negation of an
expression (¬e) or an equality comparsion between two expressions
(e = e). load(id, lv) loads a value stored at the address denoted by
lv in the memory into id . store(lv, e) stores the value of e into the
address denoted by lv. alloc(id ) allocates a new object pointed by
id . free(id ) deallocates the object pointed by id . prune(e ) continues
the program execution only when e evaluates to true.

3.2 Construction of OFG via Static Analysis
In this section, we present how to construct an OFG from a program.
OFG can be obtained from the result of a �ow/path-sensitive static
heap analysis which identi�es points-to informations for heap ob-
jects. We present the design of heap analysis employed in SAVER
system and a method to construct OFG.

1

Memory leak

Memory Leak:
An object allocated at line 2  
becomes unreachable after line 7



Example: Double Free Detection
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in = malloc(1); 
out = malloc(1); 
... // use in, out 
free(out); 
free(in); 

in = malloc(2); 
if (in == NULL) { 

  goto err; 
} 

out = malloc(2); 
if (out == NULL) { 
  free(in); 

  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;

메모리 할당

메모리 해제

메모리 중복 해제 
(double-free)



in = malloc(1); 
out = malloc(1); 
... // use in, out 
free(out); 
free(in); 

in = malloc(2); 
if (in == NULL) { 
  out = NULL; 
  goto err; 
} 

out = malloc(2); 
if (out == NULL) { 
  free(in); 
  in = NULL; 
  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;

118



memory leak

in = malloc(1); 
out = malloc(1); 
... // use in, out 
free(out); 
free(in); 

in = malloc(2); 
if (in == NULL) { 
  out = NULL; 
  goto err; 
} 
free(out); 
out = malloc(2); 
if (out == NULL) { 
  free(in); 
  in = NULL; 
  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;
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in = malloc(1); 
out = malloc(1); 
... // use in, out 
free(out); 
free(in); 
out = NULL; 
in = malloc(2); 
if (in == NULL) { 
  out = NULL; 
  goto err; 
} 
free(out); 
out = malloc(2); 
if (out == NULL) { 
  free(in); 
  in = NULL; 
  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;

120



Static Analysis-based SW Repair
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in = malloc(1); 
out = malloc(1); 
... // use in, out 
free(out); 
free(in); 

in = malloc(2); 
if (in == NULL) { 

  goto err; 
} 
free(out); 
out = malloc(2); 
if (out == NULL) { 
  free(in); 

  goto err; 
} 
... // use in, out 
err: 
  free(in); 
  free(out); 
  return;

✓Productivity↑
✓Quality↑
✓Safety guarantee

in = malloc(1); 
out = malloc(1); 
... // use in, out 
free(out); 
free(in); 

in = malloc(2); 
if (in == NULL) { 

  goto err; 
} 

out = malloc(2); 
if (out == NULL) { 
  free(in); 

  goto err; 
} 
... // use in, out 
err: 
  free(in); // double-free 
  free(out);// double-free 
  return;

SAVER



Example: Use-After-Free Detection
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1 int append_data (Node *node, int *ndata) {

2 if (!(Node *n = malloc(sizeof(Node)))

3 return -1; // failed to be appended

4 n->data = ndata;

5 n->next = node->next; node->next = n;

6 return 0; // successfully appended

7 }

8

9 Node *lx = ... // a linked list

10 Node *ly = ... // a linked list

11 for (Node *node = lx; node != NULL; node = node->next) {

12 int *dptr = malloc(sizeof(int));

13 if (!dptr) return;

14 *dptr = *(node->data);

15 (-) append_data(ly, dptr); // potential memory-leak

16 (+) if ((append_data(ly, dptr)) == -1) free(dptr);

17 }

Figure 1: A memory leak error (line 12) and the SAVER-
generated patch (line 16).

2 OVERVIEW
We illustrate key features of SAVER and how it works.

2.1 Motivating Examples
Example 1. Figure 1 describes a simpli�ed memory-leak error

in the open-source program snort, which can be detected by the
I���� static analyzer [10] with the following error report:
Object allocated at line 12 is unreachable at line 15.

Global variables lx and ly at lines 9 and 10 are pointers to linked
lists. At line 11, the loop iterates over the list lx. At each iteration of
the loop, a new data object is allocated (line 12) and the data of the
current node is copied to the allocated object (line 14). At line 15, the
function call, append_data(ly, dptr), stores the allocated object
(dptr) in the list ly as its �rst element. The function append_data

returns 0 if the data is stored successfully (line 6). However, it
returns �1 when the data object fails to be appended to ly (line 3).
A memory leak error occurs in the latter case; when append_data

fails, the object allocated at line 12 becomes unreachable from the
environment at the next iteration of the loop since the pointer
variable dptr gets assigned a newly allocated object.

Given the program snort (320 kLoC) and the error report (such
as the one produced by I����), SAVER automatically generates the
patch at line 16. It replaces the call to append_data at line 15 by the
conditional statement given at line 16, correctly deallocating the
object (dptr) only when append_data fails to store the object in the
list ly. SAVER does so by inferring the program invariant that the
allocated object (dptr) at each loop iteration becomes unreachable
when append_data returns -1 and thus deallocating the object
under this condition is always safe.

By contrast, F���P���� [55],M��F�� [32], and L���F�� [18] fail
to correctly �x the error in Figure 1. In particular, F���P���� pro-
duces an unsafe patch by simply inserting free(dptr) after line
15 without checking the return value of append_data, which re-
moves the reported memory leak but introduces a more deadly

1 struct node *cleanup; // list of objects to be deallocated

2 struct node *first = NULL;

3 for (...) {

4 struct node *new = xmalloc(sizeof(*new));

5 make_cleanup(new); // add new to the cleanup list

6 new->name = ...;

7 ...

8 if (...) {

9 first = new;

10 (+) tmp = first->name;

11 continue;

12 }

13 /* potential use-after-free: �first->name� */

14 (-) if (first == NULL || new->name != first->name)

15 (+) if (first == NULL || new->name != tmp)

16 continue;

17 do_cleanups(); // deallocate all objects in cleanup

18 }

Figure 2: A use-after-free error (line 14) and the SAVER-
generated patch (lines 10 and 15).

use-after-free error (when the elements of list ly are used later).
Safe �xing tools,M��F�� and L���F�� are not scalable or robust
enough to analyze 320k lines of code but they would fail even with-
out these issues because their use is limited to producing patches
without conditionals. Note that the error in Figure 1 is never �xed
without introducing a new conditional statement. For example, in-
serting free(ndata) between lines 2 and 3 causes use-after-free in
snort as append_data is called at multiple places where the object
pointed to by ndata is used even when the return value is �1 (e.g.
for printing the error code), which we omitted in Figure 1.

Example 2. Figure 2 shows a tricky use-after-free error [3]. In-
stead of using primitive deallocators (e.g. free), the program uses
the make_cleanup and do_cleanups functions as a special mech-
anism for memory management. The code maintains a global list
called cleanup, which holds memory objects to be deallocated.
Function make_cleanup is used to append an object to the cleanup
list and do_cleanups deallocates all objects in it.

The use-after-free error occurs as follows. At the �rst iteration
of the loop, a new object is allocated at line 4 and its address is
stored in the cleanup list by calling make_cleanup(new) at line 5.
Suppose the true branch of the �rst conditional at line 8 is taken,
where a new alias (first) for the allocated object is made (line 9).
The heap can be depicted as follows:

cleanup

new

o1 cleanup

new

firsto1

The left and right diagrams show the heap right after lines 5 and 9,
respectively. In each diagram, oi represents the object allocated at
the i-th iteration of the loop. In the second iteration of the loop, a
new object o2 is allocated and appended to list cleanup, and first
still refers to o1 as depicted in the left diagram below:

cleanup

first new

o1 o2 cleanup

first new

o1 o2

2

use-after-free
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without introducing a new conditional statement. For example, in-
serting free(ndata) between lines 2 and 3 causes use-after-free in
snort as append_data is called at multiple places where the object
pointed to by ndata is used even when the return value is �1 (e.g.
for printing the error code), which we omitted in Figure 1.

Example 2. Figure 2 shows a tricky use-after-free error [3]. In-
stead of using primitive deallocators (e.g. free), the program uses
the make_cleanup and do_cleanups functions as a special mech-
anism for memory management. The code maintains a global list
called cleanup, which holds memory objects to be deallocated.
Function make_cleanup is used to append an object to the cleanup
list and do_cleanups deallocates all objects in it.

The use-after-free error occurs as follows. At the �rst iteration
of the loop, a new object is allocated at line 4 and its address is
stored in the cleanup list by calling make_cleanup(new) at line 5.
Suppose the true branch of the �rst conditional at line 8 is taken,
where a new alias (first) for the allocated object is made (line 9).
The heap can be depicted as follows:

cleanup

new

o1 cleanup

new

firsto1

The left and right diagrams show the heap right after lines 5 and 9,
respectively. In each diagram, oi represents the object allocated at
the i-th iteration of the loop. In the second iteration of the loop, a
new object o2 is allocated and appended to list cleanup, and first
still refers to o1 as depicted in the left diagram below:

cleanup

first new

o1 o2 cleanup

first new

o1 o2

Now assume that we take the false branches of both conditionals
at lines 8 and 14 and reach the call to do_cleanups at line 17. Once
do_cleanups is called, both o1 and o2 are deallocated as depicted
with the shaded boxes in the right diagram. In addition, the link
from cleanup to o1 is removed. At the third iteration, suppose we
take the false branch of the conditional at line 8. Then, we reach
the second conditional (line 14) with the following heap:

cleanup

first new

o1 o2 o3

Since first holds a non-null (dangling) pointer, the right-hand side
of the disjunction is evaluated, where the dereference first->name
causes the program to crash as the object o1 is already deallocated.

SAVER �xes this error by moving the dereference expression
(first->name) from line 14 to 10, storing its value in a temporary
variable (tmp), and replaces first->name at line 14 by tmp as shown
at line 15. Note that this patch correctly eliminates the use-after-
free error because the pointer first is no longer dereferenced at
line 15 and dereferencing first at line 10 is safe as the object is
not yet deallocated. Note also that moving first->name from line
14 to 10 does not change the meaning of the program. SAVER en-
sures this by checking that the values of tmp and first->name are
always equivalent in the second disjunct at line 15 regardless of
program executions. Indeed, the SAVER-generated patch in this
case is exactly the same as the developer patch.[3]

The SAVER’s ability to �x such an error is clearly beyond the
reach of the existing techniques. F���P����,M��F��, and L����
F�� attempt to �x memory errors only by inserting or deleting

1 p = malloc(1); //o1

2 if (C)

3 q = p;

4 else

5 q = malloc(1); //o2

6 *p = 1;

7 free(q);

(a) Example code

entry

exit

1, true, o1

5, ¬C, o1

6, ¬C, o1

7, ¬C, o1

5, ¬C, o2

6, ¬C, o2

7, ¬C, o2
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Figure 5: Example program and object �ow graph

deallocators (without conditionals). However, it is impossible to �x
the use-after-free error described above with this strategy because
there is no way to deallocate an unbounded number of objects with
a �nite number of primitive deallocators.

2.2 How SAVER Works
Now we overview how SAVER works. Consider the memory leak
error in Figure 5a: the object o1 allocated at line 1 is not freed
when the false branch of the conditional is taken. To �x the error,
SAVER inserts if(¬C) free(p) before line 7. SAVER generates
the patch with the following three steps.

Step 1: Constructing Object Flow Graph. First, SAVER runs a
static heap analysis to convert the input program into the object
�ow graph (OFG) in Figure 5b. A vertex of the OFG represents a
heap object at a certain program point and a path condition. For
example, vertex (6,C,o1) denotes the object o1 available at line 6
when the true branch (C) is taken during program execution and
(6,¬C,o1) represents the same object o1 at line 6 when the false
branch (¬C) is taken. An edge represents the program’s control �ow
labeled with events that could occur for the destination object. For

example, edge (6,C,o1)
free
! (7,C,o1) indicates that the object o1 is

freed when it �ows from line 6 to 7 under the conditionC and edge
(6,¬C,o1)

�
! (7,¬C,o1) indicates that no events occur for o1 under

the condition ¬C . This way, the OFG summarizes the behavior of
all heap-allocated objects (both o1 and o2) in the program.

Step 2: Relabeling Object Flow Graph. Next, SAVER attempts
to �x the error by relabeling the object �ow graph. Note that the
memory leak is captured by the red path in the middle of the OFG;
concatenating labels over the path produces the string of events:

alloc · � · use · � · unreach

which indicates that the object o1 is allocated and used along the
path but it becomes unreachable without being freed. To eliminate
this memory-leak pattern, SAVER replaces the empty label (�) of
the edge (6,¬C,o1)

�
! (7,¬C,o1) by the free label, producing the

following correct usage pattern of heap objects:

alloc · � · use · free · unreach

Note that it is unsafe to replace the �rst � by free, as it introduces
a use-after-free pattern, alloc · free · use · � · unreach, which is
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without introducing a new conditional statement. For example, in-
serting free(ndata) between lines 2 and 3 causes use-after-free in
snort as append_data is called at multiple places where the object
pointed to by ndata is used even when the return value is �1 (e.g.
for printing the error code), which we omitted in Figure 1.

Example 2. Figure 2 shows a tricky use-after-free error [3]. In-
stead of using primitive deallocators (e.g. free), the program uses
the make_cleanup and do_cleanups functions as a special mech-
anism for memory management. The code maintains a global list
called cleanup, which holds memory objects to be deallocated.
Function make_cleanup is used to append an object to the cleanup
list and do_cleanups deallocates all objects in it.

The use-after-free error occurs as follows. At the �rst iteration
of the loop, a new object is allocated at line 4 and its address is
stored in the cleanup list by calling make_cleanup(new) at line 5.
Suppose the true branch of the �rst conditional at line 8 is taken,
where a new alias (first) for the allocated object is made (line 9).
The heap can be depicted as follows:

cleanup

new

o1 cleanup

new

firsto1

The left and right diagrams show the heap right after lines 5 and 9,
respectively. In each diagram, oi represents the object allocated at
the i-th iteration of the loop. In the second iteration of the loop, a
new object o2 is allocated and appended to list cleanup, and first
still refers to o1 as depicted in the left diagram below:

cleanup

first new

o1 o2 cleanup

first new

o1 o2

Now assume that we take the false branches of both conditionals
at lines 8 and 14 and reach the call to do_cleanups at line 17. Once
do_cleanups is called, both o1 and o2 are deallocated as depicted
with the shaded boxes in the right diagram. In addition, the link
from cleanup to o1 is removed. At the third iteration, suppose we
take the false branch of the conditional at line 8. Then, we reach
the second conditional (line 14) with the following heap:

cleanup

first new

o1 o2 o3

Since first holds a non-null (dangling) pointer, the right-hand side
of the disjunction is evaluated, where the dereference first->name
causes the program to crash as the object o1 is already deallocated.

SAVER �xes this error by moving the dereference expression
(first->name) from line 14 to 10, storing its value in a temporary
variable (tmp), and replaces first->name at line 14 by tmp as shown
at line 15. Note that this patch correctly eliminates the use-after-
free error because the pointer first is no longer dereferenced at
line 15 and dereferencing first at line 10 is safe as the object is
not yet deallocated. Note also that moving first->name from line
14 to 10 does not change the meaning of the program. SAVER en-
sures this by checking that the values of tmp and first->name are
always equivalent in the second disjunct at line 15 regardless of
program executions. Indeed, the SAVER-generated patch in this
case is exactly the same as the developer patch.[3]

The SAVER’s ability to �x such an error is clearly beyond the
reach of the existing techniques. F���P����,M��F��, and L����
F�� attempt to �x memory errors only by inserting or deleting

1 p = malloc(1); //o1

2 if (C)

3 q = p;

4 else

5 q = malloc(1); //o2

6 *p = 1;

7 free(q);

(a) Example code

entry

exit

1, true, o1

5, ¬C, o1
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deallocators (without conditionals). However, it is impossible to �x
the use-after-free error described above with this strategy because
there is no way to deallocate an unbounded number of objects with
a �nite number of primitive deallocators.

2.2 How SAVER Works
Now we overview how SAVER works. Consider the memory leak
error in Figure 5a: the object o1 allocated at line 1 is not freed
when the false branch of the conditional is taken. To �x the error,
SAVER inserts if(¬C) free(p) before line 7. SAVER generates
the patch with the following three steps.

Step 1: Constructing Object Flow Graph. First, SAVER runs a
static heap analysis to convert the input program into the object
�ow graph (OFG) in Figure 5b. A vertex of the OFG represents a
heap object at a certain program point and a path condition. For
example, vertex (6,C,o1) denotes the object o1 available at line 6
when the true branch (C) is taken during program execution and
(6,¬C,o1) represents the same object o1 at line 6 when the false
branch (¬C) is taken. An edge represents the program’s control �ow
labeled with events that could occur for the destination object. For

example, edge (6,C,o1)
free
! (7,C,o1) indicates that the object o1 is

freed when it �ows from line 6 to 7 under the conditionC and edge
(6,¬C,o1)

�
! (7,¬C,o1) indicates that no events occur for o1 under

the condition ¬C . This way, the OFG summarizes the behavior of
all heap-allocated objects (both o1 and o2) in the program.

Step 2: Relabeling Object Flow Graph. Next, SAVER attempts
to �x the error by relabeling the object �ow graph. Note that the
memory leak is captured by the red path in the middle of the OFG;
concatenating labels over the path produces the string of events:

alloc · � · use · � · unreach

which indicates that the object o1 is allocated and used along the
path but it becomes unreachable without being freed. To eliminate
this memory-leak pattern, SAVER replaces the empty label (�) of
the edge (6,¬C,o1)

�
! (7,¬C,o1) by the free label, producing the

following correct usage pattern of heap objects:

alloc · � · use · free · unreach

Note that it is unsafe to replace the �rst � by free, as it introduces
a use-after-free pattern, alloc · free · use · � · unreach, which is
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without introducing a new conditional statement. For example, in-
serting free(ndata) between lines 2 and 3 causes use-after-free in
snort as append_data is called at multiple places where the object
pointed to by ndata is used even when the return value is �1 (e.g.
for printing the error code), which we omitted in Figure 1.

Example 2. Figure 2 shows a tricky use-after-free error [3]. In-
stead of using primitive deallocators (e.g. free), the program uses
the make_cleanup and do_cleanups functions as a special mech-
anism for memory management. The code maintains a global list
called cleanup, which holds memory objects to be deallocated.
Function make_cleanup is used to append an object to the cleanup
list and do_cleanups deallocates all objects in it.

The use-after-free error occurs as follows. At the �rst iteration
of the loop, a new object is allocated at line 4 and its address is
stored in the cleanup list by calling make_cleanup(new) at line 5.
Suppose the true branch of the �rst conditional at line 8 is taken,
where a new alias (first) for the allocated object is made (line 9).
The heap can be depicted as follows:

cleanup

new

o1 cleanup

new

firsto1

The left and right diagrams show the heap right after lines 5 and 9,
respectively. In each diagram, oi represents the object allocated at
the i-th iteration of the loop. In the second iteration of the loop, a
new object o2 is allocated and appended to list cleanup, and first
still refers to o1 as depicted in the left diagram below:

cleanup

first new

o1 o2 cleanup

first new

o1 o2

Now assume that we take the false branches of both conditionals
at lines 8 and 14 and reach the call to do_cleanups at line 17. Once
do_cleanups is called, both o1 and o2 are deallocated as depicted
with the shaded boxes in the right diagram. In addition, the link
from cleanup to o1 is removed. At the third iteration, suppose we
take the false branch of the conditional at line 8. Then, we reach
the second conditional (line 14) with the following heap:

cleanup

first new

o1 o2 o3

Since first holds a non-null (dangling) pointer, the right-hand side
of the disjunction is evaluated, where the dereference first->name
causes the program to crash as the object o1 is already deallocated.

SAVER �xes this error by moving the dereference expression
(first->name) from line 14 to 10, storing its value in a temporary
variable (tmp), and replaces first->name at line 14 by tmp as shown
at line 15. Note that this patch correctly eliminates the use-after-
free error because the pointer first is no longer dereferenced at
line 15 and dereferencing first at line 10 is safe as the object is
not yet deallocated. Note also that moving first->name from line
14 to 10 does not change the meaning of the program. SAVER en-
sures this by checking that the values of tmp and first->name are
always equivalent in the second disjunct at line 15 regardless of
program executions. Indeed, the SAVER-generated patch in this
case is exactly the same as the developer patch.[3]

The SAVER’s ability to �x such an error is clearly beyond the
reach of the existing techniques. F���P����,M��F��, and L����
F�� attempt to �x memory errors only by inserting or deleting

1 p = malloc(1); //o1

2 if (C)

3 q = p;

4 else

5 q = malloc(1); //o2

6 *p = 1;

7 free(q);

(a) Example code
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deallocators (without conditionals). However, it is impossible to �x
the use-after-free error described above with this strategy because
there is no way to deallocate an unbounded number of objects with
a �nite number of primitive deallocators.

2.2 How SAVER Works
Now we overview how SAVER works. Consider the memory leak
error in Figure 5a: the object o1 allocated at line 1 is not freed
when the false branch of the conditional is taken. To �x the error,
SAVER inserts if(¬C) free(p) before line 7. SAVER generates
the patch with the following three steps.

Step 1: Constructing Object Flow Graph. First, SAVER runs a
static heap analysis to convert the input program into the object
�ow graph (OFG) in Figure 5b. A vertex of the OFG represents a
heap object at a certain program point and a path condition. For
example, vertex (6,C,o1) denotes the object o1 available at line 6
when the true branch (C) is taken during program execution and
(6,¬C,o1) represents the same object o1 at line 6 when the false
branch (¬C) is taken. An edge represents the program’s control �ow
labeled with events that could occur for the destination object. For

example, edge (6,C,o1)
free
! (7,C,o1) indicates that the object o1 is

freed when it �ows from line 6 to 7 under the conditionC and edge
(6,¬C,o1)

�
! (7,¬C,o1) indicates that no events occur for o1 under

the condition ¬C . This way, the OFG summarizes the behavior of
all heap-allocated objects (both o1 and o2) in the program.

Step 2: Relabeling Object Flow Graph. Next, SAVER attempts
to �x the error by relabeling the object �ow graph. Note that the
memory leak is captured by the red path in the middle of the OFG;
concatenating labels over the path produces the string of events:

alloc · � · use · � · unreach

which indicates that the object o1 is allocated and used along the
path but it becomes unreachable without being freed. To eliminate
this memory-leak pattern, SAVER replaces the empty label (�) of
the edge (6,¬C,o1)

�
! (7,¬C,o1) by the free label, producing the

following correct usage pattern of heap objects:

alloc · � · use · free · unreach

Note that it is unsafe to replace the �rst � by free, as it introduces
a use-after-free pattern, alloc · free · use · � · unreach, which is
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without introducing a new conditional statement. For example, in-
serting free(ndata) between lines 2 and 3 causes use-after-free in
snort as append_data is called at multiple places where the object
pointed to by ndata is used even when the return value is �1 (e.g.
for printing the error code), which we omitted in Figure 1.

Example 2. Figure 2 shows a tricky use-after-free error [3]. In-
stead of using primitive deallocators (e.g. free), the program uses
the make_cleanup and do_cleanups functions as a special mech-
anism for memory management. The code maintains a global list
called cleanup, which holds memory objects to be deallocated.
Function make_cleanup is used to append an object to the cleanup
list and do_cleanups deallocates all objects in it.

The use-after-free error occurs as follows. At the �rst iteration
of the loop, a new object is allocated at line 4 and its address is
stored in the cleanup list by calling make_cleanup(new) at line 5.
Suppose the true branch of the �rst conditional at line 8 is taken,
where a new alias (first) for the allocated object is made (line 9).
The heap can be depicted as follows:

cleanup

new

o1 cleanup

new

firsto1

The left and right diagrams show the heap right after lines 5 and 9,
respectively. In each diagram, oi represents the object allocated at
the i-th iteration of the loop. In the second iteration of the loop, a
new object o2 is allocated and appended to list cleanup, and first
still refers to o1 as depicted in the left diagram below:

cleanup

first new

o1 o2 cleanup

first new

o1 o2

Now assume that we take the false branches of both conditionals
at lines 8 and 14 and reach the call to do_cleanups at line 17. Once
do_cleanups is called, both o1 and o2 are deallocated as depicted
with the shaded boxes in the right diagram. In addition, the link
from cleanup to o1 is removed. At the third iteration, suppose we
take the false branch of the conditional at line 8. Then, we reach
the second conditional (line 14) with the following heap:

cleanup

first new

o1 o2 o3

Since first holds a non-null (dangling) pointer, the right-hand side
of the disjunction is evaluated, where the dereference first->name
causes the program to crash as the object o1 is already deallocated.

SAVER �xes this error by moving the dereference expression
(first->name) from line 14 to 10, storing its value in a temporary
variable (tmp), and replaces first->name at line 14 by tmp as shown
at line 15. Note that this patch correctly eliminates the use-after-
free error because the pointer first is no longer dereferenced at
line 15 and dereferencing first at line 10 is safe as the object is
not yet deallocated. Note also that moving first->name from line
14 to 10 does not change the meaning of the program. SAVER en-
sures this by checking that the values of tmp and first->name are
always equivalent in the second disjunct at line 15 regardless of
program executions. Indeed, the SAVER-generated patch in this
case is exactly the same as the developer patch.[3]

The SAVER’s ability to �x such an error is clearly beyond the
reach of the existing techniques. F���P����,M��F��, and L����
F�� attempt to �x memory errors only by inserting or deleting

1 p = malloc(1); //o1

2 if (C)

3 q = p;

4 else
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6 *p = 1;

7 free(q);

(a) Example code
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deallocators (without conditionals). However, it is impossible to �x
the use-after-free error described above with this strategy because
there is no way to deallocate an unbounded number of objects with
a �nite number of primitive deallocators.

2.2 How SAVER Works
Now we overview how SAVER works. Consider the memory leak
error in Figure 5a: the object o1 allocated at line 1 is not freed
when the false branch of the conditional is taken. To �x the error,
SAVER inserts if(¬C) free(p) before line 7. SAVER generates
the patch with the following three steps.

Step 1: Constructing Object Flow Graph. First, SAVER runs a
static heap analysis to convert the input program into the object
�ow graph (OFG) in Figure 5b. A vertex of the OFG represents a
heap object at a certain program point and a path condition. For
example, vertex (6,C,o1) denotes the object o1 available at line 6
when the true branch (C) is taken during program execution and
(6,¬C,o1) represents the same object o1 at line 6 when the false
branch (¬C) is taken. An edge represents the program’s control �ow
labeled with events that could occur for the destination object. For

example, edge (6,C,o1)
free
! (7,C,o1) indicates that the object o1 is

freed when it �ows from line 6 to 7 under the conditionC and edge
(6,¬C,o1)

�
! (7,¬C,o1) indicates that no events occur for o1 under

the condition ¬C . This way, the OFG summarizes the behavior of
all heap-allocated objects (both o1 and o2) in the program.

Step 2: Relabeling Object Flow Graph. Next, SAVER attempts
to �x the error by relabeling the object �ow graph. Note that the
memory leak is captured by the red path in the middle of the OFG;
concatenating labels over the path produces the string of events:

alloc · � · use · � · unreach

which indicates that the object o1 is allocated and used along the
path but it becomes unreachable without being freed. To eliminate
this memory-leak pattern, SAVER replaces the empty label (�) of
the edge (6,¬C,o1)

�
! (7,¬C,o1) by the free label, producing the

following correct usage pattern of heap objects:

alloc · � · use · free · unreach

Note that it is unsafe to replace the �rst � by free, as it introduces
a use-after-free pattern, alloc · free · use · � · unreach, which is
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without introducing a new conditional statement. For example, in-
serting free(ndata) between lines 2 and 3 causes use-after-free in
snort as append_data is called at multiple places where the object
pointed to by ndata is used even when the return value is �1 (e.g.
for printing the error code), which we omitted in Figure 1.

Example 2. Figure 2 shows a tricky use-after-free error [3]. In-
stead of using primitive deallocators (e.g. free), the program uses
the make_cleanup and do_cleanups functions as a special mech-
anism for memory management. The code maintains a global list
called cleanup, which holds memory objects to be deallocated.
Function make_cleanup is used to append an object to the cleanup
list and do_cleanups deallocates all objects in it.

The use-after-free error occurs as follows. At the �rst iteration
of the loop, a new object is allocated at line 4 and its address is
stored in the cleanup list by calling make_cleanup(new) at line 5.
Suppose the true branch of the �rst conditional at line 8 is taken,
where a new alias (first) for the allocated object is made (line 9).
The heap can be depicted as follows:

cleanup

new

o1 cleanup

new

firsto1

The left and right diagrams show the heap right after lines 5 and 9,
respectively. In each diagram, oi represents the object allocated at
the i-th iteration of the loop. In the second iteration of the loop, a
new object o2 is allocated and appended to list cleanup, and first
still refers to o1 as depicted in the left diagram below:

cleanup

first new

o1 o2 cleanup

first new

o1 o2

Now assume that we take the false branches of both conditionals
at lines 8 and 14 and reach the call to do_cleanups at line 17. Once
do_cleanups is called, both o1 and o2 are deallocated as depicted
with the shaded boxes in the right diagram. In addition, the link
from cleanup to o1 is removed. At the third iteration, suppose we
take the false branch of the conditional at line 8. Then, we reach
the second conditional (line 14) with the following heap:

cleanup

first new

o1 o2 o3

Since first holds a non-null (dangling) pointer, the right-hand side
of the disjunction is evaluated, where the dereference first->name
causes the program to crash as the object o1 is already deallocated.

SAVER �xes this error by moving the dereference expression
(first->name) from line 14 to 10, storing its value in a temporary
variable (tmp), and replaces first->name at line 14 by tmp as shown
at line 15. Note that this patch correctly eliminates the use-after-
free error because the pointer first is no longer dereferenced at
line 15 and dereferencing first at line 10 is safe as the object is
not yet deallocated. Note also that moving first->name from line
14 to 10 does not change the meaning of the program. SAVER en-
sures this by checking that the values of tmp and first->name are
always equivalent in the second disjunct at line 15 regardless of
program executions. Indeed, the SAVER-generated patch in this
case is exactly the same as the developer patch.[3]

The SAVER’s ability to �x such an error is clearly beyond the
reach of the existing techniques. F���P����,M��F��, and L����
F�� attempt to �x memory errors only by inserting or deleting

1 p = malloc(1); //o1

2 if (C)

3 q = p;

4 else

5 q = malloc(1); //o2

6 *p = 1;

7 free(q);

(a) Example code

entry

exit

1, true, o1

5, ¬C, o1

6, ¬C, o1

7, ¬C, o1

5, ¬C, o2

6, ¬C, o2

7, ¬C, o2

3, C, o1

6, C, o1

7, C, o1

alloc alloc
�

use

free

unreach

�

use

�

unreach

�

free

unreach

(b) Object �ow graph

Figure 5: Example program and object �ow graph

deallocators (without conditionals). However, it is impossible to �x
the use-after-free error described above with this strategy because
there is no way to deallocate an unbounded number of objects with
a �nite number of primitive deallocators.

2.2 How SAVER Works
Now we overview how SAVER works. Consider the memory leak
error in Figure 5a: the object o1 allocated at line 1 is not freed
when the false branch of the conditional is taken. To �x the error,
SAVER inserts if(¬C) free(p) before line 7. SAVER generates
the patch with the following three steps.

Step 1: Constructing Object Flow Graph. First, SAVER runs a
static heap analysis to convert the input program into the object
�ow graph (OFG) in Figure 5b. A vertex of the OFG represents a
heap object at a certain program point and a path condition. For
example, vertex (6,C,o1) denotes the object o1 available at line 6
when the true branch (C) is taken during program execution and
(6,¬C,o1) represents the same object o1 at line 6 when the false
branch (¬C) is taken. An edge represents the program’s control �ow
labeled with events that could occur for the destination object. For

example, edge (6,C,o1)
free
! (7,C,o1) indicates that the object o1 is

freed when it �ows from line 6 to 7 under the conditionC and edge
(6,¬C,o1)

�
! (7,¬C,o1) indicates that no events occur for o1 under

the condition ¬C . This way, the OFG summarizes the behavior of
all heap-allocated objects (both o1 and o2) in the program.

Step 2: Relabeling Object Flow Graph. Next, SAVER attempts
to �x the error by relabeling the object �ow graph. Note that the
memory leak is captured by the red path in the middle of the OFG;
concatenating labels over the path produces the string of events:

alloc · � · use · � · unreach

which indicates that the object o1 is allocated and used along the
path but it becomes unreachable without being freed. To eliminate
this memory-leak pattern, SAVER replaces the empty label (�) of
the edge (6,¬C,o1)

�
! (7,¬C,o1) by the free label, producing the

following correct usage pattern of heap objects:

alloc · � · use · free · unreach

Note that it is unsafe to replace the �rst � by free, as it introduces
a use-after-free pattern, alloc · free · use · � · unreach, which is
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1 int append_data (Node *node, int *ndata) {

2 if (!(Node *n = malloc(sizeof(Node)))

3 return -1; // failed to be appended

4 n->data = ndata;

5 n->next = node->next; node->next = n;

6 return 0; // successfully appended

7 }

8

9 Node *lx = ... // a linked list

10 Node *ly = ... // a linked list

11 for (Node *node = lx; node != NULL; node = node->next) {

12 int *dptr = malloc(sizeof(int));

13 if (!dptr) return;

14 *dptr = *(node->data);

15 (-) append_data(ly, dptr); // potential memory-leak

16 (+) if ((append_data(ly, dptr)) == -1) free(dptr);

17 }

Figure 1: A memory leak error (line 12) and the SAVER-
generated patch (line 16).

2 OVERVIEW
We illustrate key features of SAVER and how it works.

2.1 Motivating Examples
Example 1. Figure 1 describes a simpli�ed memory-leak error

in the open-source program snort, which can be detected by the
I���� static analyzer [10] with the following error report:
Object allocated at line 12 is unreachable at line 15.

Global variables lx and ly at lines 9 and 10 are pointers to linked
lists. At line 11, the loop iterates over the list lx. At each iteration of
the loop, a new data object is allocated (line 12) and the data of the
current node is copied to the allocated object (line 14). At line 15, the
function call, append_data(ly, dptr), stores the allocated object
(dptr) in the list ly as its �rst element. The function append_data

returns 0 if the data is stored successfully (line 6). However, it
returns �1 when the data object fails to be appended to ly (line 3).
A memory leak error occurs in the latter case; when append_data

fails, the object allocated at line 12 becomes unreachable from the
environment at the next iteration of the loop since the pointer
variable dptr gets assigned a newly allocated object.

Given the program snort (320 kLoC) and the error report (such
as the one produced by I����), SAVER automatically generates the
patch at line 16. It replaces the call to append_data at line 15 by the
conditional statement given at line 16, correctly deallocating the
object (dptr) only when append_data fails to store the object in the
list ly. SAVER does so by inferring the program invariant that the
allocated object (dptr) at each loop iteration becomes unreachable
when append_data returns -1 and thus deallocating the object
under this condition is always safe.

By contrast, F���P���� [55],M��F�� [32], and L���F�� [18] fail
to correctly �x the error in Figure 1. In particular, F���P���� pro-
duces an unsafe patch by simply inserting free(dptr) after line
15 without checking the return value of append_data, which re-
moves the reported memory leak but introduces a more deadly

1 struct node *cleanup; // list of objects to be deallocated

2 struct node *first = NULL;

3 for (...) {

4 struct node *new = xmalloc(sizeof(*new));

5 make_cleanup(new); // add new to the cleanup list

6 new->name = ...;

7 ...

8 if (...) {

9 first = new;

10 (+) tmp = first->name;

11 continue;

12 }

13 /* potential use-after-free: �first->name� */

14 (-) if (first == NULL || new->name != first->name)

15 (+) if (first == NULL || new->name != tmp)

16 continue;

17 do_cleanups(); // deallocate all objects in cleanup

18 }

Figure 2: A use-after-free error (line 14) and the SAVER-
generated patch (lines 10 and 15).

use-after-free error (when the elements of list ly are used later).
Safe �xing tools,M��F�� and L���F�� are not scalable or robust
enough to analyze 320k lines of code but they would fail even with-
out these issues because their use is limited to producing patches
without conditionals. Note that the error in Figure 1 is never �xed
without introducing a new conditional statement. For example, in-
serting free(ndata) between lines 2 and 3 causes use-after-free in
snort as append_data is called at multiple places where the object
pointed to by ndata is used even when the return value is �1 (e.g.
for printing the error code), which we omitted in Figure 1.

Example 2. Figure 2 shows a tricky use-after-free error [3]. In-
stead of using primitive deallocators (e.g. free), the program uses
the make_cleanup and do_cleanups functions as a special mech-
anism for memory management. The code maintains a global list
called cleanup, which holds memory objects to be deallocated.
Function make_cleanup is used to append an object to the cleanup
list and do_cleanups deallocates all objects in it.

The use-after-free error occurs as follows. At the �rst iteration
of the loop, a new object is allocated at line 4 and its address is
stored in the cleanup list by calling make_cleanup(new) at line 5.
Suppose the true branch of the �rst conditional at line 8 is taken,
where a new alias (first) for the allocated object is made (line 9).
The heap can be depicted as follows:

cleanup

new

o1 cleanup

new

firsto1

The left and right diagrams show the heap right after lines 5 and 9,
respectively. In each diagram, oi represents the object allocated at
the i-th iteration of the loop. In the second iteration of the loop, a
new object o2 is allocated and appended to list cleanup, and first
still refers to o1 as depicted in the left diagram below:

cleanup

first new

o1 o2 cleanup

first new

o1 o2

2
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• Pointer analysis computes the set of memory locations 
(objects) that a pointer variable may point to at runtime. 

• One of the most important static analyses: all interesting 
questions about program properties need pointer analysis. 

• E.g., control-flows, data-flows, types, numeric values, etc 



• Example 1: Detecting memory errors in C programs 

• Example 2: Callgraph construction

Need for Pointer Analysis

125



• Memory locations are unbounded:

Abstraction of Memory Objects

126

def id (p): return p  

def f(): 
  x = A()    // l1 
  y = id(x) 
   
def g(): 
  a = B()    // l2 
  b = id(a) 

while True: {f(); g()}

x ↦ {l1}, y ↦ {l1}, a ↦ {l2}, b ↦ {l2}, p ↦ {l1, l2}

• In a typical pointer analysis, objects are abstracted into 
their allocation-sites. Pointer analysis result:



• A flow-sensitive analysis maintains abstract states 
separately for each program point: e.g., 

cf) Flow Sensitivity 

127

x = A()     
y = id(x) 
x = B() 
y = id(x)

• Pointer analysis is often defined flow-insensitively



• Pointer analysis is expressed as subset constraints. The 
analysis is to compute the smallest solution of the 
constraints. E.g.,

Constraint-based Analysis

128

x = A() // l1    
y = x

• We use the Datalog language to express such constraints 

 {l1} ⊆ pts(x)
pts(x) ⊆ pts(y)

⟹



• A program is represented by a set of “facts” (relations):

Input and Output Relations
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𝖠𝗅𝗅𝗈𝖼(var : V, heap : H)
𝖬𝗈𝗏𝖾(to : V, from : V )
𝖫𝗈𝖺𝖽(to : V, base : V, f ld : F)
𝖲𝗍𝗈𝗋𝖾(base : V, f ld : F, from : V )

: the set of program variables  
: the set of allocation sites  
: the set of field names

V
H
F

a = A() // l1 
b = B() // l2 
c = a  
a.f = b  
d = c.f  

 
 
 

 
 

𝖠𝗅𝗅𝗈𝖼(a, l1)
𝖠𝗅𝗅𝗈𝖼(b, l2)
𝖬𝗈𝗏𝖾(c, a)
𝖲𝗍𝗈𝗋𝖾(a, f, b)
𝖫𝗈𝖺𝖽(d, c, f )

 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(var : V, heap : H)
𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(baseH : H, f ld : F, heap : H)

• Output relations:

 
 
 

 

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(a, l1)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(b, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(c, l1)
𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(l1, f, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(d, l2)
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𝖠𝗅𝗅𝗈𝖼(a, l1)
𝖠𝗅𝗅𝗈𝖼(b, l2)
𝖬𝗈𝗏𝖾(c, a)
𝖲𝗍𝗈𝗋𝖾(a, f, b)
𝖫𝗈𝖺𝖽(d, c, f )

 
 
 

 
 

 

𝖠𝗅𝗅𝗈𝖼(a, l1)
𝖠𝗅𝗅𝗈𝖼(b, l2)
𝖬𝗈𝗏𝖾(c, a)
𝖲𝗍𝗈𝗋𝖾(a, f, b)
𝖫𝗈𝖺𝖽(d, c, f )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(a, l1)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(b, l2)

(1) 
⟶

 
 
 

 
 

 
 
 

𝖠𝗅𝗅𝗈𝖼(a, l1)
𝖠𝗅𝗅𝗈𝖼(b, l2)
𝖬𝗈𝗏𝖾(c, a)
𝖲𝗍𝗈𝗋𝖾(a, f, b)
𝖫𝗈𝖺𝖽(d, c, f )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(a, l1)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(b, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(c, l1)
𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(l1, f, l2)

(2), (3) 
⟶

(4) 
⟶

 
 
 

 
 

 
 
 

 

𝖠𝗅𝗅𝗈𝖼(a, l1)
𝖠𝗅𝗅𝗈𝖼(b, l2)
𝖬𝗈𝗏𝖾(c, a)
𝖲𝗍𝗈𝗋𝖾(a, f, b)
𝖫𝗈𝖺𝖽(d, c, f )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(a, l1)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(b, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(c, l1)
𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(l1, f, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(d, l2)
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(1)  

(2)  
 

(3)  
 

 

(4)  
 

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(var, heap) ← 𝖠𝗅𝗅𝗈𝖼(var, heap)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(to, heap) ←

𝖬𝗈𝗏𝖾(to, from), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈( from, heap)
𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(baseH, f ld, heap) ←

𝖲𝗍𝗈𝗋𝖾(base, f ld, from), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈( from, heap),
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(base, baseH)

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(to, heap) ←
𝖫𝗈𝖺𝖽(to, base, f ld), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(base, baseH),
𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(baseH, f ld, heap)
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def f(p):  // m1 
  return p   
a = A()    // l1 
b = f(a)   // l2

 
 

 
 

 
 

 

𝖥𝗈𝗋𝗆𝖺𝗅𝖠𝗋𝗀(m1,0,p)
𝖥𝗈𝗋𝗆𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(m1, p)
𝖠𝗅𝗅𝗈𝖼(a, l1, global)
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(l2, m1)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(global)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(m1)
𝖠𝖼𝗍𝗎𝖺𝗅𝖠𝗋𝗀(l2,0,a)
𝖠𝖼𝗍𝗎𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(l2, b)

 
 

 
 

𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(p, a)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(b, p)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(a, l1)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(p, l1)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(b, l1)



• Input relations (program representation)
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𝖠𝗅𝗅𝗈𝖼(var : V, heap : H, inMeth : M)
𝖬𝗈𝗏𝖾(to : V, from : V )
𝖫𝗈𝖺𝖽(to : V, base : V, f ld : F)
𝖲𝗍𝗈𝗋𝖾(base : V, f ld : F, from : V )
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(invo : I, meth : M)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(meth : M)
𝖥𝗈𝗋𝗆𝖺𝗅𝖠𝗋𝗀(meth : M, i : ℕ, arg : V )
𝖠𝖼𝗍𝗎𝖺𝗅𝖠𝗋𝗀(invo : I, i : ℕ, arg : V )
𝖥𝗈𝗋𝗆𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(meth : M, ret : V )
𝖠𝖼𝗍𝗎𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(invo : I, var : V )

: the set of program variables  
: the set of allocation sites  
: the set of field names 
: the set of method identifiers 

: the set of method signatures 
: the set of instructions 
: the set of class types 
: the set of natural numbers

V
H
F
M
S
I
T
ℕ

• Output relations
 

 
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(var : V, heap : H)
𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(baseH : H, f ld : F, heap : H)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(to : V, from : V )
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(1), (5), (6) 
⟶

 
 

 
 

 
 

 
 

 
 

𝖥𝗈𝗋𝗆𝖺𝗅𝖠𝗋𝗀(m1,0,p)
𝖥𝗈𝗋𝗆𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(m1, p)
𝖠𝗅𝗅𝗈𝖼(a, l1, global)
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(l2, m1)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(global)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(m1)
𝖠𝖼𝗍𝗎𝖺𝗅𝖠𝗋𝗀(l2,0,a)
𝖠𝖼𝗍𝗎𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(l2, b)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(a, l1)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(p, a)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(b, p)

(7) 
⟶*

 
 

 
 

 
 

 
 

 
 
 

 

𝖥𝗈𝗋𝗆𝖺𝗅𝖠𝗋𝗀(m1,0,p)
𝖥𝗈𝗋𝗆𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(m1, p)
𝖠𝗅𝗅𝗈𝖼(a, l1, global)
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(l2, m1)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(global)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(m1)
𝖠𝖼𝗍𝗎𝖺𝗅𝖠𝗋𝗀(l2,0,a)
𝖠𝖼𝗍𝗎𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(l2, b)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(a, l1)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(p, a)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(b, p)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(p, l1)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(b, l1)

 
 

 
 

 
 

 

𝖥𝗈𝗋𝗆𝖺𝗅𝖠𝗋𝗀(m1,0,p)
𝖥𝗈𝗋𝗆𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(m1, p)
𝖠𝗅𝗅𝗈𝖼(a, l1, global)
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(l2, m1)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(global)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(m1)
𝖠𝖼𝗍𝗎𝖺𝗅𝖠𝗋𝗀(l2,0,a)
𝖠𝖼𝗍𝗎𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(l2, b)
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(1)  

(2)  
 

(3)  
 

(4)  
  

(5)  
  

(6)  
  

(7)  
 

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(var, heap) ← 𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(meth), 𝖠𝗅𝗅𝗈𝖼(var, heap, meth)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(to, heap) ←

𝖬𝗈𝗏𝖾(to, from), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈( from, heap)
𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(baseH, f ld, heap) ←

𝖲𝗍𝗈𝗋𝖾(base, f ld, from), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈( from, heap), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(base, baseH)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(to, heap) ←

𝖫𝗈𝖺𝖽(to, base, f ld), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(base, baseH), 𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(baseH, f ld, heap)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(to, from) ←

𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(invo, meth), 𝖥𝗈𝗋𝗆𝖺𝗅𝖠𝗋𝗀(meth, n, to), 𝖠𝖼𝗍𝗎𝖺𝗅𝖠𝗋𝗀(invo, n, from)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(to, from) ←

𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(invo, meth), 𝖥𝗈𝗋𝗆𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(meth, from), 𝖠𝖼𝗍𝗎𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(invo, to)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(to, heap) ←

𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(to, from), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈( from, heap)
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class C:  
  def id(self, v): // m1 

  return v 

class B: 
  def g(self):     // m2 
    c = C()        // l1 
    s = D()        // l2 
    t = E()        // l3 
    d = c.id(s)    // l4 
    e = c.id(t)    // l5 

class A: 
  def f(self):     // m3 
    b = B()        // l6 
    b.g()          // l7 
    b.g()          // l8 

 
 

 
 

 
 

 
 
 

 
 

𝖥𝗈𝗋𝗆𝖺𝗅𝖠𝗋𝗀(m1,0,v)
𝖥𝗈𝗋𝗆𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(m1, v)
𝖳𝗁𝗂𝗌𝖵𝖺𝗋(m1, self )
𝖫𝗈𝗈𝗄𝖴𝗉(C, id, m1)
𝖳𝗁𝗂𝗌𝖵𝖺𝗋(m2, self )
𝖫𝗈𝗈𝗄𝖴𝗉(B, g, m2)
𝖠𝗅𝗅𝗈𝖼(c, l1, m2)
𝖠𝗅𝗅𝗈𝖼(s, l2, m2)
𝖠𝗅𝗅𝗈𝖼(t, l3, m2)
𝖧𝖾𝖺𝗉𝖳𝗒𝗉𝖾(l1, C )
𝖧𝖾𝖺𝗉𝖳𝗒𝗉𝖾(l2, D)
𝖧𝖾𝖺𝗉𝖳𝗒𝗉𝖾(l3, E )

 
 

 
 

 
 

 
 

 
 
 
 

𝖵𝖢𝖺𝗅𝗅(c, id, l4, m2)
𝖵𝖢𝖺𝗅𝗅(c, id, l5, m2)
𝖠𝖼𝗍𝗎𝖺𝗅𝖠𝗋𝗀(l4,0,s)
𝖠𝖼𝗍𝗎𝖺𝗅𝖠𝗋𝗀(l5,0,t)
𝖠𝖼𝗍𝗎𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(l4, d )
𝖠𝖼𝗍𝗎𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(l5, e)
𝖳𝗁𝗂𝗌𝖵𝖺𝗋(m3, self )
𝖫𝗈𝗈𝗄𝖴𝗉(A, f, m3)
𝖠𝗅𝗅𝗈𝖼(b, l6, m3)
𝖧𝖾𝖺𝗉𝖳𝗒𝗉𝖾(l6, B)
𝖵𝖢𝖺𝗅𝗅(b, g, l7, m3)
𝖵𝖢𝖺𝗅𝗅(b, g, l8, m3)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(m3)

 
 

 
 
 
 
 
 

 
 

 

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(b, l6)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(m2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(self, l6)
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(l7, m2)
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(l8, m2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(c, l1)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(s, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(t, l3)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(m1)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(self, l1)
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(l4, m1)
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(l5, m1)

 
 
 
 

 
 
 
 
 

𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(v, s)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(v, t)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(d, v)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(e, v)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(v, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(v, l3)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(d, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(d, l3)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(e, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(e, l3)
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𝖠𝗅𝗅𝗈𝖼(var : V, heap : H, inMeth : M)
𝖬𝗈𝗏𝖾(to : V, from : V )
𝖫𝗈𝖺𝖽(to : V, base : V, f ld : F)
𝖲𝗍𝗈𝗋𝖾(base : V, f ld : F, from : V )
𝖵𝖢𝖺𝗅𝗅(base : V, sig : S, invo : I, inMeth : M)
𝖥𝗈𝗋𝗆𝖺𝗅𝖠𝗋𝗀(meth : M, i : ℕ, arg : V )
𝖠𝖼𝗍𝗎𝖺𝗅𝖠𝗋𝗀(invo : I, i : ℕ, arg : V )
𝖥𝗈𝗋𝗆𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(meth : M, ret : V )
𝖠𝖼𝗍𝗎𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(invo : I, var : V )
𝖳𝗁𝗂𝗌𝖵𝖺𝗋(meth : M, this : V )
𝖧𝖾𝖺𝗉𝖳𝗒𝗉𝖾(heap : H, type : T )
𝖫𝗈𝗈𝗄𝖴𝗉(type : T, sig : S, meth : M)

• Output relations
 

 
 

 

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(var : V, heap : H)
𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(baseH : H, f ld : F, heap : H)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(to : V, from : V )
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(invo : I, meth : M)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(meth : M)
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(1)  

(2)  
 

(3)  
 

(4)  
  

(5)  
  

(6)  
  

(7)  
 

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(var, heap) ← 𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(meth), 𝖠𝗅𝗅𝗈𝖼(var, heap, meth)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(to, heap) ←

𝖬𝗈𝗏𝖾(to, from), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈( from, heap)
𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(baseH, f ld, heap) ←

𝖲𝗍𝗈𝗋𝖾(base, f ld, from), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈( from, heap), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(base, baseH)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(to, heap) ←

𝖫𝗈𝖺𝖽(to, base, f ld), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(base, baseH), 𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(baseH, f ld, heap)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(to, from) ←

𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(invo, meth), 𝖥𝗈𝗋𝗆𝖺𝗅𝖠𝗋𝗀(meth, n, to), 𝖠𝖼𝗍𝗎𝖺𝗅𝖠𝗋𝗀(invo, n, from)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(to, from) ←

𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(invo, meth), 𝖥𝗈𝗋𝗆𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(meth, from), 𝖠𝖼𝗍𝗎𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(invo, to)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(to, heap) ←

𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(to, from), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈( from, heap)
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(8) ,  
       
       

,  
,  
, ,  

𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(toMeth)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(this, heap),
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(invo, toMeth) ←

𝖵𝖢𝖺𝗅𝗅(base, sig, invo, inMeth), 𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(inMeth)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(base, heap)
𝖧𝖾𝖺𝗉𝖳𝗒𝗉𝖾(heap, heapT ) 𝖫𝗈𝗈𝗄𝖴𝗉(heapT, sig, toMeth)
𝖳𝗁𝗂𝗌𝖵𝖺𝗋(toMeth, this)

• This analysis performs on-the-fly call-graph construction. 
Pointer analysis and call-graph construction are closely 
inter-connected in object-oriented and higher-order 
languages. For example, to resolve call obj.fun(), we 
need pointer analysis. To compute points-to set of a in 
f(Object a){...}, we need call-graph.
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(1) 
⟶ 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(b, l6)

class C:  
  def id(self, v): // m1 

  return v 

class B: 
  def g(self):     // m2 
    c = C()        // l1 
    s = D()        // l2 
    t = E()        // l3 
    d = c.id(s)    // l4 
    e = c.id(t)    // l5 

class A: 
  def f(self):     // m3 
    b = B()        // l6 
    b.g()          // l7 
    b.g()          // l8 

 
 

 
 

 
 

 
 
 

 
 
 

 
 

 
 

 
 

 
 

 
 
 
 

𝖥𝗈𝗋𝗆𝖺𝗅𝖠𝗋𝗀(m1,0,v)
𝖥𝗈𝗋𝗆𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(m1, v)
𝖳𝗁𝗂𝗌𝖵𝖺𝗋(m1, self )
𝖫𝗈𝗈𝗄𝖴𝗉(C, id, m1)
𝖳𝗁𝗂𝗌𝖵𝖺𝗋(m2, self )
𝖫𝗈𝗈𝗄𝖴𝗉(B, g, m2)
𝖠𝗅𝗅𝗈𝖼(c, l1, m2)
𝖠𝗅𝗅𝗈𝖼(s, l2, m2)
𝖠𝗅𝗅𝗈𝖼(t, l3, m2)
𝖧𝖾𝖺𝗉𝖳𝗒𝗉𝖾(l1, C)
𝖧𝖾𝖺𝗉𝖳𝗒𝗉𝖾(l2, D)
𝖧𝖾𝖺𝗉𝖳𝗒𝗉𝖾(l3, E)
𝖵𝖢𝖺𝗅𝗅(c, id, l4, m2)
𝖵𝖢𝖺𝗅𝗅(c, id, l5, m2)
𝖠𝖼𝗍𝗎𝖺𝗅𝖠𝗋𝗀(l4,0,s)
𝖠𝖼𝗍𝗎𝖺𝗅𝖠𝗋𝗀(l5,0,t)
𝖠𝖼𝗍𝗎𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(l4, d)
𝖠𝖼𝗍𝗎𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(l5, e)
𝖳𝗁𝗂𝗌𝖵𝖺𝗋(m3, self )
𝖫𝗈𝗈𝗄𝖴𝗉(A, f, m3)
𝖠𝗅𝗅𝗈𝖼(b, l6, m3)
𝖧𝖾𝖺𝗉𝖳𝗒𝗉𝖾(l6, B)
𝖵𝖢𝖺𝗅𝗅(b, g, l7, m3)
𝖵𝖢𝖺𝗅𝗅(b, g, l8, m3)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(m3)

(1) 
⟶

 
 

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(c, l1)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(s, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(t, l3)

 
 

 

𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(m2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(self, l6)
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(l7, m2)
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(l8, m2)

(8) 
⟶

(8) 
⟶

 
 

 

𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(m1)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(self, l1)
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(l4, m1)
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(l5, m1)

(5), (6) 
⟶

 
 
 

𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(v, s)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(v, t)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(d, v)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(e, v)

(7) 
⟶

 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(v, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(v, l3)

(7) 
⟶

 
 
 

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(d, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(d, l3)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(e, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(e, l3)
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class C:  
  def id(self, v): // m1 

  return v 

class B: 
  def g(self):     // m2 
    c = C()        // l1 
    s = D()        // l2 
    t = E()        // l3 
    d = c.id(s)    // l4 
    e = c.id(t)    // l5 

class A: 
  def f(self):     // m3 
    b = B()        // l6 
    b.g()          // l7 
    b.g()          // l8 

 
 

 
 
 

 
 
 
 
 
 
 

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(b, l6)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(self, l6)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(c, l1)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(s, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(t, l3)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(self, l1)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(v, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(v, l3)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(d, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(d, l3)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(e, l2)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(e, l3)

 
 
 

 
 
 
 
 
 

 
 

 
 
 
 
 
 

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(b, ⋆ ,l6, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(self, l7, l6, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(self, l8, l6, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(c, l7, l1, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(s, l7, l2, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(t, l7, l3, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(c, l8, l1, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(s, l8, l2, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(t, l8, l3, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(self, l4, l1, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(self, l5, l1, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(v, l4, l2, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(v, l5, l3, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(d, l7, l2, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(d, l8, l2, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(e, l7, l3, ⋆ )
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(e, l8, l3, ⋆ )

context-insensitive context-sensitive
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: the set of program variables  
: the set of allocation sites  
: the set of field names 
: the set of method identifiers 

: the set of method signatures 
: the set of instructions 
: the set of class types 
: the set of natural numbers 
: a set of calling contexts 

: a set of heap contexts 

V
H
F
M
S
I
T
ℕ
C
HC



• The output relations are modified to add contexts:

Output Relations
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𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(var : V, heap : H)
𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(baseH : H, f ld : F, heap : H)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(to : V, from : V )
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(invo : I, meth : M)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(meth : M)

 
 

 
 

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(var : V, ctx : C, heap : H, hctx : HC)
𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(baseH : H, baseHCtx : HC, f ld : F, heap : H, hctx : HC)
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(to : V, toCtx : C, from : V, fromCtx : C)
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(invo : I, callerCtx : C, meth : M, calleeCtx : C)
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(meth : M, ctx : C)



• Different choices of constructors yield different context-
sensitivity flavors 

Context Constructors
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 Record(heap : H, ctx : C) = newHCtx : HC
Merge(heap : H, hctx : HC, invo : I, ctx : C) = newCtx : C

• Record generates heap contexts 

• Merge generates calling contexts
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, 
 

      

 
 

 
 

 

 
  

Record(heap, ctx) = hctx
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(var, ctx, heap, hctx) ←

𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(meth, ctx), 𝖠𝗅𝗅𝗈𝖼(var, heap, meth)

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(to, ctx, heap, hctx) ←
𝖬𝗈𝗏𝖾(to, from), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈( from, ctx, heap, hctx)

𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(baseH, baseHCtx, f ld, heap, hctx) ←
𝖲𝗍𝗈𝗋𝖾(base, f ld, from), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈( from, ctx, heap, hctx),
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(base, ctx, baseH, baseHCtx)

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(to, ctx, heap, hctx) ←
𝖫𝗈𝖺𝖽(to, base, f ld), 𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(base, ctx, baseH, baseHCtx),
𝖥𝗅𝖽𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(baseH, baseHCtx, f ld, heap, hctx)
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, 
,  

 
 

,  
,  

, ,  

Merge(heap, hctx, invo, callerCtx) = calleeCtx
𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(toMeth, calleeCtx)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(this, calleeCtx, heap, hctx),
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(invo, callerCtx, toMeth, calleeCtx) ←

𝖵𝖢𝖺𝗅𝗅(base, sig, invo, inMeth), 𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗅𝖾(inMeth, callerCtx)
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(base, callerCtx, heap, hctx)
𝖧𝖾𝖺𝗉𝖳𝗒𝗉𝖾(heap, heapT ) 𝖫𝗈𝗈𝗄𝖴𝗉(heapT, sig, toMeth)
𝖳𝗁𝗂𝗌𝖵𝖺𝗋(toMeth, this)
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𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(to, calleeCtx, from, callerCtx) ←
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(invo, callerCtx, meth, calleeCtx),
𝖥𝗈𝗋𝗆𝖺𝗅𝖠𝗋𝗀(meth, n, to), 𝖠𝖼𝗍𝗎𝖺𝗅𝖠𝗋𝗀(invo, n, from)

𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(to, callerCtx, from, calleeCtx) ←
𝖢𝖺𝗅𝗅𝖦𝗋𝖺𝗉𝗁(invo, callerCtx, meth, calleeCtx),
𝖥𝗈𝗋𝗆𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(meth, from), 𝖠𝖼𝗍𝗎𝖺𝗅𝖱𝖾𝗍𝗎𝗋𝗇(invo, to)

𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈(to, toCtx, heap, hctx) ←
𝖨𝗇𝗍𝖾𝗋𝖯𝗋𝗈𝖼𝖠𝗌𝗌𝗂𝗀𝗇(to, toCtx, from, fromCtx),
𝖵𝖺𝗋𝖯𝗈𝗂𝗇𝗍𝗌𝖳𝗈( from, fromCtx, heap, hctx)



• The best-known flavor of context sensitivity, which uses call-
sites as contexts.  

• A method is analyzed under the context that is a sequence 
of the last k call-sites  

• The current call-site of the method, the call-site of the 
caller method, the call-site of the caller method’s caller, 
…, up to a pre-defined depth (k)

Call-Site Sensitivity

148



• 1-call-site sensitivity with context-insensitive heap: 

• 1-call-site sensitivity with context-sensitive heap: 

• 2-call-site sensitivity with 1-call-site senstive heap:

Call-Site Sensitivity
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C = I, HC = { ⋆ }
Record(heap, ctx) = ⋆
Merge(heap, hctx, invo, ctx) = invo

 
 

C = I, HC = I
Record(heap, ctx) = ctx
Merge(heap, hctx, invo, ctx) = invo

 
 

C = I × I, HC = I
Record(heap, ctx) = first(ctx)
Merge(heap, hctx, invo, ctx) = pair(invo, first(ctx))



• The dominant flavor of context sensitivity for object-
oriented languages  

• Object abstractions (i.e., allocation sites) are used as 
contexts, qualifying a method’s local variables with the 
allocation site of the receiver object of the method call. 

Object Sensitivity
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class A: 
def m(self): 

return  

a = A()  // l1 
a.m()    // l2



• 1-object sensitivity with context-insensitive heap: 

• 2-object sensitivity with 1-call-site senstive heap:

Object Sensitivity
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C = H, HC = { ⋆ }
Record(heap, ctx) = ⋆
Merge(heap, hctx, invo, ctx) = heap

 
 

C = H × H, HC = H
Record(heap, ctx) = first(ctx)
Merge(heap, hctx, invo, ctx) = pair(heap, hctx)
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class C:  
  def h(self):  

  return 

class B: 
  def g(self):   
    c = C()      // l3, heap objects: (l3, [l1]), (l3, [l2]) 
    c.h()        // contexts: (l3, l1), (l3, l2) 

class A: 
  def f(self):     
    b1 = B()     // l1 
    b2 = B()     // l2 
    b1.g()       // context: l1  
    b2.g()       // context: l2 

• 2-object sensitivity with 1-call-site senstive heap:



• Typical example that benefits from call-site sensitivity: 

Call-site vs. Object Sensitivity
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class A: 
  def f(self): return 

def main(): 
a = A()  // l1 
a.f()    // l2 
a.f()    // l3

main 
[.]

f 
[l2]

f 
[l3]

main 
[.]

f 
[l1]

call-site sensitivity

object sensitivity



• Typical example that benefits from object sensitivity: 

Call-site vs. Object Sensitivity
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class A: 
  def g(self): 
     return  
  def f(self):  

return self.g() // l5 

def main(): 
a = A()  // l1 
b = A()  // l2 
a.f()    // l3 
b.f()    // l4

main 
[.]

f 
[l3]

f 
[l4]

1-call-site sensitivity

1-object sensitivity

g 
[l5]

main 
[.]

f 
[l1]

f 
[l2]

g 
[l1]

g 
[l2]



• Static analysis examples  

• Numerical analysis: Sign, Interval, Octagon domains 

• Pointer analysis: First/Higher-order, Context sensitive 

• Concepts covered 

• Abstract domain and semantics  

• Fixed point computation, acceleration, refinement 

• Analysis sensitivities: flow sensitivity, context sensitivity 

Summary
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