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Program Analysis

@ Technology for catching bugs or proving correctness of software
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@ Widely used in software industry
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A Hard Limit

@ The Halting problem is not computable

Alan Turing (1936)

@ If exact analysis is possible, we can solve the Halting problem

program —| (program; true+1|) —

—>

—>

halt

run
forever

@ Rice's theorem (1951): any non-trivial semantic property of a program

is undecidable
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Tradeoff

@ Three desirable properties

» Soundness: all program behaviors are captured
» Completeness: only program behaviors are captured
» Automation: without human intervention

@ Achieving all of them is generally infeasible

Sound Sound Sound
Automatic Complete Automatic Complete Automatic Complete
Sound
Automatic Complete
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Basic Principle

@ Observe the program behavior by “executing” the program
» Report errors found during the execution
» When no error is found, report “verified”

@ Three types of program execution:

» Concrete execution
» Symbolic execution
» Abstract execution
» and their combinations, e.g., concolic execution
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Program Analysis based on Concrete Execution

@ Execute the program with concrete inputs, analyzing individual
program states separately

error zone
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Example: Random Testing / Fuzzing

int double (int v) { |. Error-triggering test?
return 2xv;

}
void testme(int x, int y) {

z := double (y);

if (z==x) { 2. Probability of the error?

(assume 0 < x,y < 10,000)
if (x>y+10) {
Error;
¥
}
)

Hakjoo Oh AAA616 2024 Fall, Lecture 1 September 3, 2024 7/25



Types of Fuzzing

@ Blackbox fuzzing
o Greybox fuzzing
o Whitebox fuzzing
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Use Cases

o AFL (https://github.com/google/AFL)
@ OSS-Fuzz (https://github.com/google/oss-fuzz)

[ Upstream project
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https://github.com/google/AFL
https://github.com/google/oss-fuzz

Program Analysis based on Symbolic Execution

@ Execute the program with symbolic inputs, analyzing each program
path only once

error zone
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Example: Symbolic Execution

xa,y:f
pc: true

int double (int v) {
return 2xv;

}

void testme(int x, int y) { x a,y: B, z: 28
1 pc: true
z := double (y); t////////\\\\\\\
2
if (z==x) {
3
if (x>y+10) {
4 Error;
} else { 5 ..}
}
6} x:a,y: f,z: 20 x:a,y: p,z: 2f

pc:2f=ana>pf+10 pc:2f=ana<f+10
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Example: Concolic Testing

Concrete
int foo (int v) { State
return hash(v);
}
void testme(int x, int y) {
x=22,y=7
z := foo (y);
if (z==x) {

if (x>y+10) {
Error;
}
}
}
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Use Cases

@ Symbolic execution is good at detecting tricky bugs

Benchmarks Versions Error Types Bug-Triggering Inputs
8.1* Non-termination K1!11000100100111110(
vim Abnormal-termination H:w>>'""\  [press ‘Enter’]
5.7 Segmentation fault =ipI\-9~qOqw
Non-termination v(ipapra&T$T
4.2.1* Memory-exhaustion '+E_Q$h+w$8==++$6E8# "
gawk 303 Abnormal-termination 'f[I[ILI[ICyI~/#L"
h Non-termination '$gRE2=-E-2"2M4$=" 1 /2 /H[""
31* Abnormal-termination '\ (\)\T*?2x?2\ [ \Wx\TWx "
grep Segmentation fault NODNTA*@x\ P\ T\ +%\ 2!
22 Segmentation fault e AV EAVADANANES 3
Non-termination I\ (AR ) R\ R\ TR+
sed 1.17 Segmentation fault "{:};:C;b"

(Concolic Testing with Adaptively Changing Search Heuristics. FSE 2019)
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Use Cases

D01:10.1145/2093548.2083556

and s users milionsof dolas. If 3

[ iy v monthly security update costs you
SD001 (o senth f e senty n ot

SAGE has had a remarkable
impact at Microsoft.

| BY PATRICE GODEFROID, MICHAEL Y. LEVIN, AND DAVID MOLNAR

SAGE:
Whitebox
Fuzzing for
Security
Testing

MOST COMMUNICATIONS READERS might think of
“program verification research” as mostly theoretical
with little impact on the world at large. Think again.
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Example: Symbolic Verification

Program P \)\\\sl* Verified
Property ® SMT(P A= ) Counter-example

@ Represent program behavior and property as a formula in logic

@ Determine the satisfiability of the formula
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Example 1

int f(bool
int f(bool a) { Verification Condition:

X=0;y=0;
if (@) 1 O aax)v(-anr-x)n
x = 1; > (@A) v (an-y A
} -(x ==y)
if (o) {
y =1
1 ) SMT solver: unsatisfiable!
assert (x ==y)

}
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Example 2

int f(g, b) {0. Verification Condition:
:L(f_(as )’E - @) ((aAX)Vv (=aA-x))A
. \::> ((bAy)v (=bA=-y))a
T ~(x = )
if (b) {
! y=151 @ SMT solver:

assert (x == y) satisfiable when a=1 and b=0
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Challenge: Loop Invariant
@ Property that holds at the beginning of every loop iteration

i=0;
Jj=20;
while @(i==j)
(i <10) {
i++;
J++s
}
assert (i-j==0)

@ Infinitely many invariants exist for a loop. Need to find one strong
enough to prove the given property.
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Use Cases

@ The Dafny programming language used in Amazon

B G e bo B G Tem e T Oy e e b

Dafny

1

VNV A WN

o e
N R e

13

method BinarySearch(a: array<int>, key: int) returns (r: int)

requires forall i,j :: @ <= i < j < a.Length ==> a[i] <= a[j]
ensures @ <= r ==> r < a.length && a[r] == key
ensures r < @ ==> forall i :: @ <= i < a.lLength ==> a[i] != key

var lo, hi := @, a.lLength;

while lo < hi
invariant @ <= lo <= hi <= a.lLength
invariant forall i 0 <= 1i < lo ==> a[i] != key
invariant forall i :: hi <= i < a.Length ==> a[i] != key

var mid := (lo + hi) / 2;
if key < a[mid] {
hi := mid;
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Use Cases

|
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Program Analysis based on Abstract Execution (Static
Analysis)

@ Execute the program with abstract inputs, analyzing all program
behaviors simultaneously

error zone

T

€rror zone
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Principles of Abstract Interpretation

30 X 12 4+ 11 x 9 =7

e Dynamic analysis (testing): 459
@ Static analysis: a variety of answers

> “integer”, “odd integer”, "positive integer’, “400 < n < 500", etc
@ Static analysis process:

@ Choose abstract value (domain), e.g., V. = {T,e,0, L}
© Define the program execution in terms of abstract values:

X | Tlelo|L]||] + | Tle|lo]| L
T T
e e
o o
1 1

© “Execute”’ the program:
exetoxXxo=o0
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Principles of Abstract Interpretation

@ By contrast to testing, static analysis can prove the absence of bugs:
void f (int x) A
y =x % 12 + 9 x 11;
assert (y h 2 == 1);
}
@ Instead, static analysis may produce false alarms:
void f (int x) A
y = X + X;
assert (y h 2 == 0);
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Use Cases
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Key lessons for designing static analyses tools
deployed to find bugs i
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For a static analysis project to succeed,

of lines of code.
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Scaling Static
Analyses
at Facebook

|— Infer

STATIC ANALYSISTOOLS are programs that examine, and
attempt to draw conclusions about, the source of other
programs without running them. At Facebook, we
have been investing in advanced static analysis tools
that employ reasoning techniques similar to those
from program verification. The tools we describe in
this article (Infer and Zoncolan) target issues related
to crashes and to the security of our services, they
perform sometimes complex reasoning spanning
many procedures or files, and they are integrated into
engineering workflows in a way that attempts to bring
value while minimizing friction.
These tools run on code modifications, participating
as bots during the code review process. Infer targets
our mobile apps as well as our backend C++ code,
codebases with 10s of millions of lines; it has seen
over 100 thousand reported issues fixed by developers
before code reaches production. Zoncolan targets the
100-million lines of Hack code, and is additionally

Hakjoo Oh

There has been 4 tremendous
amount of work on static analysis,
both n industryand acadernis, and we
rvey chat material
rationale
for, and resultsfrom, sing Lechniques
simila to ones that might be encou
cered at the edge of the research liter
fore ot ol aimple techniques that

are much easier lo make scale. Our
goal is t0 complement ather reports
En il e sl ared formal
methods 55" and we hope that such

perspetves canprovide input ot 0
fu carch and to further indus
n..l.m of et
e discuss the three dimen-
ioms tht v ur work: buge that
mater, pople, and acionemised
bugs. The remainder of
serbesur rxyenenc«\evelnmnxnnd
deploying the analyses, their impact,
and e echniques tat underpin ot
ool

Context for Static
Analysis at Facebook
Bugsthat Mater We use aticanalysis o

and enjoy using it.

BY CAITLIN SADOWSKI, EDWARD AFTANDILIAN, ALEX EAGLE,
LIAM MILLER-CUSHON, AND CIERA JASPAN

Lessons

from Building
Static Analysis
Tools at Google

SOFTWARE BUGS cosT developers and software

+ L o000 d

ot integrated. The tool s not ince

P ?
uets, and we el on our engineers judg-
ment as well a data from production to

tellusthe bugsthat materthe mose.

& key insights

eat deal of time and money. For example,
in 2014, a bugin a widely used SSL implementation
") caused it to accept invalid SSL certificates,”

akes too long
Notationebl Thewarnings arenot
actionable;
ot trustwordhy. Users do not trust

and a bug related a aused a large-scale

Not manifest in practic. The repore-

Twitter outage.”’ Such t ft
andare, in fact, obvious upon reading the code or
yet still make it into production software.

= Stati antyses shoutd s

AAA616 2024 Fal

Previous work has reported on experience applying
bug-detection tools to production software.
Although there are many such success stories for
developers using static analysis tools, there are also
reasons engineers do not always use static analysi
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Summary: Program Analysis

@ Basically classified based on how programs are interpreted:
» Concrete/symbolic/abstract execution

@ Each approach has its own strengths and weaknesses: e.g.,

Automatic Complete

Testing/Fuzzing

Symbolic
Execution

Static Analysis

Program
Verification

?
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