AAA616: Program Analysis

Lecture 6 — Abstract Interpretation Example (1)
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Concrete Semantics

@ Program representation:
» P is represented by control flow graph (C, —, cp)
» Each program point ¢ is associated with a command cmd(c)

ecmd — skip |x:=e
e > nlxz|lete|le—e.
o Concrete memory states: M = Var — Z
@ Concrete semantics:

[e] : M—>M

[skip](m) = m
[z :=el(m) = miz— [e](s)]
[e] : M—>Z
[2](m) = n

[z](m) = m(z)
[er +e2](m) = [ei](m) + [ez](m)
[er —e2](m) = [ei](m) + [e2](m)
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Concrete Semantics

@ Program states: State = C x M

o Atrace o € State™ is a (partial) execution sequence of the program:
oo €I N Vk.op ~ 041
where T C State is the initial program states
I = {(co, mp) | mo € M}
and (~) C State x State is the relation for the one-step execution:

(ciysi) ~ (¢j,85) <= ¢ —¢c; N sj = [emd(c;)](s:)
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Concrete Semantics

The collecting semantics of program P is defined as the set of all finite
traces of the program:

[P] = {0 € State™ | 69 € I A Vk.op ~ 011}

The semantic domain:
D = p(State™)
The semantic function:
F : p(Statet) — p(State™)
F(E) = IU{o-(e,;m) |0 €S A oy~ (c;m)}

Lemma
[P] = fixF. J
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Partitioning Abstraction
Galois-connection: ¢ (State™) <Z_—11> C — p(M)
ai1(X) = Ae{meM|TFo e X A Fi.o; = (c,m)}
Semantic function:
Fy: (C— p(M)) = (C— p(M))

Fi(X) =ai(I)UXc€eC. fo( | X()

c’—c

where fe : (M) — @(M) is a transfer function at program point c:

fe(M) = {m'|meM A m =[ecmd(c)](m)}

Lemma (Soundness of Partitioning Abstraction)
fi
ai(fizF) C | ey F(L).
e R




Memory State Abstraction

Galois-connection: ya A
CopM)==C->M
2

az(f) = Ac. am(f(©))
() = Ae. vm(f(e))
where we assume - A
P 2 1

Semantic function F': (C — M) — (C — M):

F(X) = (azoa)(I)UAc e C. fo( | | X(c))

c’—c
where abstract transfer function f. : Ml — M is given such that

Oszfc;chOLm (1)

Theorem (Soundness)

a(fixF) C | ey F(L) where a = az 0 0.
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Sign Analysis

Memory state abstraction:
Ym ~

an(M) = Xx e Var.a;({m(z) | m e M})

where «; is the sign abstraction:
Yo
p(Z) == 7

The transfer function fc : M — M:

JfC(m) = 1m ) c = skip
fC(m) = "'7’7«[113 — V(e)(’ﬁl)] c=x:=e
V(n)(m) = as({n})
V(z)(m) = m(x)

\:’(61 +ey) = \?(61)(m) 'I- 1:’(62)(”%)
V(ei1-e2) = V(e1)(m) — V(ez)(mh)
Lemma J

amofc[;.fcoam
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Interval Analysis

Memory state abstraction:
an(M) = Xx € Var. a,({m(z) | m € M})
where a, is the interval abstraction:
p(2) = 1
Z={L}U{ll,u] |l,u € ZU {—o0, 400} Al < u}
The transfer function f. : M — M:
fiC("h) =
fe() =
V() (m) = a,({n})
V@)(m) = m@)
V(ei+ez) = V(e1)(m) + V(ez)(m)
V(ei1-e2) = V(e1)(m) — V(ez)(mh)

X c = skip
[t — V(e)(m)] c=x:=e

23

Lemma J

0m 0 fe & feoam
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Widening/Narrowing Example

i=0;
while (i<10)
it++:

3

@ Abstract equation:

X;: = [0,0]

X2 = (Xl L X3] M [—OO, 9]
X3 = X, + [1,1]

X4 = (X1 L X3) M [10, —|—OO]

@ Abstract domain D = Interval X Interval X Interval X Interval

e Semantic function F' : D — D such that

(Xl’X23X3,X4) = F(X17X2aX3a X4)
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Widening/Narrowing Example

X, = [OvO]

Xy = (X1UX3]M[—o0,9]

X3 = X2+ [1,1]

X4 = (Xl L X3) M [10, +OO]

UieNFi(—T—)3
0 1 2 3 4 5 6

X1 | 1] [0,0] | [0,0] | [0,0] |[0,0] | [0,0] | [O,0] [0, 0]
Xz | L| 1 |[o,0]][0,0]][0,1]|[0,1] | [0,2] [0, 9]
Xs | 1] 1 1 [1,1] | [1,1] | [1,2] | [1,2] [1,10]
X, | 1| L i 1 i 1 i [10,10]
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Widening/Narrowing Example

A simple widening operator for the Interval domain:

[a,b] V L = [a, b]
1LV led =led]
[a,b] V [e,d] =[(c<a?—o00:a),(b<d?+ oco:b)]

A simple narrowing operator:

[a,b] A L =1
L A led =1
[a,b] A [e,d] =][(a=—0c0?c:a),(b=+400?d:Db)]
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Widening/Narrowing Example

Widening iteration:

0 1 2 3 5 7
X1 | L ][0,0] | [0,0] | [0,0] | [0,0] [0, 0] [0, 0] [0, 0]
Xz | L| L |0,0]0,0] | [0,+00] | [0,+00] | [0,+00] | [0,+0c0]
Xs | 1| 1L I || [m,1] | [,400] | [1,400] | [1,400]
X, | 1| 1 1 i 1 i [10, +o0] | [10, 4o0]
Narrowing iteration:
0 1 2 3 4

X1 [07 O] [0’ 0] [Oa 0] [Oa 0] [07 0]

X2 [0, +o0] [0,9] [0, 9] [0, 9] [0, 9]

X3 | [1,400] | [1,400] [1,10] [1,10] | [1,10]

X4 | [10,+00] | [10,+00] | [10,+o0] | [10,10] | [10, 10]
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Mid-term Exam

@ April 24 (in class)
@ Lecture1 -6
@ Closed book
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