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A Story

25

® |n 2007, | participated commercializing CS/OCZZ"Z“O =

® memory-bug-finding tool for full C, non domain-specific

® designed in abstract interpretation framework

® sound in design, unsound yet scalable in reality

® Realistic workbench available

® “let’s try to scale-up its sound & global analysis version”



The Elusive Three in
Static Analysis

. Soundness
&
CS/OGZ’TO%;

(sound-&-global version)

R

Scalability Precision



Typical Static Analyzer for C

e One abstract state € S that subsumes all reachable
states at each program point

[[f’]]é@—)g = ficF
S = L>V

® Abstract semantic function

P e (€8 (€S O\ffc’
F(X) = XeC.f( /|_| X(c)) i’c

~

f. € S— S :abstract semantics at point c



A

Computing LI F' (1)

1EN
A A . . W € Worklist = 2©
F(X)=xeC.f(]| | X()). P
¢ foeS—S
XX eCo§ wme
N~ A . X = Ae. L
fe€S—S
repeat
X:=X"= Xl ¢ := choose(W)
repeat —fc(|_|c e X ()
X=X if §Z X(c)
forallcE(Cdo W =Wu{deC|lc—/}
X(¢) = felldwse X (¢)) X(c) = X(c)U3
until X C X’ until W = ()

Naive fixpoint algorithm Worklist algorithm



Real C Programs

less-382 (23,822 LoC)
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Real C Programs

nethack-3.3.0 (21 IKLoC)
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The First Goal: Scalability

Soundness

cSparmgz%«:

(2012, sound-&-global version)

Scalability Precision



Scalability Improvement

Sparroa
/OdZ”Z“OZO‘ sound & global analysis version
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Key ldea: Localization

“Right Part at Right Moment”

“framing”
“abstract garbage collection”

- Spatial localization [VMCAI'I I, APLAS’ | | ,SCP’ | 3]

+ Temporal localization [PLDI’12,TOPLAS’ | 4]



Scalability Improvement

Programs LOC : Intervalyaiia Intervalpae % SpdT: Mem. % Intervalsparse Spd 12 Mem >
. Time | Mem & Time | Mem } Dep Fix § Total Mem [ D(c) U(c)
gzip-1.2.4a 7K i 772 240 14 65 # 55x 73 % 2 1 % 3 63 F 24 2.5 5x 3%
bc-1.06 13K | 1,270 276 96 126 | 13 x 54 % 4 3 & 7 75 4.6 4.9 14 x 40 %
tar-1.13 20K | 12,947 881 338 177 § 38x 80 % 6 2 & 8 93 2.9 2.9 42 x 47 %
less-382 23K : 9,561 1,113 1,211 378 % 8 x 66 % 27 6 & 33 127 11.9 11.9 37x 66 %
make-3.76.1 27K 1 24,240 | 1,391 1,893 443 § 13 x 68 % 16 5 % 21 114 5.8 5.8 90 x 74 %
wget-1.9 35K | 44,092 | 2,546 § 1,214 378 & 36x 85 % 8 3 & 11 85 2.4 2.4 110 x 78 %
screen-4.0.2 45K i 00 N/A »‘31,324 399 £ N/A N/A 724 43 & 767 303 53.0 54.0 41 x 92 %
a2ps-4.14 64K ’ 00 N/A § 3200 | 1,392 § N/A N/A 31 9 % 40 353 2.6 2.8 80 x 75 %
bash-2.05a 105K 00 N/A § 1,683 1,386 % N/A N/A 45 22 % 67 220 3.0 3.0 25 x 84 %
I1sh-2.0.4 111K ! 00 N/A $45522 | 5266 § N/A N/A 391 80 2 471 577 21.1 21.2 97 x 89 %
sendmail-8.13.6 130K | 00 N/A ¢ 00 N/A & N/A N/A 517 227 744 678 20.7 20.7 N/A N/A
nethack-3.3.0 211K | 00 N/A 00 N/A § N/A N/A | 14,126 | 2,247 16,373 5,298 72.4 72.4 N/A N/A
vim60 227K | 00 N/A 00 N/A N/A N/A | 17,518 | 6,280 ,j 23,798 5,190 & 180.2 | 180.3 N/A N/A
emacs-22.1 399K 00 N/A § 00 N/A § N/A N/A | 29,552 | 8,278 % 37,830 7,795 & 285.3 | 285.5 N/A N/A
python-2.5.1 435K | 00 N/A 00 N/A § N/A N/A 9,677 1,362 # 11,039 5,535 |# 108.1 108.1 N/A N/A
linux-3.0 710K 00 N/A § 00 N/A "- N/A N/A | 26,669 | 6,949 % 33,618 | 20,529 [§ 76.2 74.8 N/A N/A
gimp-2.6 959K | 00 N/A % 00 N/A § N/A N/A 3,751 123 3,602 N/A N/A
ghostscript-9.00 | 1,363K ’ 00 N/A § N/A N/A | 14,116 698 N/A N/A

N/A §




Spatial Localization

local (accessible)
I
............. >
\/ : "o
call f — >
\

‘ \ global f
(non-accessible )

return <«—




Benefits

int g;

int main() {



Vital in Practice
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A Catch-22 Situation

The optimal localization is impossible

N\

|l ocalization



Reachability-based

Localization
® Remove the unreachable from params and
globals
reachable
Vool e [ -
call f — >

-

unreachable




Reachability-based
Localization

R(fr, m) = Reach(Globals, m) U Reach({x}, m)
Reach(X, m) = Ifp(AY.X U OneHop(Y, m))
OneHop(X, ) = U, x m(x).20{L| (I, 0,s) € m(z).3} U{{L, £) | {, {f}) € m(z).4}

fcall(fy,e) m = @'|g(s, mr where m' = m{V(e)(m)/{z}}



Key Observation

Reachability is too conservative

Program LOC accessed memory
/ reachable memory
spell-1.0 2,213 5/ 453 (1.1%)

barcode-0.96 | 4,460 19 / 1175 (1.6%)
httptunnel-3.3| 6,174 10 / 673 (1.5%)
ozip-1.24a | 7,327| 22 /1002 (2.2%)
jwhois-3.0.1 | 9.344] 28 /830 (3.4%)
parser 10,900 75 / 1787 (4.2%)
be-1.06 13,0903 24 /824 (2.9%)
less-290 18,449 86 / 1546 (5.6%)

average : 4%
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Access-based Localization

® Staging the analysis into two phases

conservative
access information

pre-analysis > lactual analysis

[Over—approximation of {a’ b, C}

actual access info.

U
[ actual access info. j> {a,b}




Access-based Localization

conservative
. access information .
pre-analysis > lactual analysis
{a,b,c}
N I IEEEEEEEERRREEY > | |-... o
call f — >
v f

non-accessible



Our Pre-analysis

® abstract domain
C—S % S

a=MX.|].cX(c)
v = As.Ac € C.s

® abstract semantic function

Fp — )\§(L| fc(g))

ceC

Spre = HixF,



Implementation

f.eS—S

0,0], V(e)(3)-1)}, L)] cmd

S

CID»_{;: »> @ » »

fe(8) = &|access() Where 8’ = [z V(e)(3)]

5/ A

access(f) — Ugecallees(f) (Ucecontrol(g) ’A(C 1




Reach vs. Access

78.5%-98.5% reduction
92.1% in average

100

75

50

25

spell  barcodehttptunnel gzip  jwhois parser bc twolf tar less make AVERAGE

CZOm—)4mj tl7h—)l5m) —_—
eqacC
B Access

23



Baseline vs. Reach

~6x speed-up

15 112

spell barcode  httptunnel gzip jwhois parser tar make

C3h = 50m . Baseline . Reach

24



Pre-analysis Overhead

® Small overhead compared to the total analysis

time
o 0.1l ~8%
Program | LOC — Time — Overhead
gzip 7,327 95s |.3s | .4%
bc 13,093 730s 4.1s 0.6%
bash 105,174 | 201 1s 20.2s | %

25




Block-level Localization

Access-based localization at any level

loops branches basic blocks

lM:P*R

M =QxR <<>P_>Q C | P—Q
I lM’:Q*R

26




Block-level Localization

On average 3% reduction in time (k=6)

100 100 100 100 100 100 100 100 100 100 100 100 100

75
50

25

spell  barcode httptunnel gzip jwhois  parser bc twolf tar less make AVERAGE

" AccessProc
™ AccessBlock

27



Precision

® No precision loss
® Sometimes, even improved

int g;

void £ () {
while (...) { ... } g:[0,0]V[|,|]=[O,+OO]

f does not

access g )

void main () {
= 0; £ ()
=1

} g :[0,+00] vs.[I,I]

28



Temporal Localization

= g
yl = \
T = / e /

Z:=y t Z:=y

\




F(X)=XeC.f(| | X()

Y

<X N X

N<OT®

1 \\
O‘Iml NRIX| 1019 I<IN[IX

30



Precision-Preserving
Sparse Analysis Framework

Theorem. (preservation of soundness and precision)

F:D—»D 2 F,:D—>D

ol

fix F fiz F,

"An important strength is that the theoretical result is very
general ... The result should be highly influential on future
work in sparse analysis.” (from PLDI reviews)

31



Towards Sparse Version

A A

Analyzer computes the fixpoint of £ € (C—S) — (C — S)

® baseline non-sparse one

F(X)=XeC.fo(| | X()

c'—c

® unrealizable sparse version
Fo(X)=Xxce C.fe(| | X(N).
l

c! ~sc

® realizable sparse version
Fo(X)=Ace C.fe( | | X()).

, 1
C'V")ac

32



Unrealizable Sparse One

A

Fy(X) = Ae € C.fo( LI X ().

/

C ~~C
Data Dependency
Co o cn = Hdco...cn € Paths,l € L.

l € D(co) NU(cn) AVi € (0,n).l & D(c;)

[ € D(cop) | € D(q) [ € U(cp)

33



Unrealizable Sparse One

A

Fy(X) = Ae € C.fo( LI X ().

/ l

C ~~C
Data Dependency
Co o cn = Hdco...cn € Paths,l € L.

[ € D(co) NU(cn) AVi € (0,n).l & D(c;)
Def-Use Sets
D(c)2{lel|33C \_I (fixF)().fo(8) (1) # 3(1)}.

Ulc) £ {lel|3sC |_| (fix ) (").fe(8)Ip(e) # Fe(8\D)Ip(e) }-
Preserving

fitF = firF',  modulo D

34



Data Dependency Example

Def
Use

1l
0
~<

]
¢

*p = &z

{a, b}
{P, a, b}

35



Realizable Sparse One

F.(X) = e e C.fo |_| X (c

C M_)CLC

Realizable Data Dependency

Co «/l»a ¢n 2 Fecg...cn € Paths, [ c L.

| € D(co) NU(en) AVi € (0,n).1 & D(c)
Preserving

~  still

firF = fixF, modulo D

If the following two conditions hold

36



Conditions of D & U

® over-approximation
D(c) 2 D(c) A U(e) 2 U(c)
® spurious definitions should be also included in uses

D(c) = D(¢) € U(c)

spurious definitions

37



Why the Conditions of D & U

38



Why the Conditions of D & U

X =&y |—>|*p = &z|—>| y=x
Approx. Def  {x} {a, b, x} {y}
Approx. Use b {p, a, b} {x}

39



Why the Conditions of D & U

X =&y |—>|*p = &z|—>| y=x
Approx. Def  {x} {a, b, x} {y}
Approx. Use b {p, a, b} {x}

40



Why the Conditions of D & U

Approx. Def
Approx. Use

X =&y |—>|*p = &z|—>| y=x
{x} {a, b, x} {y}
$ {p,a, b, x} {x}

D(c) — D(¢) € U(c)

by

41



Why the Conditions of D & U

Approx. Def
Approx. Use

X =&y |—>|*p = &z|—>| y=x
{x} {a, b, x} {y}
$ {p,a, b, x} {x}

D(c) — D(¢) € U(c)

by

42



Hurdle: D & U Before
Analysis?

® Yes, by yet another analysis with further abstraction

® c.g,flow-insensitive abstraction

C%S<7>S Fp:Ag(Ufc(g))

Q
ceC

® |n implementation, U includes D

A

D(c) = D(c) € U(e)

43



Existing Sparse Techniques

(developed mostly in dfa community)

e Different notion of data dependency

XED—’XEDmay—) X € U

def-use chains fail to preserve original precision



Existing Sparse Techniques

(developed mostly in dfa community)

® Different notion of data dependency

X € D [—>x € Dny|/™>| X € D

our data dependency preserves original precision



Existing Sparse Techniques

(developed mostly in dfa community)

® Different notion of data dependency

X € D [—>x € Dny|/™>| X € D

® Existing sparse analyses are not general
® tightly coupled with particular analysis, or

® |imited to a particular target language



Design and Implementation of
Sparse Global Analyses for C-like Languages

Hakjoo Oh  Kihong Heo

Wonchan Lee

Woosuk Lee ~ Kwangkeun Yi

Seoul National University

{pronto,khheo,wclee,wslee, kwang}@ropas.snu.ac.kr

Abstract

In this article we present a general method for achieving global
static analyzers that are precise, sound, yet also scalable. Our
method generalizes the sparse analysis techniques on top of the
abstract interpretation framework to support relational as well as
non-relational semantics properties for C-like languages. We first
use the abstract interpretation framework to have a global static
analyzer whose scalability is unattended. Upon this underlying
sound static analyzer, we add our generalized sparse analysis tech-
niques to improve its scalability while preserving the precision of
the underlying analysis. Our framework determines what to prove
to guarantee that the resulting sparse version should preserve the
precision of the underlying analyzer.

We formally present our framework; we present that existing
sparse analyses are all restricted instances of our framework; we
show more semantically elaborate design examples of sparse non-
relational and relational static analyses; we present their implemen-
tation results that scale to analyze up to one million lines of C pro-
grams. We also show a set of implementation techniques that turn
out to be critical to economically support the sparse analysis pro-
cess.

Categories and Subject Descriptors F.3.2 [Semantics of Pro-

nvﬂinnvyl';vln ’ nnnnnnnnnn 1' Drr\n'rnm /\nn] 00000

interpretation framework. Since the abstract interpretation frame-
work [9, 11] guides us to design sound yet arbitrarily precise static
analyzers for any target language, we first use the framework to
have a global static analyzer whose scalability is unattended. Upon
this underlying sound static analyzer, we add our generalized sparse
analysis techniques to improve its scalability while preserving the
precision of the underlying analysis. Our framework determines
what to prove to guarantee that the resulting sparse version should
preserve the precision of the underlying analyzer.

Our framework bridges the gap between the two existing tech-
nologies — abstract interpretation and sparse analysis — towards
the design of sound, yet scalable global static analyzers. Note that
while abstract interpretation framework provides a theoretical knob
to control the analysis precision without violating its correctness,
the framework does not provide a knob to control the resulting an-
alyzer’s scalability preserving its precision. On the other hand, ex-
isting sparse analysis techniques [6, 14, 15, 19, 20, 24, 40, 42, 44]
achieve scalability, but they are mostly algorithmic and tightly cou-
pled with particular analyses.! The sparse techniques are not gen-
eral enough to be used for an arbitrarily complicated semantic anal-
ysis.

Contributions Our contributions are as follows.



General Sparse Analysis
Framework

Global Sparse Analysis Framework

Hakjoo Oh, Seoul National University
Kihong Heo, Seoul National University
Wonchan Lee, Seoul National University
Woosuk Lee, Seoul National University
Daejun Park, Seoul National University
Jeehoon Kang, Seoul National University
Kwangkeun Yi, Seoul National University

In this article we present a general method for achieving global static analyzers that are precise, sound,
yet also scalable. Our method, on top of the abstract interpretation framework, is a general sparse analysis
technique that supports relational as well as non-relational semantics properties for various programming
languages. Analysis designers first use the abstract interpretation framework to have a global and correct
static analyzer whose scalability is unattended. Upon this underlying sound static analyzer, analysis design-
ers add our generalized sparse analysis techniques to improve its scalability while preserving the precision
of the underlying analysis. Our method prescribes what to prove to guarantee that the resulting sparse
version should preserve the precision of the underlying analyzer.

We formally present our framework; we show that existing sparse analyses are all restricted instances
of our framework; we show more semantically elaborate design examples of sparse non-relational and re-
lational static analyses; we present their implementation results that scale to globally analyze up to one
million lines of C programs. We also show a set of implementation techniques that turn out to be critical to
economically support the sparse analysis process.

Categories and Subject Descriptors: F.3.2 [Semantics of Programming Languages]: Program Analysis
General Terms: Programming Languages, Program Analysis

Additional Key Words and Phrases: Static analysis, abstract interpretation, sparse analysis

ACM Reference Format:

ACM Trans. Program. Lang. Syst. V, N, Article A (January YYYY), 44 pages.
DOI = 10.1145/0000000.0000000 http://doi.acm.org/10.1145/0000000.0000000

1. INTRODUCTION

Precise, sound, scalable yet global static analyzers have been unachievable in general.
Other than almost syntactic properties, once the target property becomes slightly deep
in semantics it’s been a daunting challenge to achieve the four goals in a single static
analyzer. This situation explains why, for example, in the static error detection tools for
full C, there exists a clear dichotomy: either “bug-finders” that risk being unsound yet
scalable or “verifiers” that risk being unscalable yet sound. No such tools are scalable
to globally analyze million lines of C code while being sound and precise enough for
practical use.

In this article we present a general method for achieving global static analyzers that
are precise, sound, yet also scalable. Our approach generalizes the sparse analysis
ideas on top of the abstract interpretation framework. Since the abstract interpreta-

Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted
without fee provided that copies are not made or distributed for profit or commercial advantage and that
copies show this notice on the first page or initial screen of a display along with the full citation. Copyrights
for components of this work owned by others than ACM must be honored. Abstracting with credit is per-
mitted. To copy otherwise, to republish, to post on servers, to redistribute to lists, or to use any component
of this work in other works requires prior specific permission and/or a fee. Permissions may be requested
from Publications Dept., ACM, Inc., 2 Penn Plaza, Suite 701, New York, NY 10121-0701 USA, fax +1 (212)
869-0481, or permissions@acm.org.

© YYYY ACM 0164-0925/YYYY/01-ARTA $10.00

DOI 10.1145/0000000.0000000 http://doi.acm.org/10.1145/0000000.0000000

ACM Transactions on Programming Languages and Systems, Vol. V, No. N, Article A, Publication date: January YYYY.

 General for

* programming languages,
e.g., imperative,
functional, oop, etc

* trace partitioning,
context-sensitivity, path-
sensitivity, loop-
unrolling, etc



Trace Semantics

3.3. Collecting Semantics
The collecting semantics [P] € P(ST) of program P is the set of all finite traces of P:

[P] ={0c€S" |og €S, AVk.op, — i1}

Note that the semantics [P] is the least fixpoint of the semantic function F € P(ST) —
P(ST), i.e., [P] = IfpF, defined as follows:

FX)=S,U{o-s|oeXANoq— s}



Abstract Semantics

3.4. Baseline Abstraction
We abstract the collecting semantics of program P by the following Galois connections:

P(ST) &= A PEST) &= A—S
The abstraction consists of two steps:

(1) Partitioning abstraction (a1,71): we abstract the set of traces (P(S™)) into parti-
tioned sets of traces (A — P(S1), where A is the set of partitioning indices).
(2) State abstraction (as,72): for each partition, the associated set of traces is ab-

stracted into an abstract state (S) that over-approximates the reachable states of
the traces.

F(g)=XieAfi( || o))

Y oz
Z;)qb’l,



Towards Sparse Analysis

Definition 3.10 (Definition Set). Definition set D(¢) at partitioning index i is a set

of abstract locations whose abstract values are ever changed by f; during the analysis,
i.e., (let S = lfpF)

D) ={teL|33C | | S&)-fi(3)1) #3(0)}.

1 —>g1

Definition 3.12 (Use Set). Use set U(7) at partitioning index i consists of two parts:
U(2) = Ua(2) U Ue(d).

The first part (U,;(7)) is the set of abstract locations without which some values in D(7)
are not properly generated, i.e., (let S = IfpF’)

Ug(i) ={lel|3sC S(i,)°fi(§)’D(i) a fi(é\l)’D(i)}'

In addition, we collect abstract locations that are necessary to generate transition flows

(—): U.(7) representing the set of abstract locations without which some flows in — g
are not properly generated, i.e.,

Ue(i) = {1 € L3 € A(0,1') € (=35) A (1.1') & (Sspsing)}-




Towards Sparse Analysis

Definition 3.17 (Data dependency). Data dependency is quadruple relation (~) C
A xLxAXx(A—S) defined as follows:

i /\l»qg in iff Jig...in € Paths(¢),l € L. (3)
I € D(ig) NU(in) AVE € (0,n).0 & D(ig)

A

where Paths(¢) is the set of all paths created by transition relation — 5 a path p =
pop1 - - - P 18 @ sequence of partitioning indices such that py — $P1 =g g Dy then,

A

Paths(¢) = UpAP.{ioi1 | io =4 i1} U{pop1---pni|p € P N pn =5 i}

THEOREM 3.19 (CORRECTNESS).
Vi € AVl € D().(IfpFy)(i)(1) = (fpF) (i) (1).

PROOF. Shortly, we will notice that this theorem is a corollary of Theorem 3.23,
where F is an instance of F}, such that D(:) = D(¢) and U(z) = U(d). O



Towards Sparse Analysis

Definition 3.21 (Safe Approximations of D and U). We say that D and U are safe
approximations of D and U, respectively, if and only if
(1) D(:) 2 D) A U(i) D U®)
(2) U() 2 Ypsy\p(ayy ()
[]

THEOREM 3.23 (CORRECTNESS). Suppose sparse abstract semantic function F, is
derived by safe approximations D and U. Then,

Vi e AVl € D(i).(IfpF,) (1) (1) = UfpF) () ().
PROOF. See Appendix A. O



The Second Goal: Precision

Soundness

Scalability Precision

Challenge: Can we achieve it without scalability loss?

54



Scalability

Naive Approaches

Soundness

context-sensitivity,
relational analysis,
etc

Precision

55



Flow-Sensitivity

e

assert(y>0)

[0.0]

[0.0]

[0.0]

[, 1]

[1.1]

[0.0]

[2.2]

[, 1]

[, 1]

[2.2]

precise but costly

56



Flow-Insensitivity

y [[0,+00 cheap but imprecise

assert(y>0)

57



Selective Flow-Sensitivity

FS : {x,y} FI : {z}
x | [0,0]
y | [00]

X [[l,+00] ]
y BLO]

X [[l,+00] |
y | [0,0]

X [[],+00]
y [[I,+00]

assert(y>0)




Selective Flow-Sensitivity

FS :{y,z} FI : {x}

y | [0,0]
z | [I,1]

y | [0,0]
z | [1,1]

X [O,+ OO]
y | [0,0]
z | [2,2]

y [[0,+00]

Z [2,21

fail to prove




Hard Search Problem

® |ntractably large space, if not infinite
e 2Vardifferent abstractions for FS

® Most of them are too imprecise or costly

® P(x.y.z}) = {S:0G5ty3izh U0Y hZhO6Eh X Y 21

60



Our Approaches

® [wo approaches:

® Finding a good fixed heuristic [PLDI’|4,TOPLAS’ | 6]

® Finding a heuristic automatically [OOPSLA’[5, SAS’ 16,
APLAS, 16, ...]

61
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*“Selective Context-Sensitivity
Guided by Impact Pre-Analysis

- Apply context-sensitivity only when/where it matters

+ General for context-sensitivity, relational analysis, etc

program : program

states states

our method: 24% / 28% 3-CFA: 24% / 1300%



cl:

c2:

c3:

c4:

Cco:

Example Program

int h(n) {ret n;}

void f(a) {

X = h(a);

assert(x > 1); // Q1 <= 3lways holds

y = h(input());

assert(y > 1); // Q2 <= does not always hold

}

void g() {f(8);}

void m() {

}

f(4);

g()
gl()

n
’
n

’
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Context-lnsensitivity

: [-OO,+OO]

; v01d f(a) {
cl: & x = h(a); -
assert(x > 1); /7 Q1
c2: Yy = h(input());
assert(y > 1); // Q2
s

c3: void g() {f(8);}

void m() {
car T(4); R |
c5:  g(); Context-insensitive interval analysis
c6: g(); cannot prove Q1

}



cl:

c2:

c3:

c4:

co:

: g();
\ g(); c2 @[-Wﬁ‘”]

Context-Sensitivity: 3-CFA

Separate analysis for each call-string m

i [4,4]

int h(n) {ret n;}
cl

void f(a) {
X = h(a);
assert(x > 1); // Q1
y = h(input());
assert(y > 1); // Q2
I3

void g() {f(8);}

C2

c4
cl

C2

void m() {

f(4); cl
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cl:

c2:

c3:

c4:

co:

Context-Sensitivity: 3-CFA

Separate analysis for each call-string

int h(n) {ret n;}
[4,4]
void f(a) {
X = h(a);
assert(x > 1); // Q1
y = h(input());
assert(y > 1); // Q2
}

void g() {f(8);}

[8,8]

void m() {
f(4);
g();
g();

s

[8,8]

66



cl:

c2:

c3:

c4:

co:

Problems of k-CFA

int h(n) {ret n;}

void f(a) {

x = h(a);

assert(x > 1): // Q1
y = h(input());
assert(y > 1); // Q2

}

void g() {f(8);}

void m() {
f(4);

}

gl()
g()

’

6/



cl:

c2:

: void g() {f(8);}

Problems of k-CFA

int h(n) {ret n;}

void f(a) {
X = h(a);
assert(x > 1): // Q1
y = h(input());
assert(y > 1); // Q2
¥

void m() {
. f(4);
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cl:

c2:

c3:

c4:

co:

Our Selective Context-Sensitivity

int h(n) {ret n;} Challenge: How to infer this
selective context-sensitivity ?
void f(a) {
X = h(a);

assert(x > 1); // Q1

y = h(input());

assert(y > 1); // Q2
I3

void g() {f(8);}

void m() {
f(4);
g();

\ 90); Our solution: Impact pre-analysis




Impact Pre-Analysis

- Full context-sensitivity

- Approximate the interval domain

T «@mm allintervals

Y <@m== non-negative intervals, e.g,, [5,7], [0,]

/70



cl:

c2:

c3:

c4:

co:

int h(n) {ret n;}

void f(a) {

X = h(a);

assert(x > 1); // Q1
y = h(input());
assert(y > 1); // Q2

}

void g() {f(8);}

void m() {
f(4);

}

gl()
g()

’

Impact Pre-Analysis

71



cl:

c2:

c3:

c4:

co:

Impact Pre-Analysis

int h(n) {ret n;}

void f(a) { 4,4

x = h(a);

assert(x > 1); // Q1

y = h(input());

assert(y > 1); // Q2
I3

void g() {f(8);}

[8,8]

void m() {
f(4);
g();
g();

s

[8,8]
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cl:

c2:

c3:

c4:

co:

int h(n) {ret n;}

Impact Pre-Analysis

void f(a) {

}

X = h(a);

assert(x > 1);
y = h(input());
assert(y > 1);

void g() {f(8);}

void m() {

}

f(4);

g();
g();

// Q1
// Q2
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1. Collect queries whose expressions
are assigned with *

int h(n) {ret n;}

void f(a) {
cl: % x = h(a);
assert(x > 1): // Q1
c2: Ty = h(input());
\ assertty—21); // Q2

c3: void g() {f(8);}

void m() {
c4: f(4);
c5:  g();
co: g();

}



2. Find the program slice that contributes
to the selected query

ret n

cl: x = h(a)
assert(x > 1) Q1

— — — . = - m  ms -

c3: f(8)

cd: f(4)
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3. Collect contexts in the slice

ret n
cl: x = h(a)
assert(x > 1) Q1 4
c3: f(8)

cd: f(4)

c3

=> Contexts for h: {c3-cl, c4-cl}




cf) Relational Analysis

int a
int c

assert (i < a);
assert (i < c¢);

OuUTh, WN -

non-selective analysis

b;
input();

for (i = 0; i < b; i++) {

// Ql
// Q2

VS.

our selective analysis
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Impact Pre-Analysis

Fully relational

- Approximated in other precision aspects

octagon analysis impact pre-analysis
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Selective Context-Sensitivity

LOC

#alarms

Context-Insensitve

time(s)

Ours

#alarms

time(s)

\

24.4%

2K 58 0.6 30 0.9
13K 606 14.0 483 16.2
20K 940 42.1 799 47.2
23K 654 123.0 562 166.4
27K 1,325 107.5 1,238 117.6
27K 1,500 88.4 1,028 106.2
32K 735 12.1 653 15.9
35K 1,307 69.0 942 82.1

3,682 118.1 2,121 177.7
1894 136.3 173.4
12,701 707.1 903.6
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Selective Context-Sensitivity

Pgm
spell

LOC

Context-Insensitve

#alarms

time(s)

#alarms

Ours

time(s)

bc

tar

less

sed

make

grep

wget

az2ps

bison
TOTAL

2K 58 0.6 30 0.9
13K 606 14.0 483 16.2
20K 940 42.1 799 47.2
23K 654 123.0 562 166.4
27K 1,325 107.5 1,238 117.6
27K 1,500 88.4 1,028 106.2
32K 735 12.1 653 15.9
35K 1,307 69.0 942 82.1
65K 3,682 118.1 2 121 177.7

102K 1,894, 1363 1,742] el 234,

346K 12,701  707.1 9,598 ~ 903.6

pre-analysis : 14.7%

main analysis: 13.1%

\

27.8%
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k-CFA did not scale

- 2 or 3-CFA did not scale over 10KLoC

- e.g., for spell (2KLoC):
- 3-CFA reported 30 alarms in 11.9s

- cf) ours: 30 alarms in 0.9s

-+ 1-CFA did not scale over 40KLoC

31



Selective Octagon Analysis

Pgm

calc

spell
barcode
httptunnel
bc
tar
less
az2ps
TOTAL

LOC #queries proven

Existing Approach

[Miné06]
time(s)

Ours

proven

time(s)

298 10 2 0.3 10 0.2
2213 16 1 4.8 16 2.4
4,460 37 16 11.8 37 30.5
6,174 28 16 26.0 26 15.3

13,093 10 o 247.1 9 117.3
20,258 17 7| 1043.2 17|  661.8
23,822 13 0| 3031.5 13| 2849.4
64,590 11 0| 29473.3 11| 27417

135,008 142 33840.3 139  6418.6

\

+95

7
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Selective Octagon Analysis

Pgm

calc

spell
barcode
httptunnel
bc
tar
less
az2ps
TOTAL

LOC #queries proven

Existing Approach

[Miné06] R

time(s) proven time(s)

298 10 > 0.3 10 0.2
2213 16 1 4.8 16 2.4
4,460 37 16 11.8 37 30.5
6,174 o8 16 26.0 26 15.3

13,093 10 ol 2471 9| 1173
20,258 17 7| 10432 17|  661.8
03 802 13 o] 30315 13| 28494
64,590 11 0| 29473.3 11| 27417

135,008 142 33840.3 139  6418.6

7
reduce time by -81%

\
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Learning Automatically

® Develop techniques for automatically finding the
selection strategies

® Use machine learning techniques to learn a good
strategy from freely available data.

GitHub % sgurce Y Bitbucket
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Static Analyzer

number of
proved assertions

F(p,a) = n

abstraction

(e.g., a set of variables)
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Overall Approach

® Parameterized adaptation strategy

Sw:pgm — 2Var

® |earn a good parameter W from existing codebase

4 )

Pi, P2, ...,Pm — 4%

\__ J
Codebase

® For new program P, run static analysis with Sw(P)



|. Parameterized Strategy

Sw:pgm — 2Var

(1) Represent program variables as feature vectors.
(2) Compute the score of each variable.

(3) Choose the top-k variables based on the score.
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(1) Features

® Predicates over variables:

f={fi,f....fs} (fi: Var = {0,1})

® 45 simple syntactic features for variables: e.g,

® |ocal / global variable, passed to / returned from
malloc, incremented by constants, etc

® Represent each variable as a feature vector:

f(x) = (1), (), F3(),Fa(x),fs(x))
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(2) Scoring

® The parameter w is a real-valued vector: e.g.,
w =<0.9,0.5,-0.6,0.7,0.3)
® Compute scores of variables:

,0,1,0,0,-<0.9,0.5,-0.6,0.7,0.3) = 0.3
,0,1,0,15-<0.9,0.5,-0.6,0.7,0.3) = 0.6
o, 1,1

score(x) = (|
I |
0, ,0):¢0.9,0.5,-0.6,0.7,0.3) = 0.1

=<
score(y) =
score(z) = ¢

’y '



(3) Choose Top-k Variables

® Choose the top-k variables based on their scores:
e.g., when k=2,

score(x) = 0.3

score(y) = 0.6 > {x,y}

score(z) = 0.1

® In experiments, we chosen 0% of variables with
highest scores.

90



2. Learn a Good Parameter

4 )

PI, P2, ...,Pm i W

\__ y,
Codebase

® Solve the optimization problem:

Find w that maximizes Z F(P;, Sw(F;))
P.



Learning via Random
Sampling

repeat N times

pick w € R" randomly

evaluate Y F(P;, Sw(P,))
P;

return best w found
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count

300

200

100

Learning via Random
Sampling

20 40 60
quality

80
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Bayesian Optimization

® A powerful method for solving difficult black-box
optimization problems.

® Especially powerful when the objective function is
expensive to evaluate.

® Key idea: use a probabilistic model to reduce the number
of objective function evaluations.
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Learning via Bayesian Optimization

repeat N times

select a promising w using the model

evaluate Y F(P;, Sw(P;))
P

update the probabilistic model

return best w found

® Probabilistic model: Gaussian processes

® Selection strategy: Expected improvement
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Learning via Bayesian Optimization

300

200

count

100

20

40
quality

60

80
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Effectiveness

® Implemented in Sparrow, an interval analyzer for C

® Evaluated on open-source benchmarks

Precision
F FS
_ -
0 100
Cost
F FS

| x | 8x
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Learning via White-box
Optimization [APLAS’1 6]

The black-box optimization method is too slow when the
codebase is large

Replace it to an easy-to-solve white-box problem by using
oracle:

CD})ZQJP — R.

Find w* that minimizes Z (scorep(j) — O(]))2
1€lp

® Oracle is obtained from a single run of codebase

® )6x faster to learn a comparable strategy
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Learning from Automatically
Labelled Data [SAS’1 6]

® |earning a variable clustering strategy for Octagon is too
difficult to solve with black-box optimization

® Replace it to a (much easier) supervised-learning problem:

al—a|b|—bjc|—c|i|—1
ald | T (Y| T[T T || T
—a| T (% |T|%|T|T|T|T
bl T (| T |T|T|%|T
b T %|[T|%|[T|T|[T]T
c| T T {T|T (s T|T|T
—c| T T |{T| T |T|%|T|T
AT T T T (T T [T
—3i{ T[T %[ T]T[T]|%

® Who label the data?! by impact pre-analysis [PLDI’ | 4].

® The ML-guided Octagon analysis is 33x faster than
the pre-analysis-guided one with 2% decrease in precision.
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Automatically Generating
Features
(In Progress)



Limitation: Feature Engineering

® The success of ML heavily depends on the “features”

® Feature engineering is nontrivial and time-consuming

® Features do not generalize to other domains

Type| # Features

A 1 used in array declarations (e.g., a[c])
2 used in memory allocation (e.g., malloc(c))
3 used in the righthand-side of an assignment (e.g., x = ¢)
4 used with the less-than operator (e.g, x < ¢)
5 used with the greater-than operator (e.g., x > ¢)
6 used with < (e.g., x < ¢)
7 used with > (e.g., x > ¢)
8 used with the equality operator (e.g., x == ¢)
9 used with the not-equality operator (e.g., x ! = ¢)
10 | used within other conditional expressions (e.g., x < c+y)
11 | used inside loops
12 | used in return statements (e.g., return c)
13 | constant zero

B [ 14| 1V2)A3
15 | (1V2)A(AVEVEVT)
16 | (1v2)A(8V9)
17 | 1v2)all
18 | (1v2)A12
19 | 1313
20 | 13A(4V5EV6VT)
21 | 13A(8V9)
22 | 13N 11
23 | 13A12

Type| # Features

A 1 Tocal variable
2 | global variable
3 structure field
4 location created by dynamic memory allocation
5 defined at one program point
6 location potentially generated in library code
7 assigned a constant expression (e.g., x = ¢l + ¢2)
8 compared with a constant expression (e.g., x < ¢)
9 compared with an other variable (e.g., x < y)
10 | negated in a conditional expression (e.g., if (!x))
11 | directly used in malloc (e.g., malloc(x))
12 | indirectly used in malloc (e.g., y = x; malloc(y))
13 | directly used in realloc (e.g., realloc(x))
14 | indirectly used in realloc (e.g., y = x; realloc(y))
15 | directly returned from malloc (e.g., x = malloc(e))
16 | indirectly returned from malloc
17 | directly returned from realloc (e.g., x = realloc(e))
18 | indirectly returned from realloc
19 | incremented by one (e.g., x =x + 1)
20 | incremented by a constant expr. (e.g., X = x + (1+2))
21 | incremented by a variable (e.g., x =x +y)
22 | decremented by one (e.g.,x =x-1)
23 | decremented by a constant expr (e.g., x = x - (1+2))
24 | decremented by a variable (e.g., x = x - y)
25 | multiplied by a constant (e.g., x =x * 2)
26 | multiplied by a variable (e.g., x = x *y)
27 | incremented pointer (e.g., p++)
28 | used as an array index (e.g., a[x])
29 | used in an array expr. (e.g., x[e])
30 | returned from an unknown library function
31 | modified inside a recursive function
32 | modified inside a local loop
33 | read inside a local loop

B [34 [ TASA(IIVIZ)
35 | 2A8A (11V 12)
36 | 1A (11V12) A (19V 20)
37 | 2A (11V12) A (19 V 20)
38 | 1A (11V12) A (15 V 16)
39 | 2 (11V 12) A (15 Vv 16)
40 | (11v12) A 29
41 | (15V 16) A 29
42 | 1A (19V20) A 33
43 | 2/ (19V 20) A 33
44 | 1A (19V20) A 33
45 | 2 A (19 V 20) A —33

Type| # Features
A 1 leaf function
2 function containing malloc
3 function containing realloc
4 function containing a loop
5 function containing an if statement
6 function containing a switch statement
7 function using a string-related library function
8 write to a global variable
9 read a global variable
10 | write to a structure field
11 | read from a structure field
12 | directly return a constant expression
13 | indirectly return a constant expression
14 | directly return an allocated memory
15 | indirectly return an allocated memory
16 | directly return a reallocated memory
17 | indirectly return a reallocated memory
18 | return expression involves field access
19 | return value depends on a structure field
20 | return void
21 | directly invoked with a constant
22 | constant is passed to an argument
23 | invoked with an unknown value
24 | functions having no arguments
25 | functions having one argument
26 | functions having more than one argument
27 | functions having an integer argument
28 | functions having a pointer argument
29 | functions having a structure as an argument
B [ 30 | 2A(21V22) A (14V 15)
31 | 2A (21 VvV 22) A—(14V 15)
32 | 2A23 A (14'V 15)
33 | 2A23 A (14 V 15)
34 | 2A(21V22) A (16 V 17)
35 | 2A(21V22) A—(16V 17)
36 | 2A23A (16 V 17)
37 | 2A23A—(16V 17)
38 | (21V22) A-23

flow-sensitivity

context-sensitivity

widening thresholds
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Automatic Feature Generation

Before

Codebase

New method

Codebase

) Hand-crafted

features

) Parameter

values

(analogous to representation learning, deep learning, etc in ML)

>

Features

Adaptation
>

Strategy

) Parameter

values

Adaptation
>

Strategy
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Example: Flow-Sensitive Analysis

® A query-based, partially flow-sensitive interval analysis

® The analysis uses a query-classifier C : Query — {l,0}

i |x=0; y=0; z=dinput(); w = 0;
2 y = X; yt+;
3 |assert (y > 0); // Query 1 provable
4 assert (z > 0); // Query 2 unprovable
s |assert (w == 0); // Query 3 unprovable
flow-sensitive result flow-1nsensitive result
line abstract state abstract state
1 {x|—>00,yl—>_0,0:}
2 | {z—[0,0],y — [1,1]}
4 {z +—[0,0],y — [1,1]}
5 {x —[0,0],y — [1,1]}
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Learning a Query Classifier

Standard binary classification:

(i, 0i) pizy > {(vi, bi) iz - C:B" — B
(UZ' - Bk)

standard
learning algorithms

feature
extraction

® Feature extraction is a key to success

® Raw data should be converted to suitable representations
from which classification algorithms could find useful patterns

We aim to automatically find the right representation
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Feature Extraction

A feature

. . describ t
® Features and matching algorithm: s b

of queries

® asetof features: 11 = {r,...,m)

e match : Query X Feature — B

® Transform the query q into the feature vector:

(match(q,71), ..., match(q, 7% ))
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Generating Features
II={m,..., 7%}
A feature is a graph that describes data flows of queries
What makes good features!?
® selective to key aspects for discrimination
® invariant to irrelevant aspects for generalization
Generating features:
® (Generate feature programs by running reducer
® Represent the feature programs by data-flow graphs

11 is the set of all data flow graphs generated from the

codebase
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Generating Features

® Feature program P is a minimal program such that
¢(P) = FI(P) = unproven \ F'S(P) = proven

® Generic program reducer: e.g., C-Reduce [PLDI’|2]

reduce : P x (P—B) - P

® Reducing programs while preserving the condition

reduce(P, ¢)

generates feature programs.

107



o N N U BAWND =

Generating Features

® Reduce programs while preserving the condition

¢(P) = FI(P) = unproven A\ FS(P) = proven

a=0; b= 0;
while (1) { 1 a = 0;
b = unknown(); »  while (1) {
if (a > b) reduce(P, ¢) 3 if (a < 3)
if (a < 3) —> 4 assert (a < 5);
assert (a < b); 5 a++;
at++; 6

}
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Generating Features

® Represent the features by abstract data flow graphs

a = 0;
while (1) { Id :=1d + ¢
if (a < 3) '8
assert (a < b); = < )
a++; Id :=c >id<cm
+

(o Y | e N \ R

® The right level of abstraction is learned from codebase

109



Matching Algorithm

match : Query x Feature — B

id :=1d + ¢

id :

1i1d < ¢

()~

Subgraph inclusion:

(Nl,El) C (NQ,EQ) < N1 C N2 /\E1 C E;

1 a=0; b= 0;

»  while (1) {

3 b = unknown() ;

4 if (a > b)

5 if (a < 3)

6 assert (a < 5);
7 at+;

s}

id:= T id >idrid:=id+c

~

cH—lid < ¢
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® Partially flow-sensitive interval analysis

Performance

® Partially relational octagon analysis

Query Prediction Analysis
Prove Sec
Trial | Precision | Recall FI FS SES FI FS SES | Quality | Cost | QualityTR
1 92.6 % 779 % | 5,340 6,053 5,973 38.2 564.0 553 | 88.7% | 1.4x 88.7 %
2 78.8 % 733 % | 2,972 3,373 3,262 16.3 460.5 2577 | 723 % | 1.5x 72.0 %
3 66.7 % 73.3% | 3,984 4,668 4,559 273 | 1,635.6 | 176.2 | 84.0% | 6.4x 82.7 %
4 88.7 % 68.8 % | 4,600 5,450 5,307 38.1 688.2 59.6 | 83.1% | 1.5x 83.5 %
5 89.9 % 794 % | 2,517 2,971 2,945 10.9 325.9 189 | 942 % | 1.7x 94.0 %
TOTAL 81.5 % 739 % | 19,413 | 22,515 | 22,046 | 131.1 | 3,674.4 | 336.0 | 84.8 % | 2.5x 84.6 %

Table 1. Effectiveness of partially flow-sensitive interval analysis



Summary

Soundness

Scalability Precision

General Sparse Selective X-sensitivity
Analysis Framework (pre-analysis, ML, etc)
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