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Program Verification
Techniques for specifying and verifying program properties:
o Specification: precise statement of program properties in first-order

logic. Also called program annotations.

» Partial correctness properties
» Total correctness properties

e Verification methods: for proving partial/total correctness

» Inductive assertion method
» Ranking function method
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Running Example 1: Linear Search

bool LinearSearch (int a[], int I, int u, int e) {
int ¢ :=1,
while (2 < u) {
if (a[?] = e) return true
1: =1+ 1;
}

return false

}
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Running Example 2: Binary Search

bool BinarySearch (int a[], int I, int u, int e) {
if (I > w) return false;
else {
int m := (I + w) div 2;
if (a[m] = e) return true;
else if (a[m] < e) return BinarySearch (a, m + 1, u, e)
else return BinarySearch (a,l,m — 1, €)
}
}
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Running Example 3: Bubble Sort

bool BubbleSort (int a[]) {
int[] a := ap
for (inti:=la|]—1;4>0;1:=17—1) {
for(intj:=0,3<43:=35+1){
if (alg] > a[j +1]) {
int t := alj];
int a[j] := a[j + 1];
intalj +1] :=t;
}
}
}

return a;

}
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Running Example 3: Bubble Sort

3 4 1 2 5 6
i e

2 3 4 1 2 5 6
J i

®
J

J i
231“'156
S S
2 3 1 2 4 5 6
g T
3 1 2 4 5 6
PSR S

Hakjoo Oh AAA528 2018 Fall, Lecture 6 October 12, 2018 6 /33



Specification

@ An annotation is a first-order logic formula F'.

@ An annotation F' at location L expresses an invariant asserting that
F' is true whenever program control reaches L.

@ Three types of annotations:

» Function specification
» Loop invariant
> Assertion
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Function Specifications
Formulas whose free variables include only the formal parameters and
return variables.

@ Precondition: Specification about what should be true upon entering
the function.

@ Postcondition: Specification about the expected output of the
function. Postcondition relates the input and output of the function.
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Example: Linear Search
The behavior of LinearSearch:
@ It behaves correctly only when I > 0 and u < |a.
@ It returns true iff the array a contains the value e in the range [I, u].
@pre: 0 <IlAu<]|al
@post : v <> il < i <uAafi] =e
bool LinearSearch (int a], int I, int u, int e) {
inte :=1;
while (¢ < u) {
if (a[i] = e) return true
1: =14+ 1;
}

return false

Our goal is to prove the partial correctness property: if the function precondition
holds and the function halts, then the function postcondition holds upon return.
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Example: Binary Search

@ It behaves correctly only when I > 0, u < |al, and a is sorted.

@ It returns true iff the array a contains the value e in the range [I, u].

@pre: 0 < I Au < |a| A sorted(a,l,u)
@post: Tv > I <i<uAai] =e
bool BinarySearch (int a[], int [, int w, int e) {
if (I > w) return false;
else {
int m := (I + w) div 2;
if (a[m] = e) return true;
else if (a[m] < e) return BinarySearch (a,m + 1, u,e)
else return BinarySearch (a,l,m — 1, €)
}
}

sorted(a,l,u) <= Vi,jl <i<j <u— ali] < alj]
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Example: Bubble Sort

@ Any array can be given.
@ The returned array is sorted.
@pre : T
@post : sorted(rv, 0, |[rv| — 1)
bool BubbleSort (int a[]) {
int[] a := ap
for (inti:=|a|]—1;4>0;1:=17—1) {
for(intj:=0,3<43:=353+1){
if (alg] > a[j +1]) {
int t := a[j];
int a[j] := a[j + 1];
intalj + 1] :=t;
}
}
}

return a;
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Loop Invariants

For proving partial correctness, each loop must be annotated with a loop
invariant F":
while

QF
({condition)) {
} (body)

Loop invariant is a property that is preserved by executions of the loop
body; F' holds at the beginning of every iteration. Therefore,

e F A (condition) holds on entering the body.
e F' A —{condition) holds when exiting the loop.
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Loop Invariants

Find a loop invariant of the loop in LinearSearch:

@pre: 0 <IAu<|al
@post: v > I <i<uAali] =e
bool LinearSearch (int a[], int I, int u, int e) {
intt:=1;
while
@QL:1<iA(Vj.l<j<i—alj]#e)
(i <w){
if (a[i¢] = e) return true
1: =1+ 1;
}

return false

}
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Example: Bubble Sort

Q@pre : T
@post : sorted(rv, 0, |rv| — 1)
bool BubbleSort (int a[]) {
int[]] @ := ao
—-1<i<|al
@QLq | A partitioned(a, 0,,%2 + 1, |a| — 1)
A sorted(a,t, |a|] — 1)
for (inti:=|a|—1;,4>0;t:=7—1) {
1<i<|al AN0<Lj<1
@L2 A partitioned(a, 0,5 — 1,7, 7)
A sorted(a, i, |a] — 1)
for(intj:=0;<%7:=75+1){
if (als] > alj +1]) {
int t := alj];
int al[j] := alj + 1];
intalj + 1] :=¢;

}
}

return a;

}

A partitioned(a, 0,%,% + 1, |a] — 1)

partitioned(a, l1, u1,l2,u2) <= Vi,j. 1 <i<ui <lz2 <j<uz — ali] < alj].
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Assertions

@ Programmers’ formal comments on the program behavior

@ Runtime assertions: division by 0, array out of bounds, etc

@pre: 0 <IAu<|al
@post : rv > il < i< uAafi]l =e
bool LinearSearch (int a[], int I, int u, int e) {
intt:=1;
while
QL:I<iA(Vj.l<j<i— alj]#e)
(i <u){
@0 < i< |a|
if (a[¢] = e) return true
1: =1+ 1;
}

return false
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Proving Partial Correctness

@ A function is partially correct if when the function's precondition is
satisfied on entry, its postcondition is satisfied when the function
returns (if it ever does).

@ Inductive assertion method for proving partial correctness

» Derive verification conditions (VCs) from a function.
> Check the validity of VCs by an SMT solver.
» If all of VCs are valid, the function ia partially correct.

Hakjoo Oh AAA528 2018 Fall, Lecture 6 October 12, 2018 16 / 33



Deriving VCs

Done in two steps:
@ The function is broken down into a finite set of basic paths.
@ Each basic path generates a verification condition.

@ Loops and recursive functions complicate proofs as they create
unbounded number of paths. For loops, loop invariants cut the paths
into a finite set of basic paths. For recursion, function specification
cuts the paths.
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Basic Paths

@ A basic path is a sequence of atomic statements that begins at the
function precondition or a loop invariant and ends at a loop invariant
or the function postcondition.

@ Moreover, a loop invariant can only occur at the beginning or the
ending of a basic path (Basic paths do not cross loops).
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Example: LinearSearch

@pre: 0 < I Au<|al
@post : rv > Fil < i< uAali] =e
bool LinearSearch (int a[], int I, int u, int e) {
intz:=1;
while
QL:I<iA(V.1<j<i—alj]#e)
(G < u){
if (a[i] = e) return true
t: =1+ 1;
}

return false

}

1)
(3)
(2),(4)
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(1)
Qpre: 0 <IlAu<|a
1:=1

@L:1<iA(Vj.1<j<i— aljl#e)

(2)
QL:1<iNVj. 1< j<i— alj] #e)
assume @ < u;

assume a[i] = e;

rv = true

@post : rv > Tl < i< uAafi] =e

(3)
QL:1<iNVj. 1< j<i— alj] #e)
assume @ < u;

assume a[i] # e

t:=1+4 1;
QL:1<iNn(Vj. 1< j<i—al[j] #e)
(4)

QL:I1<iN(Vj. 1< j<i—alj]#e)
assume 7 > u;

rv := false

@post : 7v > Fl < i< uAali] =e
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Example: Bubble Sort

@pre : T
@post : sorted(rv, 0, |[rv| — 1)
bool BubbleSort (int a[]) {
int[] @ := ao
-1<4i< |al
@L1 | A partitioned(a, 0,%,% + 1, |a| — 1)
A sorted(a,, |a| — 1)

for (intd:=|al —1;4>0;d:=i—1){ (1)
1<i<la| A 0<j<i e
A partitioned(a, 0,%,% + 1, |a] — 1)
@L> A partitioned(a, 0,5 — 1,7, 7) (6) (5) (2)

A sorted(a, 1, |a| — 1)
for (intj:=0,75 <4 j:=35+1){ @
if (als] > alj + 1]) { .
int t := a[j];

int a[j] := alj + 1J; 3). (4
inta,[j+1]:=t; ()()

}
}

return a;

}
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Basic Paths

)
QpreT

a := ao;

i:=|a] —1;

QL; : —1 < i < |a| A partitioned(a, 0,%,% + 1, |a| — 1) A sorted(a, i, |a|] — 1)
(2)

QL : —1 < i < |a| A partitioned(a, 0,%,% + 1, |a| — 1) A sorted(a, i, |a|] — 1)
assume 7 > 0;

Jj=0;

@Ls : 1<i<|al A 0<Lj<iA partitioned(a,0,%,7+ 1, |a| — 1)
20 A partitioned(a, 0,7 — 1,j,j5) A sorted(a, i, |a| — 1)

(3)

@Lo : 1<i<|al AN 0L j<iA partitioned(a,0,%,%2+ 1, |a| — 1)
25 A partitioned(a, 0,5 — 1,j,j5) A sorted(a, i, |a| — 1)

assume j < i
assume a[j] > a[j + 1];

t:=alj];

alj] :==alj +1];

alj +1] :==1t;

Jj=Ji+1

@Ls : [ 1<i<|al A 0L j<iA partitioned(a,0,%,7+ 1, |a| — 1) }
20 A partitioned(a, 0,7 — 1,j,j5) A sorted(a, i, |a| — 1)
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Basic Paths

@

QL : [1<i<|al A 0<j<iA partitioned(a, 0,4, + 1,|a] — 1) ]
" | A partitioned(a, 0,5 — 1,j,j5) A sorted(a, i, |a| — 1)

assume j < 43

assume a[j] < a[j + 1];

Jj=3+1 .

1<i<|al A 0<Lj<iA partitioned(a,0,%,72+ 1, |a| — 1)

@Lyz : | A partitioned(a,0,j — 1,35,5) A sorted(a,i,|a| — 1) |
(C) -
QL 1<i<|al AN 0L j<iA partitioned(a,0,%,%2+ 1, |a| — 1)

2 ¢ .y - T

A partitioned(a, 0,5 — 1,7,7) A sorted(a, 1, |a] — 1)
assume j < i

1:=1—1;

@QL; : —1 < i < |a| A partitioned(a, 0,%,% + 1, |a| — 1) A sorted(a, i, |a| — 1)

(6)

@QL; : —1 < i < |a| A partitioned(a, 0,%,% + 1, |a| — 1) A sorted(a, ¢, |a| — 1)
assume ¢ < 03

TV 1= a;

@post sorted(rv, 0, |[rv| — 1)
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Basic Paths: Function Calls

@ Both loops and (recursive) function calls may create an unbounded
number of paths. For loops, loop invariants cut loops to produce a
finite number of basic paths. For function calls, we use function
specifications to cut calls.

@ Observe that the postcondition of a function summarizes the effects
of calling the function, as it relates the return variable and the formal
parameters. So we can use these summaries to replace function calls.

@ However, note that the function postcondition holds only when the
precondition is satisfied on entry. To ensure this, we generate an extra
basic path that asserts the precondition, called function call assertion.
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Example: Binary Search

@pre: 0 < I Au < |a| Asorted(a,l,u)
@post: rv > Fl<i<uAafi] =e
bool BinarySearch (int a[], int I, int u, int e) {
if (I > ) return false;
else {
int m = (I + u) div 2;
if (a[m] = e) return true;
else if (a[m] < e) {
QR; : 0 <m+1Au < |a|l Asorted(a,m + 1, u)
return BinarySearch (a,m + 1, u, e)
} else {
QR;:0<IAm—1 < |a| Asorted(a,l,m — 1)
return BinarySearch (a,l,m — 1,¢€)
}
}
}
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Basic Paths

(3),(4)

(1)

(2)

(5):(6)
(3)

(5)

@pre 0 < I A u < |a| A sorted(a, l, u)
assume > u;

rv := false;

@post rv > Fidl < i< uAafi =e

@pre 0 < I A u < |a| A sorted(a, l, u)
assume | < w;

m := (I + u) div 2;

assume a[m] = e;

rv 1= true;

@post rv > Fil < i< uAafi =e

@pre 0 < I A u < |a| A sorted(a, l, u)

assume | < w;

m := (I + u) div 2;

assume a[m] # e;

assume a[m] < e;

QR;1 :0<m+1Au< |a|Asorted(a,m + 1,u)

@pre 0 <l Au < |a| A sorted(a,l,u)

assume | < w;

m := (I + u) div 2;

assume a[m] # e;

assume a[m] > e;

QR2:0<IAmM—1< |a| Asorted(a,l,m — 1)
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Basic Paths
The basic paths that pass through function calls:

(4) @pre 0 <l Awu < |a| Asorted(a,l,u)

assume | < w;

m := (I + u) div 2;

assume a[m] # e;

assume a[m] < e;

assume vy <> Jim+1<i<uAafi =e
(5).(6) TV 1= vy
@post : rv <> Jil < i < uAalflgE e

(3),(4)

(6) @pre 0 <lAwu<|a|Asorted(a,l,u)
assume | < w;
m := (I + u) div 2;
assume a[m] # e;
assume a[m] > e;
assume vz <> Ji.l < i< m —1Aali] =e;
TV 1= v3;
@post : 7v > Fdl < i< uAafi] =e

Gla,l, u, e, rv] be the post condition. Then, the function call
return BinarySearch(a, m + 1, u, e) translates to
assume Gla,m + 1, u, e, v1];rv := vq;.
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Weakest Precondition

What is the precondition that must hold before the statement to ensure
that the postcondition holds afterwards?

o {7 }xi=x+1{x >0}

o {7 }y=2¢xy{y<5}

o {? }xi=xty{y>ax}

o {? }assume a<5{a<5}

o {? }assume a<b{a<5}

The weakest precondition is the most general one among valid

preconditions. Weakest precondition transformer:

wp : FOL X stmts — FOL
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Weakest Precondition Transformer

Weakest precondition wp(F, S) for statements S of basic paths:

@ Assumption: What must hold before statement assume c is executed
to ensure that F' holds afterwards? If ¢ — F' holds before, then
satisfying ¢ guarantees that F' holds afterwards:

wp(F, assume ¢) < ¢ — F.

@ Assignment: What must hold before statement v := e is executed to
ensure that F'[v] holds afterward? If F[e] holds before, then
assigning e to v makes F'[v] holds afterward:

wp(F,v :=e) & Fle]
@ For a sequence of statements S1;...;.55,

Wp(F, S15.0 0, Sn) - Wp(Wp(F, Sn)a S15.00 Sn—l)-
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Verification Conditions

The verification condition of basic path

QF
S1;

Shn;
QG

F — wp(G,S15...;Sh).

The verification condition is sometimes denoted by the Hoare triple

{F}S1;...58.{G}.

Hakjoo Oh AAA528 2018 Fall, Lecture 6 October 12, 2018 29 /33



Example

The VC of the basic path

Qx >0
x:=x+ 1;
Qx > 1
is
z>0—->wp(x>1l,x:=x+1)
where
wp(x > lL,z:=x+1) < x>0
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Example

Consider the basic path (2) in the LinearSearch example:

QL:F:l1<iAMj.1l<j<i—al[j] #e)
S1 :assume 7 < u;

Sq : assume ali] = e;

S3 : rv := true

Qpost G:rv + FHI<i<uAafi] =e

The VCis F — wp(G, S1; S2; S3), so compute

wp(G, S1;852;53)
wp(wp(rv < Fj. £<j<u A a[j]=e, rv = true), S1;S52)
wp(true « Jj. £<j<u A alj]=e, S1;52)
(3] L<j<u A a[]—e Sl,SQ)
wp(wp(3j. £ < j<u A alj] =e, assume afi| =€), S1)
wp(
wp(

'O

alil=e — Fj.L<j<u A a[j]=e, S1)
alil =e — Fj.L<j<u A a[j]=e, assume i < u)
zgu — (afi)]=e — Fj.L£<j<u A alj]=¢)

@@ﬁ@iﬁiﬁiﬁ

The VCis I <iA(Vj. 1< j<i—alj] #e)
= (E<u—(afil =e— Fjl < j<uAal[j] =€)
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Partial Correctness

Theorem

If for every basic path
QF
S1;
Snj
QG

of program P, the verification condition
{F}Sl; coey Sn{G}

is valid, then the program obeys its specification.
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Summary

Inductive assertion method for proving partial correctness:
@ Derive verification conditions (VCs) from a function.
@ Check the validity of VCs by an SMT solver.

@ If all of VCs are valid, the function ia partially correct.

The method can be automated, if proper loop invariants are given.
Automatically generating loop invariants, however, is not an easy task and
remains an active research area.
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